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Executive Summary

Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM) is a lattice-based key en-
capsulation mechanism (KEM), standardized by the U.S. National Institute of Standards and
Technology (NIST) as Federal Information Processing Standard (FIPS) 203 [Nat24b] in August,
2024. It is derived from CRYSTALS-KYBER [Ava+21] and designed to provide confidential-
ity against attackers equipped with large-scale quantum computers. The evaluation covers the
scheme’s design rationale, provable security guarantees, concrete hardness against cryptanalytic
attacks, implementation security regarding side-channels, and its applicability in secure network
protocols such as TLS 1.3. The following is a summary of ML-KEM.

Construction: The scheme is based on the Fujisaki-Okamoto transform, transforming a base
INDCPA secure public key encryption scheme called KPKE into an IND-CCA secure KEM.
It has a non-zero but negligible decryption failure rate (27'3% to 27'™), which is deemed
operationally safe and does not pose a security risk under correct implementation.

Provable Security: It’s security is based on the Module Learning with Errors (MLWE) prob-
lem, a structured variant of the standard LWE problem that balances efficiency with secu-
rity. Tight reductions exist in the classical random oracle model (ROM). In the quantum
ROM, while reductions are asymptotically looser, they still provide sufficient confidence
in the scheme’ s resistance to quantum adversaries.

Security Margins: Concrete cost estimates for the best known attacks (using conservative
cost models such as Core-SVP and MATZOV) indicate that all ML-KEM parameter sets
meet or exceed their targeted NIST security levels.

Algebraic Structure: Attacks exploiting the algebraic structure of module lattices (e.g., ideal
lattice attacks) were analyzed. The report concludes that for the specific module ranks
used in ML-KEM (k € {2, 3,4}), these structured attacks do not outperform generic lattice
reduction techniques.

Performance: ML-KEM demonstrates excellent performance in software and hardware, signif-
icantly outperforming traditional elliptic-curve cryptography (ECC) in computation time,
although key and ciphertext sizes are larger.

Side-Channel Attacks: Unprotected implementations are vulnerable to side-channel attacks,
including differential power analysis and timing attacks on decryption failures.

Countermeasures: Effective countermeasures such as masking (arithmetic and boolean) and
shuffling are available. While these introduce performance overheads, they are necessary
for high-assurance deployments in hostile environments.

Application to TLS 1.3: ML-KEM is fully viable for TLS 1.3. The larger key sizes (encap-
sulation keys and ciphertexts) increase handshake traffic but result in negligible impact
on overall connection latency in most network scenarios. The report discuss the use of
“hybrid” key exchange mechanisms, combining ML-KEM with traditional elliptic-curve
Diffie-Hellman (ECDH), as a robust transition strategy to mitigate risks associated with
new cryptographic primitives.

Based on current cryptanalytic knowledge, ML-KEM is a robust and secure post-quantum
KEM. Its theoretical foundations are sound, and its parameter sets provide adequate security
margins against known classical and quantum threats. While it offers faster processing speeds
compared to traditional cryptographic schemes, the increased key and ciphertext sizes may
present implementation challenges for memory-constrained devices. However, it is judged to
be viable for use in other general-purpose applications without issues. Furthermore, provided
that implementations are rigorously protected against side-channel attacks, it is suitable for
widespread deployment in government and critical infrastructure systems.
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1 Introduction and Outline

As part of the Post-Quantum Cryptography (PQC) project initiated by the National Institute
of Standards and Technology (NIST), the United States has started a multi-year effort to iden-
tify, optimize and eventually standardize cryptographic primitives that remain secure in the pres-
ence of large-scale quantum computers. NIST announced in 2022 its intention to standardize a
lattice-based Key Encapsulation Mechanism (KEM), CRYSTALS-KYBER [Ava+21], as one of the
first post-quantum public-key primitives. In 2024, this effort culminated in the publication of the
Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM) as Federal Information Processing
Standards (FIPS) 203 [Nat24b], which specifies a slightly modified but fully standardized version
of CRYSTALS-KYBER. From the viewpoint of government agencies and operators of critical infras-
tructure, ML-KEM is intended to serve as a general-purpose building block for post-quantum key
establishment in a broad range of protocols and deployment scenarios.

On the technical side, ML-KEM is a highly optimized module version [LS15] of the LPR encryption
scheme, which is based on the Ring-LWE problem [LPR10]. The LPR construction itself rests on
a long and steadily growing line of work on lattice-based encryption schemes [Reg05; LP11] that
relate the security of practical cryptosystems to well-studied worst-case problems on lattices. ML-
KEM inherits this foundation while making specific design choices — such as employing a module
structure rather than fully unstructured lattices — that aim to balance performance, implementation
simplicity, and confidence in the underlying hardness assumptions. In particular, ML-KEM has been
designed to be efficient on a wide range of platforms, from general-purpose CPUs to constrained
devices, while still admitting constant-time implementations and side-channel hardened variants
suitable for high-assurance environments.

From a security perspective, ML-KEM is known to satisfy IND-CCA security, a strong notion
of active security in which a ciphertext ct* leaks nothing about the encapsulated key, even to
an adversary that is given access to an oracle decrypting any ciphertext other than ct*. This
property is particularly important in realistic deployment settings where adversaries may interact
with decryption endpoints via network protocols, inject or modify ciphertexts in transit, or exploit
protocol error messages.

The purpose of the present report is to give a structured and self-contained overview of ML-KEM
from both a theoretical and a practical standpoint.

Outline of Report.

Section 2. We begin by recalling the necessary background and notation, including basic concepts
from lattice-based cryptography, security notions for public-key encryption and KEMs, and the
role of the (quantum) random oracle model in the analysis of ML-KEM.

Section 3. We then provide a high-level description of ML-KEM itself, starting from the underlying
IND-CPA secure lattice-based encryption scheme and explaining how the Fujisaki-Okamoto
transform is used to obtain an IND-CCA secure KEM. In this part we also summarize the
standardized parameter sets and briefly discuss their intended security levels and performance
characteristics.



Section 4. Next, we review the provable security results for the IND-CCA security of ML-KEM,
outlining the main reductions from standard lattice problems and clarifying in which models
and under which assumptions these guarantees hold. Where relevant, we distinguish between
classical and quantum adversaries. We further discuss other advanced security features ML-
KEM is known to satisfy.

Section 5. We then turn to practical cryptanalysis and concrete security estimates. This includes
an overview of the best known quantumu attacks on the underlying lattice problems, the
impact of decryption failures and weak-key considerations, and the resulting security margins
for the parameter sets selected in FIPS 203.

Section 6. We address implementation details, focusing on both performance and physical security.
We describe the algorithmic building blocks and analyze vulnerabilities to side-channel attacks.
We further discuss necessary countermeasures, such as masking and shuffling, and present
performance results in hardware that illustrate the cost of these protections.

Section 7. Finally, we examine the application of ML-KEM in the Transport Layer Security (TLS)
1.3 protocol. We evaluate the integration of ML-KEM and hybrid (Post-Quantum/Traditional)
key exchange mechanisms, comparing them to traditional ECDH in terms of computation
time and bandwidth. The section also covers real-world deployment challenges and surveys
the availability of ML-KEM in popular cryptographic libraries.



2 Preliminaries

To keep the report self-contained, we provide a minimal presentation of the preliminaries. More
details are provided in the FIPS 203 publication [Nat24b] and references therein.

2.1 Notations

We write A||B for the concatenation of values A and B. Boldface lower- and upper-case symbols such
as a and M denote column vectors and matrices, respectively. a’ and M denote their transposes.
For vectors a and b, we may sometimes use (a,b) to denote the inner product a’ - b. For a real
x € R, [z] is the rounding of x to the nearest integer, where if x = y + 1/2 for some y € Z, then
[z] =y + 1. For a vector v e R?, ||v|| denotes the Lo norm.

For a set M, we write m < M for the process of sampling m uniformly at random from M. For
a randomized algorithm f : X x R — ), we write y <~ f(x) for the process of executing f on x with
randomness 7 <~ R. Pr[E : X] denotes the probability that event E occurs over the randomness of
variable X, typically used to express the advantage of an adversary winning some security game.

When we say an algorithm A is efficient, we mean that A is either a classical probabilistic
polynomial-time (PPT) algorithm or a quantum polynomial-time (QPT) algorithm. A function
f: N > Ry is said to be negligible if for all ¢, there exists Ag such that f(A) < 1/A€ for all A > Ag,
i.e., it decays faster than the inverse of any polynomial at infinity.

2.2 The NIST Security Level

In the NIST PQC standardization project, NIST asked submitters to categorize the instances of
their submitted schemes into one of five security levels, which relate to the difficulty of breaking the
symmetric schemes AES and SHA-2. We provide the definitions given by NIST in Table 1 [Nat16].

Table 1: NIST’s categorization of security levels.

Level Security description

1 At least as hard to break as AES128 (exhaustive key search)
At least as hard to break as SHA256 (collision search)
At least as hard to break as AES192 (exhaustive key search)
(
(

At least as hard to break as SHA384 (collision search)
At least as hard to break as AES256 (exhaustive key search)

T W N

NIST asked submitters to focus on levels 1-3, leaving levels 4 and 5 for high-security instances.
As the project progressed, most submissions settled on providing parameter sets for security levels 1,
3, and 5. For ML-KEM, parameter sets have been defined at security levels 1, 3, and 5. These can
be compared to AES128, AES192, and AES256. Compared to elliptic-curve-based schemes, these
levels should (roughly) be equivalent to the security given by the NIST curves P-256, P-384, and
P-521 against classical (non-quantum) adversaries.

It is worth noting that choosing an appropriate security level means balancing security with
operational costs. ML-KEM at security levels 3 and 5 require (significantly) more computation time
and memory, and has larger messages than security level 1. Based on the current state of the art



in cryptanalysis, which this report will cover in detail, breaking ML-KEM at level 1 should be out
of reach of any conceivable adversary. Higher security levels can, however, provide some insurance
against advances in cryptanalysis.

2.3 Lattices

2.3.1 Cyclotomic Rings

Let n be a power-of-two integer and ¢ a prime. Let R = Z[X]/(X™ + 1) be the cyclotomic ring of
degree n and denote R, = R mod g. For ML-KEM we consider n = 256 unless otherwise stated.

2.3.2 (Module)-Lattices

For a matrix B € R*** with linearly independent columns, we define the (right) R-submodule
L:=B-R‘'={B-z:2z¢eR'}cRF

and call L an (integer) R-module lattice of rank ¢, with B a basis of L. Intuitively, L consists of
all R-linear combinations of the columns of B, so changing the basis B changes the way we describe
vectors in L but not the underlying set.

When ¢RF € L < RF for some integer modulus ¢ > 2, we call L a g-ary lattice. In this case we
can identify vectors in L with elements of R’; by reducing their coefficients modulo q. We will often
tacitly work with this reduction and think of vectors of L as living in R’;.

In the special case n = 1 we have R = Z, and we recover classical (unstructured) integer lattices
L € ZF. For a basis B of such a lattice L, we write

det(L) := |4/det(BT - B)|

for the lattice determinant (the Euclidean volume of a fundamental parallelepiped of L), and

A1(L) ;== min |y
(L) = min Iyl
for the first minimum, i.e., the length of a shortest nonzero lattice vector.

Given a basis B € RF** and its associated anti-circulant matrix M € Z"**"* (obtained via the
coefficient embedding R*¥ < Z"¥), we associate to the R-module lattice L := B - R’ of rank £ the

unstructured integer lattice
L/ = M . an c an

of rank nf. We then define the determinant and first minimum of L via those of L’ by setting
det(L) :=det(L')  and M\ (L):= M\ (L).

To measure how “orthogonal” a basis of L’ is, we will repeatedly use the Gram—Schmidt orthog-
onalization of the columns of M. Writing by, ..., by, for these column vectors, their Gram—Schmidt
orthogonalization is the sequence by, ..., b,, defined recursively by

i—1
Bl = bl, Bz = b'i - Z ,ui,jf)j for ¢ = 2,
j=1



where

i

b/ -b;
Mij i= ==
bj -b;
By construction, the vectors Blz' .. ,f)ng are pairwise orthogonal in R™, and each b; lies in the span

of by,...,b;. We write by, ..., by, for this Gram—Schmidt family throughout, and we will often use
the norms |b;| as a convenient quantitative measure of the quality of the basis.

2.3.3 Rounding

For an even (resp. odd) positive integer ¢, we define 2’ = z mod ¢ to be the unique element z’ in
the range —2 < 2’ < £ (resp. f% <z < %) such that 2’ = x mod ¢. For any positive integer ¢,
we define 2’ = x mod "¢ to be the unique element 2’ in the range 0 < 2’ < ¢ such that 2’ = 2 mod q.
We simply write 2 mod ¢ when the representation is not important. Also, for an element z € Q, [z]
denotes rounding to the nearest integer, where in case of a tie, we take the larger integer.

2.3.4 Sizes of Elements

For an element = € Z,, we write ||z||o to mean |z mod *¢|. Using this, we define the L, and Lo
norms for

n—1 )
2(X)= ) =.X'€R,
i=0
as
lzlleo = max|zillo, [l = VllzolZ + -+ + len-1]2.
Similarly, for vectors of polynomial ring elements x = (zg, ..., Tx—_1) € R'q“, we define
2 2
1x[loo = max(falleo, [x[| = \/leoll oot ekl

2.3.5 Compression and Decompression

We define the following compression and decompression algorithms for positive integers d and ¢ such
that d < [log,(q)]:

Compress,; : Zg —> Zga

2d
T — [ xJ mod *2¢, (1)
q
Decompress,; : Ziga —> Zq
q
y— [27 yJ : (2)

For these functions, we have the following:



Lemma 2.1. Let d and q be positive integers such that d < [logy(q)]. Then, for any x € Z,, we have

|:c’ — 2 mod iq‘ < [qu+1J )

where &' = Decompress;(Compress,(z)).

When Compress,; or Decompress; is used with z € R, or x € R’;, the procedure is applied to each
coefficient individually.

2.3.6 Hardness Assumption
The security of ML-KEM is based on the so-called Module Learning with Errors problem (MLWE).

Informal description of LWE. The (module) Learning with Errors (LWE/MLWE) problems ask us
to recover a hidden linear relation from many noisy linear equations. In the simplest LWE setting,
there is a secret vector s € Zy and one is given samples of the form

(ai,bi)eZZ XZq, bi:aiT~s—|—e,- HlOdq,

where each a; is uniform in Zj; and each e; is a small “error” drawn from a narrow distribution [Reg05].
The goal is either to distinguish such samples from uniformly random pairs, or to recover the secret
s. Thus, LWE can be viewed as the problem of solving a linear system whose right-hand side has
been perturbed by small but unknown noise. Conceptually, the problem is hard because the noise
forbids to use algebraci algorithms such as Gaussian elimination. In the modular setting small errors
can wrap around modulo ¢ and make the resulting distribution of the b; statistically very close to
uniform.

Module Learning with error. The Module Learning with Errors (MLWE) problem is a structured vari-
ant of LWE in which the vectors and matrices live in the polynomial residue ring R, = Z4[X]/(X"+1)
and one works with k-dimensional modules over R, instead of plain Z,-vector spaces [LS15]. This
allows more compact keys and efficient use of the number-theoretic transform, while preserving
essentially the same hardness guarantees via reductions from worst-case module lattice problems.
From a lattice perspective, MLWE interpolates between the highly structured ideal lattices arising
from RLWE and the general lattices underlying plain LWE [LS15].

Definition 2.2 (MLWE). Let m,k,q be integers and let x be a probability distribution over R,.
The advantage of an adversary A against the Module Learning with Errors MLWE, ,,, ., problem is
defined as:

AdVMEYE(1Y) = |Pr[A(A,A s +x) = 1] — Pr[A(A,b) = 1]|,

where (A, b, s, x) < R;”X’“ x Ry" x X% x x™. The MLWE g m k,y assumption states that any efficient
adversary A has negligible advantage.

We consider a slight variant where the “secret” s and “noise” x are sampled from different
distributions x and X', respectively. We denote this as the MLWE ,, k' assumption.

The parameters g, m, k are referred to as the modulus, number of samples, and the dimension (or
module rank) of the MLWE problem. In the concrete instantiation underlying ML-KEM, one works
over the ring R = Z[X]/(X™+1) with n = 256 and ¢ = 3329, and chooses k € {2, 3,4} corresponding
to the three parameter sets ML-KEM-512, ML-KEM-768, and ML-KEM-1024 [Nat24b]. The noise
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and secret distributions are discrete, bounded, and very narrow: ML-KEM samples coefficients from

centered binomial distributions By, , By, with small parameters 71,72 € {2, 3}.

Short secret and entropic LWE. When the secret is sampled from a small error distribution x
then this variant is also known as the small-secret MLWE assumption. This variant, used by ML-
KEM, allows for some compression techniques (e.g., more compact public keys and seeds instead of
explicit matrices) and is essentially equivalent to the MLWE assumption with a uniform secret and
an increased number m’ = m + k of samples [App+09]. More generally, a number of works show
that changing the secret distribution to another sufficiently entropic or short distribution does not
substantially affect hardness: this is well understood for (ring-)LWE with secrets drawn from error-
like or binary distributions [Bra+13; Mic18], and has recently been extended to the module setting
for binary secrets as well [Bou+21; Bou+22]. These results support the use of small or bounded
secrets as in ML-KEM.

Reductions. Definition 2.2 states the decision variant of MLWE. The search variant, given (A,b =
A - s+ x) sampled as in Definition 2.2, asks to recover s. Up to differences in the number of samples
m, search and decision are equivalent: this was proved for LWE by Regev [Reg05] and extended to
more general settings [Pei09; App+09; MM11; MP12; Bra+13], including RLWE and MLWE[LPR10;
LS15]. The main confidence in the hardness of the LWE problem comes from the existence of worst-
case to average-case reductions that show that if one can solve LWE, then one can solve certain worst-
case general lattice problems. Regev [Reg05] gives a gquantum reduction from SIVP and GapSVP in
dimension n with polynomial approximation to average-case LWE with polynomial modulus, while
classical reductions from GapSVP to LWE use either exponential modulus [Pei09] or dimension n?
with polynomial modulus [Bra+13]. These results extend to structured variants, relating them to
the worst-case ideal/module lattice problems. Langlois-Stehlé [LS15] show that (search or decision)
MLWE over a cyclotomic ring R and rank k is as hard as approximating module-SIVP and module-
GapSVP on R-modules of rank k, up to polynomial factors; later work gives essentially tight converse
reductions, so MLWE is asymptotically as hard as these module problems.

Concrete hardness and best known attacks. For the concrete parameters of ML-KEM, hard-
ness is assessed by comparing against the cost of the best known lattice-based attacks, most notably
the primal, dual, and hybrid variants of lattice-reduction attacks [dv25]. We provide a systematic
and up-to-date presentation of these techniques in Section 5.

Error distribution. The hardness of the MLWE, ., 1., problem depends on the error distribu-
tion x. Classically, the coefficients of x follow continuous [Reg05] or discrete [GKV10] Gaussian
distributions, which is convenient for theory. For efficiency, other distributions are used in practice
(bounded small support, efficient constant-time sampling, or better bounds/analyses). Worst-case
to average-case reductions extend to this regime, e.g., to uniform errors on small or even binary
support [MP13; DM13], or to any distribution with sufficient min-entropy [Bra+13]. These work
only under strong bounds on the number of samples, which is inherent given efficient attacks with
many samples [AG11]. State-of-the-art cryptanalysis, see Section 5.3.5, similarly suggests that in
the bounded-samples regime the exact distribution matters little as long as it has enough entropy
and produces secret and error vectors of comparable size.
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For ML-KEM, the secret and error follow centered binomial distributions with parameters 7 and
72, respectively. For ML-KEM-512 we have 75 < 11, so the error is smaller than the secret, but
the compression function adds deterministic errors that heuristically rebalance this. This can be
viewed as an LWE problem combined with a Learning With Rounding (LWR) problem. Heuristically,
current cryptanalysis suggests that this extra rounding adds some security, but it is usually ignored
in reductions; we will discuss its impact on concrete security in Section 5.1.

2.4 Cryptographic Primitives
2.4.1 Public Key Encryption

We review the syntax and minimal definition of a public key encryption (PKE) scheme. We only
define IND-CPA security for PKE below since we will not require the stronger IND-CCA security for
this report.

Definition 2.3 (PKE). A public key encryption (PKE) scheme with message space M consists of
the following three PPT algorithms:

KeyGen(1*) — (pk,sk): The key generation algorithm takes the security parameter as input and
outputs a pair of public and secret keys (pk, sk).

Encrypt(pk, m) — ct: The (possibly randomized) encryption algorithm takes a public key pk and mes-
sage m € M as input and outputs a ciphertext ct.

Decrypt(sk, ct) — m: The (deterministic) decryption algorithm takes a secret key sk and a ciphertext
ct as input and outputs a message m € M.

It is common in lattice-based cryptography to define correctness to hold with all but negligible
probability. While it is possible to construct a scheme with perfect correctness as is standard in
classical cryptography, this incurs an efficiency loss which we typically want to avoid. Moreover, as
we see later in Section 3.3, computing the exact correctness failure rate in lattice-based cryptography
can be challenging in practice, as it requires precise control over how “noise” accumulates.

Definition 2.4 (6-Correctness). We say a PKE is d-correct if for all A € N we have

E(pk )& KeyGen(13) {m%c Pr {Decrypt(sk,ct) =m : ct < Encrypt(pk, m)H >1-9,
,sk) <—KeyGen me

where the probability is taken over the randommness of the encryption algorithm.

The following states that even if an adversary gets to choose two messages, the ciphertext does
not reveal which message it encrypts. Since the adversary is not allowed access to the decryption
oracle, this is sometimes called passive security.

Definition 2.5 (IND-CPA Security). Let IT be a PKE scheme. For any adversary A, we define the
advantage for indistinguishability under chosen-plaintext attack (IND-CPA) security as follows:

(pk, sk) < KeyGen(1*);
b<{0,1}; 1
AdVII?,Bt_CPA(lA) = [Pr|b=1V": (mg,my,state) < A(pk); | — 50
ct* < Encrypt(pk, mp);
b < A(pk, ct*, state)
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We say a PKE scheme II is IND-CPA secure if the advantage Adv%\"?‘l‘CPA(l’\) is negligible for any
efficient adversary A.

2.4.2 Key Encapsulation Mechanisms

A key encapsulation mechanism (KEM) is a simplified PKE where the message is randomly sampled.
It allows a sender (i.e., the one that generates the ciphertext) and a receiver (i.e., the one holding
the decapsulation key) to agree on a so-called session key, which is typically a random bit string.

Below, in order to differentiate from PKE, we use terms such as encapsulation and decapsulation
as opposed to encryption and decryption.

Definition 2.6 (KEM). A key encapsulation mechanism (KEM) scheme with key space IC consists
of the following three PPT algorithms:

KeyGen(1*) — (ek,dk): The key generation algorithm takes the security parameter as input and
outputs a pair of keys (ek, dk).

Encaps(ek) — (k,ct): The encapsulation algorithm takes an encapsulation key ek as input and outputs
a session key k € IC and a ciphertext ct.

Decaps(dk, ct) — k: The (deterministic) decapsulation algorithm takes a decapsulation key dk and a
ciphertext ct as input and outputs a session key k € K.

Similarly to a PKE, we consider a correctness definition where some decapsulation failure is
allowed.

Definition 2.7 (J-Correctness). We say a KEM is d-correct if for all A € N we have

(ek, dk) <~ KeyGen(1*);

Pr|D dk,ct) =k : ’
T ecapS( , C ) (k, ct) & EncapS(ek)

>1-4.

The following is the de-facto security standard for KEMs. It is defined analogously to IND-CPA
security, except that the adversary is given access to a decapsulation oracle. On input a ciphertext,
the oracle runs the decapsulation algorithm and gives back the output. In order not to trivialize the
game, the decapsulation oracle will not take the challenge ciphertext as input. Since the adversary
is allowed access to the decapsulation oracle, this is sometimes called active security.

Definition 2.8 (IND-CCA Security). Let IT be a KEM scheme. For any adversary A, we define
the advantage for indistinguishability under chosen-ciphertext attack (IND-CCA) security as follows:

(ek, dk) <~ KeyGen(1*);
b < {0,1}; 1
Adv'l'q\"'?L\'CCA(l’\) =|Pr|b=0b": (k§,ct*) < Encaps(ek); —35p
k' < K;
b & AOpecrs() (ek, kif, ct*)

where Opecaps(+) s an oracle that takes as input a ciphertext ct and outputs Decaps(dk, ct) if and
only if ct # ct*. We say a KEM scheme 11 is IND-CCA secure if the advantage Adv'llq\l,a{CCA(l)‘) 18
negligible for any efficient adversary A.
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In the above, if security only holds against an adversary A that is not given access to the
decapsulation oracle Opecaps, it is called indistinguishability under chosen-plaintext attack (IND-CPA)
secure.

2.4.3 Pseudorandom Functions

Lastly, we recall the definition of a pseudorandom function.

Definition 2.9 (Pseudorandom Function). Let PRF : K x X — Y be an efficiently computable
function. For any adversary A, we define the advantage for the pseudorandomness of the PRF as
follows:

AdviRe 4 (1) = (Pr [ARF(1Y) =1] - Pr [APRF(MW) = 1}

)

where RF is a random function sampled uniformly from the set of all functions from X to Y, and
rand

k & K. We say a PRF is pseudorandom if the advantage AvaRF’A(l)‘) is negligible for any efficient
adversary A.

2.5 The Random Oracle Model

The security of many practical cryptographic primitives and protocols is analyzed in the random
oracle model (ROM) [BR93]. This is an idealized framework used in cryptography to analyze the
security of primitives and protocols, particularly those that rely on cryptographic hash functions (e.g.,
SHA-3). In this model, the hash function is replaced with a perfect random function that all entities,
including adversaries, can only access as a black box through oracle queries. Concretely, if a hash
function H : {0,1}" — {0,1}™ was used for a construction, this H will be replaced in the security
proof by a function that is sampled uniformly at random from the set of all possible functions from
{0,1}™ to {0,1}™. This abstracts our common belief that in practice, concrete cryptographic hash
functions output random values, even if we know their full description.

Proving a scheme is secure in the ROM provides strong heuristic evidence that it will be secure
in the real world when the oracle is instantiated with a well-designed cryptographic hash function
(e.g., SHA-3). This is because the model captures the desired properties of a hash function, such as
its output being unpredictable (pseudorandom) and deterministic. However, a proof in the ROM is
not a guarantee of security in the standard model (where no such ideal oracles exist). Indeed, there
are theoretical cryptographic schemes that are provably secure in the ROM but are demonstrably
insecure no matter which real hash function is used to implement them. Despite this limitation
though, the ROM remains an invaluable tool for designing and gaining confidence in the security of
practical cryptographic schemes such as ML-KEM.
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3 Overview of ML-KEM

In this section, we provide a minimal overview of ML-KEM necessary to understand its design
principles. In particular, we ignore the implementation specifics such as how ring elements are
represented as byte arrays or how ring elements are multiplied using so-called number-theoretic
transforms (NTTs). These details do not impact its theoretical guarantees such as correctness,
provable security, and hardness of the underlying mathematical problems. Implementation details
and implementation-specific security are discussed in Section 6.

3.1 Design Principle

ML-KEM is based on the lattice-based cryptosystem from [LPR10; LP11]. While [LPR10] uses the
highly structured ring LWE (RLWE) problem, leading to for instance NEWHOPE [Alk+16], [LP11]
uses the unstructured standard LWE problem, leading to for instance Frodo [Bos+16]. The design
of ML-KEM sits between these, using the somewhat structured module LWE (MLWE) problem.

The core cryptosystem. Let us go over the design principle of ML-KEM in a bottom-up manner.
At its core, the encapsulation key is simply an MLWE instance:

(ek,dk) = ((A,b=A-s+e), s)e (R x RE) x RE.

In general, A can be a non-square matrix but we only consider a square matrix for simplicity;
ML-KEM also uses a square matrix.
A ciphertext is another MLWE instance:

ct=(cto,ct1) = (AT -y+e;, bl -y+e+k-[q/2]) e R} xR,

Here, the noises (s, e, y, e1, e2) must be sampled from an appropriate distribution so that the MLWE
problem is hard to solve, and the random key k <~ {0,1}" is encoded as an element in the polyno-
mial ring R, whose i-th coefficient is k;. Notice that since b, cty, and ct; are all MLWE instances,
they are (informally) indistinguishable from random elements over R, establishing that the above
construction achieves IND-CPA security.

To decapsulate, we first perform the following computation:

cty —s' -ctg = (bT y+ex+k-[q/2]) —s' - (AT y+er)
=k-[q/2|+e" - y—s' e +e; mod q.
Assuming the noises are small enough (i.e., |le” -y —s" -e; +ea|ls < g/4), we can uniquely decode k
by rounding each coefficient of the ring element w = ct; —s' - ctg. That is, if the i-th coefficient of

w is closer to 0 in absolute value compared to [¢/2], we decode to k; = 0, and otherwise we decode
to k; = 1. Looking ahead, this assumption on the noise being small requires some care.

Notice that in the above, we obtain a KEM based on the unstructured LWE problem by setting

n = 1, that is, R, = Z,. While this results in a scheme based on a very conservative hardness
assumption, the downside is that we can only encapsulate a one-bit key k € {0,1}. In contrast,
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we obtain a KEM based on the highly structured RLWE problem by setting £ = 1 and R, =
Z4X]/(X™ 4 1). We can encapsulate an n-bit key in one shot now but will have to rely on a more
aggressive hardness assumption than the standard LWE assumption. Moreover, as n is required to
be a power-of-two for implementation efficiency (i.e., allowing the use of NTT-based multiplication),
the parameter choice for RLWE is quite sparse and hard to tune in practice.

The MLWE problem allows us to hit the right balance between these two cryptosystems lying
at the opposite sides of the spectrum by tuning the values of n and k. In the specific case of the
MLWE parameters used in ML-KEM, performance turns out to be very similar to the scheme based
on RLWE since only a key of fixed size of 256 bits is necessary. This is because a 256-bit key will
be used as a symmetric key to encrypt larger messages via the KEM-DEM framework (cf. [CS03]).
Importantly, this allows ML-KEM to fix n to be 256 for all NIST security levels (cf. Table 3).

Upgrading it to IND-CCA security. As already mentioned, the above cryptosystem only offers
weak IND-CPA security. Indeed, if an adversary is given access to a decapsulation oracle, it can
trivially learn the key by submitting a ciphertext ct such that ct = ct* 4 (0, A) for a small non-zero
noise A € Ry, where ct* is the challenge ciphertext.

The Fujisaki-Okamoto (FO) transform [FO99; FO13; HHK17] is used to upgrade such a weakly
secure KEM to an IND-CCA-secure one. While there are numerous variations of the FO transform, we
only informally explain one variant below. We will highlight the core parts of the FO transform that
differ between variations, and provide the concrete FO transform used by ML-KEM in Section 3.2.

For convenience, let us view the above IND-CPA secure KEM as a PKE scheme, and explain how
the FO transform upgrades this IND-CPA secure PKE into the desired IND-CCA secure KEM. At
a high level, the FO transform modifies the encryption and decryption algorithm of the IND-CPA
secure PKE as follows:

Encapsulation: Encaps(ek)
« Sample a random message m <~ {0,1}" for the PKE scheme.

o Derive a key k and randomness r for the PKE.Encrypt algorithm via (k,7) = G(m), where G is
a hash function.

//* Variations® // We can derive the key and randomness in a different manner such as by G(m, ek) or
G(m, H(ek)), where H is another hash function. This provides slightly stronger security than IND-CCA
security and will be discussed in Section 4. Indeed, ML-KEM performs G(m, H(ek)). Another variation
is to first derive only the randomness » = G(m), compute the PKE ciphertext ct, and then derive the
final key as k = G(m, ct).

e Run ct = PKE.Encrypt(pk, m;r), where ek is defined as the public key pk of the PKE scheme.
o Output (k,ct).
Decapsulation: Decaps(dk, ct)
o Run m’ = PKE.Decrypt(sk, ct), where dk is defined as the secret key sk of the PKE scheme.
o Derive (k,r") = G(m').

o Re-encrypt and check if PKE.Encrypt(pk, m’; ') = ct.
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o If the check passes, output k.

//* Variations® // We intentionally keep it agnostic in the case the check does not pass. We can output a
special symbol L indicating decapsulation failure, leading to the so-called explicit rejection approach.
In contrast, we can output a random key k so as not to indicate whether a decapsulation failure
occurred, leading to the so-called implicit rejection approach. ML-KEM uses implicit rejection.

Regardless of which variations are used, the core idea of the FO-transform is to recover the
randomness used to run the encryption algorithm of the underlying IND-CPA secure PKE, and
perform a re-encryption check during decapsulation. This intuitively guarantees that if an adversary
outputs a ciphertext that decapsulates to a valid key, it must have known how the ciphertext was
generated. To put it differently, we can prove IND-CCA security of the KEM relying only on the
IND-CPA security of the PKE since the decapsulation oracle does not give away new information
about the submitted ciphertext to the adversary. Formal details about the IND-CCA security of
ML-KEM are given in Sections 4.1.1 and 4.1.2.

Notable optimizations. We wrap up this section by explaining some of the notable optimizations
of ML-KEM to better understand the design choice made by ML-KEM in the next section. As
mentioned earlier, we will not discuss implementation-specific optimizations such as how polynomial
ring elements are stored in memory to minimize the number of NTT operations.

(i) Encapsulation key compression. ML-KEM adopts the approach taken by Alkim et al. [Alk+16]
and generates the public matrix A € RZX’“ in the encapsulation key ek via a hash function Hj.
Concretely, A is replaced by a 256-bit seed p € {0,1}2%% such that A = Ha(p). This effectively
reduces the size of the encapsulation key almost for free.

(ii) Bit-dropping. As decryption only looks at the upper bits of the ciphertext ct = (ctg,cty) (i.e.,
the lower bits are simply “noise”), we can safely round off the lower bits to compress the size of
ct. This is a common technique used in LWE-based schemes (cf. [Pei09; PG14]). In ML-KEM,
this is implemented using the functions Compress; and Decompress,; from Section 2.3.5. Moreover,
the rate of compression is different for the first and second halves of the ciphertext ctyg and cty,
respectively. These choices are made to balance between ciphertext size, security, and decapsulation
failure probability.

It is worth mentioning that one can also perform bit-dropping on the vector b included in the
encapsulation key. This has the effect of compressing the encapsulation key size while increasing the
decapsulation failure probability. However, as analyzed in [Bos+18], it is unclear how to prove such
a scheme secure from the MLWE problem, and this optimization is not implemented by ML-KEM.

(#ii) Binomial noise. The LWE problem, including RLWE and MLWE, typically considers Gaussian
noise, either rounded Gaussian [Reg05] or discrete Gaussian [Bra+13]. This is because these are the
distributions for which we have theoretical guarantees on the hardness of the LWE problem under
worst-case lattice problems. However, these noise distributions turn out to be either inefficient to
implement (cf. [Bos+15]) or difficult to securely implement against side-channel attacks (cf. [Bru+16;
Esp+17; PBY17)).

For practical lattice-based cryptosystems, state-of-the-art lattice cryptanalysis shows that the
concrete hardness of the LWE problem does not depend on the exact distribution of the noise, but
rather on the standard deviation of it (see Section 5 for the details). Therefore, a more pragmatic
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option is to assume the hardness of the LWE problem with a noise distribution that can be easily, effi-
ciently, and securely sampled. ML-KEM chooses the centered binomial distribution (cf. Section 2.3.6)
used in [Alk+16].

Recall that ML-KEM relies on several MLWE instances, b, cty, and ct;, where different rates of
bit-dropping are performed on ctg and ct;. As bit-dropping adds implicit noise created via the
function Compress,, it can be interpreted as increasing the noise of the MLWE instances cty and
ct;. ML-KEM utilizes this observation exclusively for the scheme with NIST level 1 security (i.e.,
ML-KEM-512) and samples the noise es in ct; from a slightly smaller centered binomial distribution.

(iv) Decapsulation failure. Lastly, ML-KEM allows for a negligible decapsulation failure probability.
While a parameter with a zero chance of decapsulation failure (i.e., perfect correctness) is appealing
from a theoretical standpoint and mitigates specific attacks exploiting decapsulation failures, it
will have a negative effect on either the concrete hardness of the MLWE problem (by significantly
decreasing the noise) or the performance (by increasing the lattice dimension k to compensate for
the loss in security).

In ML-KEM, the parameters are set such that the decapsulation failure probabilities are negligibly
small; 27138:8 9—164.8 41q 271748 for the NIST levels 1, 3, and 5 parameters. While there are attacks
that can exploit these decapsulation failures, these are typically a much smaller threat than directly
attacking ML-KEM. See Section 5.6 for more details.

3.2 Description of ML-KEM

Following the FIPS-203 publication [Nat24b], we first describe an IND-CPA secure PKE scheme called
K-PKE (see Section 3.2.1, Figure 2), and then describe the IND-CCA secure ML-KEM obtained by
performing the FO-transform on K-PKE (see Section 3.2.2, Figure 3). For reference, we provide an
overview in Figure 1.

IND-CPA Secure PKE IND-CCA Secure KEM

K-PKE FO-Transform ML-KEM

Figure 1: Constructing ML-KEM from K-PKE.

ML-KEM comes equipped with three parameter sets as given in Table 2. As explained in the
previous section, the length of the shared key k is set to 32 bytes, or equivalently 256 bits, for all
security levels. This means that the shared secret can be used directly in AES-256, though note that
the security level will match the ML-KEM parameter set used and not the security level provided by
AES-256.

For each of the security levels, the concrete parameters used by ML-KEM (and the underlying
K-PKE) are listed in Table 3. We provide a short rationale for how each parameter was chosen:

e n is chosen to be 256 across all security levels. This relates to the fact that we only need
to encapsulate a shared key of size 256 bits. Smaller values of n will require encoding more
bits into one polynomial coefficient, which requires lowering noise levels for correctness, and
therefore lower security. Larger values of n make it hard to fine tune the other parameters as
we require n to be a power-of-two for efficient implementation using NTT-based multiplication.
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Table 2: Overview of the sizes (in bytes) of keys and ciphertexts of ML-KEM and its decapsulation
failure rate. NIST levels 1, 3, and 5 security correspond to ML-KEM-512, ML-KEM-768, and ML-KEM-
1024, respectively.

encapsulation decapsulation ciphertext shared key decapsulation
key (ek) key (dk) (ct) (k) failure rate §
NIST-1 800 1632 768 32 21388
NIST-3 1184 2400 1088 32 2-1648
NIST-5 1568 3168 1568 32 21748
Table 3: Overview of the parameters used by ML-KEM (and K-PKE). ¢ - ” indicates that it takes the

same value as the value in its left cell. NIST levels 1, 3, and 5 security correspond to ML-KEM-512,
ML-KEM-768, and ML-KEM-1024, respectively.

Notations Explanation NT S%(i][llc‘relﬁlel 5 Tafg nllelt\lelrss 5

q Modulus size 3329 - -
R, Polynomial ring Z[X]/(X™ + 1) of degree n 256 - -

k Module rank 2 3 4
dy Amount of bit-dropping on the first half of ciphertext 10 - 11
dy Amount of bit-dropping on the second half of ciphertext 4 - 5
B, Centered binomial distribution with parameter 7, 3 2 -
B, Centered binomial distribution with parameter 7, 2 - -

e ¢ is chosen to be a small prime satisfying n | (¢—1). This is required to enable fast NTT-based
multiplication. While ¢ = 257 and 769 satisfy this condition, the next smallest prime 3329 was
chosen since the former two primes are too small to achieve negligible decapsulation failure
probability.

e k is chosen to fix the lattice dimension as a multiple of n. This defines the hardness of the
underlying MLWE problem. Put differently, changing k is the main mechanism allowing us to
tune ML-KEM to different security levels.

o The remaining parameters (d, dy, By, , By,) were chosen to balance between security, cipher-
text size, and decapsulation failure probability.
3.2.1 Algorithms for K-PKE

K-PKE is the IND-CPA secure PKE used by ML-KEM. As explained in Section 3.1, K-PKE is similar
to the PKE scheme that was introduced in [LPR10; LP11]. The pseudocode for K-PKE is given
in Figure 2. The internal functions used by K-PKE are listed in Table 4.

3.2.2 Algorithms for ML-KEM

The pseudocode for ML-KEM is given in Figure 3, where it runs K-PKE internally and performs
the FO transform. The internal functions used by K-PKE are listed in Table 4. As we explained
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Table 4: Overview of the functions used by ML-KEM and K-PKE. The functions above the dashed
line are used internally in ML-KEM, while those below are used internally in K-PKE.

| Functions | Explanation
G A function G : {0, 1}* — {0,1}%% x {0,1}?°°
J A function J : {0, 1}* — {0,1}?°% for implicit rejection
H A function H : {0,1}* — {0,1}2%6 to compress encapsulation key ek
| Ha | Afunction Hy : {0,1}* > RFF to generate A |
Hs.e A function Hge : {0,1}* — RF x Rl to generate MLWE secrets (s, e) from By,
Hyeieo | A function Hye, e, : {0,1}* — RE x RE x R, to generate
MLWE secrets y from B,,, and noises (e, e2) from B,

K-PKE.KeyGen(; d) K-PKE.Encrypt(ekpke, m; )
Input: randomness d € {0,1}**° Input: encryption key ekpke € Rf; x {0,1}*%¢
Output: encryption key ekpke € Rfj % {0,1}**®  Input: message m e {0,1}**° c R,
Output: decryption key dkpke € Rf; Input: randomness r € {0, 1}256
12 (p,0) = G(d) Output: ciphertext ct € R;,;,u X Roa,
2: A:=Ha(p) [/ AeRE* 1: parse (t]p) < ekpke
3: (s,e) :==Hse(0) / Samples,ee R} from B 2: A:=Hy(p) / regenerate A RF**
4: t:=A-s+e 3: y:=Hye e (r) / Sampley,er € RY from B
5: ekpke := (t|p) // append A seed /| and B’;Q, respectively, and ez € Ry from B,
6: dkpke =5 4: u=A" ‘y+e
7: teturn (ekpke, dkpke) 5: = Decompress,(m)

6: v::tT-y+eg+u
K-PKE.Decrypt(dkpke, ct) 7: ct; := Compress, (u)
Input: decryption key dkpke € Rl; 8: cty:= Compress;, (v)

9: return ct := (cti|ct2)

Input: ciphertext ct e Rgdu X Rya,
Output: message m € {0,1}*°° c R,
1: parse (ctifctz) « ct

2: u' := Decompress, (cti)

3: v := Decompress, (ctz)

4: parse s < dkpke

5 w::vlfsT-u/

6: m := Compress, (w)

7: return m

Figure 2: Simplified algorithms for the IND-CPA secure K-PKE: K-PKE.KeyGen, K-PKE.Encrypt,
and K-PKE.Decrypt. Above, we implicitly assume m € {0, 1}?°% is encoded as a polynomial over R,,.
See Figure 8 for the concrete specification.
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ML-KEM.KeyGen() ML-KEM.Encaps(ek)

Output: encapsulation key ek € R’; Input: encapsulation key ek € R’;
Output: decapsulation key dk € (RE)* x ({0,1}**°)> Output: shared secret key k € {0, 1}**°
1: d&{0,1}%° Output: ciphertext ct € Rgdu X Rya,
2: 2&{0,1}*° 1: m & {0,1}*°

3: (ekpke, dkpke) < K-PKE.KeyGen( ;d) 2: (k,r) = G(m[H(ek))

3: ct:= K-PKE.Encrypt(ek, m;r)

// run key generation for K-PKE using randomness d
4: ek:= ekPKE // encrypt m using K-PKE with randomness r
5: dk := (dkpkellek|[H(ek)|z) 4: return (k,ct)

6: return (ek,dk)

ML-KEM.Decaps(dk, ct)
Input: decapsulation key dk € (R];)2 x ({0,1}°%%)?

Input: ciphertext ct e R];du X Ryd,
Output: shared secret key k € {0, 1}
1: parse (dkpkellek|h]z) < dk
m’ := K-PKE.Decrypt(dkpke, ct)
(K',r") = G(m'||)
k= J(z|ct)
ct’ := K-PKE.Encrypt(ekpke, m'; 7')// re-encrypt m’ using derived randomness r’
if (ct # ct’) then

kK —k

I
return k

256

o N O Ut W N

Figure 3:  Simplified algorithms for ML-KEM: ML-KEM.KeyGen, ML-KEM.Encaps, and
ML-KEM.Decaps running K-PKE in Figure 2 as a sub-routine. See Figure 9 for the concrete specifi-
cation.

in Section 3.1, there are small variations of the FO transform. Notice that ML-KEM.Encaps first
hashes the encapsulation key ek by H, and then generates the session key and encryption randomness
as G(m/|H(ek)). Hashing the ek can be useful in situations where the message is not yet known as
it can be precomputed; if not for the hash, then G(mlek) can only be computed once m is defined.
Moreover, notice that H(ek) is included as part of the decapsulation key dk. This allows for a faster
decapsulation process since the decryptor does not need to compute H(ek).

Another notable design choice is that ML-KEM performs implicit rejection. This is done by
including a random seed z € {0,1}?%% in the decapsulation key. In algorithm ML-KEM.Decaps, if
the re-encryption check fails (cf. line 6), it outputs a “fake” session key k := J(z||ct) € {0,1}2°% as
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opposed to a special symbol L explicitly indicating a decapsulation failure. As z is hidden to the
outside world, k looks random assuming J is a pseudorandom function.

Remark 3.1 (Implicit vs Explicit Rejection). Alternatively to above, one can consider a variant of
ML-KEM that performs explicit rejection which outputs a special symbol 1 explicitly indicating a
decapsulation failure. It is clear that if a KEM that performs explicit rejection is secure, it is also
secure if it performs implicit rejection (cf. [Bin+19]). This is intuitive by noticing that we can
replace the explicit rejection symbol L by any value without deteriorating its security. On the other
hand, while there are some implications, e.g., [HK25], we do not know whether the other direction
holds unconditionally. Even to this date, there are only a handful of research on KEMs with explicit
rejections [JZM19a; Don+22; HHM22; HM24; HK25]. This is one of the historical reasons why
researchers focused on ML-KEM with implicit rejection; this was easier to formally prove the security
compared to its explicitly rejecting counterpart. Moreover, from an implementation perspective,
one can argue that implicit rejection is a better design as it “hides” whether a decapsulation failure
occurred — this gives less attack surface to the adversary. However, we note that this argument is
limited when using KEMs as a building block (e.g., key exchange). This is because if the protocol
using the KEM prematurely terminates, this indirectly indicates that the KEM did not decapsulate

properly.

3.3 Correctness

The correctness of ML-KEM has been theoretically and analytically analyzed in [Bos+18]. Theoreti-
cally, the decryption failure rate 6 of ML-KEM is expressed as follows. Below, [Bos+18, Theorem 1]
provides the decryption failure rate ¢ of the underlying K-PKE, and [HHK17] shows that the same
d is inherited to ML-KEM in the (quantum) random oracle model.
Theorem 3.2 ([Bos+18, Theorem 1] and [HHK17]). Let s,e,y € R} be sampled from B},
e; € R’; from Bf%, and ez € Ry from B,,. Also, let ¢, A Ffu and ¢, < Fy, be distributed according
to the distribution F, defined as follows:

Let Fy be the following distribution:

o Choose uniformly random y <~ R.
o Output (y — Decompress,(Compress,(y))) mod *q.

Denote the decryption failure rate § as
§:=Pr [||eT ydeatc,—s'ep—s -yl = [q/4j] .
Then ML-KEM is §-correct.

Notice that the above provides only an asymptotic guarantee on the decryption failure rate 9,
and it is non-trivial to exactly compute 6 in a closed form. As such, [Bos+18] also provides a Python
script (Kyber.py) to compute a tight upper bound on §, available online at https://github.com/
pg-crystals/security-estimates. The parameters in Table 2 correspond to those upper bounds.

Remark 3.3 (Heuristic Arguments). It is worth highlighting that the formal proof of Theorem 3.2
relies on a heuristic argument. More concretely, in the proof of [Bos+18, Theorem 1], they assume
u and v generated in K-PKE.Encrypt are distributed uniformly random — this is reflected in the
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distribution Fjy in Theorem 3.2. While this is informally argued by relying on the hardness of the
MLWE assumption, there is no formal reduction for this claim. This issue has been explicitly pointed
out in [Alm+24; Kre24; Bar+25]. While we can formally prove ML-KEM to be correct assuming
MLWE as shown in [Bar+25], this results in a significantly worse bound than the one computed
heuristically. For instance, for ML-KEM with NIST security level 3 (i.e., ML-KEM-768), the heuristic
decapsulation failure rate is 27104-% while the provable rate is 2789 (see [Bar+25, Table 1] for more
details). Formally proving the heuristic decapsulation failure rate for ML-KEM is considered an open
problem.
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4 Provable Security of ML-KEM

In this section, we review the theoretical results establishing IND-CCA security of ML-KEM, and sur-
vey results covering more advanced form of security such as anonymity and KEM binding properties.

4.1 IND-CCA Security

There have been more than a dozen of papers on the IND-CCA security of ML-KEM (or variants
thereof). One of the main reasons for so many papers on this topic is due to the complication caused
when proving IND-CCA security of ML-KEM in the quantum random oracle model (QROM) [Bon+11]
— indeed, if we only consider classical results, then there are only a few papers we need to cover.
QROM is a type of random oracle model (cf. Section 2.5) where the adversary is able to perform
quantum queries to the random oracle. This corresponds to the real-world setting where a quantum
adversary can run the cryptographic hash function such as SHA-3 in superposition. While many
natural properties in the classical ROM are expected to hold in the QROM, there are contrived ex-
amples proving otherwise, e.g., [Bon+11; YZ21]. Considering that the main motivation of ML-KEM
was to prepare a KEM secure against quantum adversaries, the (theoretical side of the) cryptographic
community naturally tended towards proving the more ambitious IND-CCA security in the QROM.

The other reason is caused by the numerous variants of the FO transform as explained in Sec-
tion 3.1. While these variants can be proven secure in a similar manner in the classical ROM,
this is not the case in the QROM. As such, many incomparable proof techniques have been devel-
oped over the past years to overcome the difficulty arising in QROM proofs. Adding further to
this complication is the fact that ML-KEM performs a different type of FO transform compared to
CRYSTALS-KYBER [Ava+21], the KEM that was submitted to the NIST PQC project. As such,
while there are papers explicitly explaining the security of CRYSTALS-KYBER, they do not trans-
late directly to ML-KEM. This has lead non-experts unsure of what the exact reference establishing
IND-CCA security of ML-KEM is.

Below, we first review the classical result on IND-CCA security and then review the more nuanced
post-quantum results.

4.1.1 In the Classical ROM

For any security proofs on the FO transform, be it in the classical or quantum ROM, we first need
to establish the security of the base PKE scheme K-PKE. The following theorem is a refinement of
[Ava+21, Theorem 1] which holds both in the classical and quantum ROM. We note that we can rely
on the result from [Ava+21] since while the FO transform used by ML-KEM and CRYSTALS-KYBER
differ, the underlying K-PKE is identical.

Theorem 4.1 (IND-CPA Security of K-PKE, [Ava+21, Theorem 1]). Assume Hy is modeled
as a random oracle and Hse and Hy e, e, are pseudorandom functions. Then, for any adversary A
against the IND-CPA security of K-PKE as in Figure 2, there exist adversaries By and By against
the MLWE  k,B,, and MLWE k11 B, ,B,, problems, respectively, and an adversary C against the
pseudorandomness of Hs e and Hy ¢, ¢, such that

AdvitBiE A (1) < AdviEVE (1Y) + AdvigtVE (1Y) + AdveRR (1Y),
Above, the first MLWE, x k.5, (resp. second MLWE, ;41 8, ,B,,) assumption in the theorem

statement guarantees that the public key (resp. ciphertext) is pseudorandom. Moreover, Hy is
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required to be modeled as a random oracle since the reduction needs to program Hp to output the
MLWE challenge matrix A € Rf;’ %k on input the public seed p; this can be done efficiently both in
the classical and quantum ROM.

The next step is identifying the specific type of FO-transform used by ML-KEM. Once this
is done, we can invoke the correct theorem establishing the IND-CCA security of the given FO-
transformed KEM. As discussed in [MX23], while ML-KEM relies on a slightly different description,
it is syntactically equivalent to the standard FOi—transform in [HHK17]. More concretely, we have
the following:

e The FO-transform used by ML-KEM uses a single hash function G to compute both the session
key k and the encryption randomness r. In contrast, the FOﬁ—transform in [HHK17] uses
two separate hash functions. However, these two computations are equivalent when the corre-
sponding hash functions are modeled as independent random oracles with appropriate outputs
lengths.

o Another difference is that the FO-transform used by ML-KEM uses the hash H(ek) to compute
(k,7). In contrast, the FOfl—transform ignores this input. Since the IND-CCA security notion
only assumes a single-user setting (rather than a multi-user setting where the game considers
many encapsulation keys ek), this difference can be trivially incorporated into the proof of the
FO,{L—transform KEM without any notable changes.

To summarize, we can rely on the results in [HHK17; H620] regarding the FOfl—transform to
establish the IND-CCA security of ML-KEM in the classical ROM. Formally, we have the following
theorem. Here, we note [H620] is a refined version of [HHK17].

Theorem 4.2 (IND-CCA Security of ML-KEM in Classical ROM, [HHK17; H520]). Assume
K-PKE is §-correct and IND-CPA secure. Then, for any adversary A against the IND-CCA security
of ML-KEM that makes at most qro classical queries to the random oracle, there exists an adversary
B against the IND-CPA security of K-PKE such that

AQVIDIGR (1Y) < 3 AVIRRIER(1Y) + (gro + 1) -6 + 230

Notice the result is tight in the sense that the IND-CCA security of ML-KEM is tightly bounded by
the IND-CPA security of K-PKE. IL.e., if there exists an adversary that breaks the IND-CCA security
of ML-KEM with advantage €, then there exists another adversary that breaks the IND-CPA security
of K-PKE with a similar advantage. As we see in the next section, this is no longer the case in
QROM.

Further notice that the decryption failure rate ¢ has an explicit implication in the IND-CCA
security guarantee. Put differently, while § ~ 26 may be an acceptable decryption failure rate from
a usability standpoint, the above theorem would not establish IND-CCA security anymore since the
number of random oracle queries qro is typically expected to be larger than 264, That is, we arrive
at a trivial upper bound Advyy_ KCECQ\ (1) < 1. In fact, this is not an artifact of the security proof,
but as we will see in Section 5.6, there is a concrete attack exploiting such high decryption failure
rate.
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4.1.2 In the Quantum ROM

As mentioned above, there have been many numerous works on the IND-CCA security of the FO-
transform in the QROM, e.g., [TU16; SXY18; Jia+18; Hov+420; Zhal9; JZM19a; JZM19b; Bin+19;
Kuc+20; Don+22; HHM22; Che+23; HM24; GLX24; HK25]. We do not plan to go over the details
of these works, and refer to survey papers such as [ZLJ25] for a general overview on the topic.

At a high level, the reasons why there are so many different papers on this topic can be summa-
rized as follows:

(i) Tightness of the security reduction. As we saw in Theorem 4.2 in the classical ROM, we know
that ML-KEM is as secure as K-PKE with almost no reduction loss. Since K-PKE is also as secure as
MLWE (cf. Theorem 4.1), this means we can simply focus on how hard the MLWE problem is when
assessing the hardness of ML-KEM.

While this is something we would like to have in the quantum setting, we currently do not know

how to do this. For instance, in some known proofs, the upper bound for Advj> ,fEC,\’,/? (1%) may look

something like \/ qrO - AdeBkCEFjKA;(I)‘) +qro V0, e.g., [JZM19b]. More concretely, even if there exists
an adversary that breaks the IND-CCA security of ML-KEM with probability €, we can only assume
an adversary that breaks the IND-CPA security of K-PKE (and hence break the MLWE problem)
with probability €2/qro. For a small (yet non-negligible) ¢ and large gro, this is far less optimal
compared to the guarantees we get from the classical proofs, and there have been numerous papers
trying to bring the tightness loss of the quantum proof as close to the classical proof.

That said, we would like to emphasize that this does not imply that ML-KEM is less secure
when considering quantum adversaries; these loose bounds may simply by an artifact of our proof
methodology, and the parameters of ML-KEM are set under the common belief that similar bounds
in Theorem 4.2 hold in the quantum setting.

(i) Additional assumptions on K-PKE. In the classical setting, the only thing we assumed from
K-PKE was that it is correct and IND-CPA secure. In the quantum setting, we may assume a bit more
properties from K-PKE to make the security proof tighter, e.g., spreadness [FO99; FO13; HHK17],
disjoint simulatable [SXY18], injective [Bin+19; Kuc+20]. While some are known to be easily
implied from the design of K-PKE, some are far less obvious, requiring numerical analysis [Din+22].

(iii) Implicit or explicit rejection. As we already mentioned in Remark 3.1, in the classical setting,
whether ML-KEM performs implicit or explicit rejection has almost no consequence to the security
proof. However, in the quantum setting, due to our limited proof technique in the QROM, this
makes a notable impact. Indeed, most of the proofs in the QROM critically uses the fact that the
KEM performs implicit rejection (as in ML-KEM), and only a few work with explicit rejection exists
[JZM19a; Don+22; HHM22; HM24; HK25].

In summary, it is not always clear what the best quantum proof of ML-KEM is since there are
several tradeoffs. Below, we present two representative and incomparable security proofs of ML-KEM
in the QROM. We note that the following results hold generally for any KEM derived from standard
FOfl—transform in [HHK17]; as explained in the previous section, the FO-transform performed by
ML-KEM can be thought of as the FOZ -transform.
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Theorem 4.3 (IND-CCA Security of ML-KEM in QROM, [GLX24, Corollary 1]). Assume
K-PKE is d-correct and IND-CPA secure. Then, for any adversary A against the IND-CCA security
of ML-KEM that makes at most gro quantum queries to the random oracle, there exists an adversary
B against the IND-CPA security of K-PKE and an adversary C against the pseudorandomness of J
such that

AdvigLicen, (1) < Adve™ (11) + 2 - \/gro - (8 - aro + 3) - Adviglpict A (1Y)
10-gro +1
+16'(4'QRO+1)'5+4'\/QRO'5+16'\/QRO'(8'QRO+3)'T

Theorem 4.4 (IND-CCA Security of ML-KEM in QROM, [JZM19b, Theorem 1]). Assume
K-PKE is §-correct and IND-CPA secure. Then, for any adversary A against the IND-CCA security
of ML-KEM that makes at most qro quantum queries to the random oracle, there exists an adversary
B against the IND-CPA security of K-PKE and an adversary C against the pseudorandomness of J
such that

Advinem, A (1Y) < Adve™ (1Y) +4 - gro - Vo

_ 2. +1)2
202 a0 + 1) ABE(Y 4 2. Cr0 b P

It is clear that both theorems establish the IND-CCA security of ML-KEM relying on the §-
correctness and IND-CPA security of K-PKE. Here, we note that unlike in the classical setting, there
is a bound concerning the pseudorandomness of J. The only reason why this does not show up in the
classical setting is because we can simply assume J is implemented by a (classical) random oracle —
while we can similarly do this in the quantum setting, it is much easier to assume J is a PRF.

While both theorems provide the same asymptotic guarantee, the qualitative meaning differs.
Denoting €cca = Adv:\',\:B KCECQ A(1N) and e = Adv:('\'_BkCEﬁg(l)‘), and ignoring all other components,
we get €cpa 2 €cca qgéﬁ and €pa 2 efca . qgé from the first and second theorems, respectively. If
€cca & 1, i.e., an adversary breaks the IND-CCA security of ML-KEM with very high advantage, then
the second theorem gives us a better proof as it translates to an adversary that breaks the MLWE
problem with higher advantage. In contrast, if €., &~ qgé, then the first theorem gives us a better
proof. We refer to the papers we cited at the beginning of this section for more details on the
different types of asymptotic guarantees.

4.2 Other Security Properties

While IND-CCA security is the most important security property for any KEM, there are other
notions of security that may be important in other contexts. We survey several additional security
properties ML-KEM is known to satisfy.

Multi-user security. Standard security definitions (and concrete security analysis) only considers
the security of KEMs with a single encapsulation key, i.e., single-user setting. In particular, it does
not make any claims of the security of KEMs where an adversary can observe many encapsulation key,
i.e., the multi-user setting. In the design of ML-KEM, two decisions were made to aim at improving
security against attackers targeting multiple users (cf. [Ava+21, Section 4.5.3]).
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e The matrix A is re-generated for each encapsulation key. This is in contrast to viewing A as
a public parameter like the modulus ¢q or degree n, used by all the users in the system. This
protects against an attacker attempting to break many keys at the cost of breaking one key,
by finding a vulnerability in the matrix A.

e The FO-transform used by ML-KEM hashes the encapsulation key ek to generate the session
key k and encryption randomness r. Making the randomness r dependent of the encapsulation
key protects agains pre-computation attacks that attempt to break one out of many keys.

Anonymity and robustness. One common way to use a KEM is to use it as a PKE via the
KEM-DEM paradigm [CS03]. For some applications of PKEs (and of KEMs for some degree), one
may consider anonymity [Bel4+-01] and robustness [ABN10]. Roughly, the former guarantees that a
ciphertext hides the receiver’s information (i.e., the encapsulation key), a useful property for privacy-
enhancing technologies such as anonymous credential systems [CL01] and anonymous authenticated
key exchanges [Boy+09; Fuj+13; Fuj+15; SSW20]. In contrast, the later is an orthogonal property
roughly stating that only the intended receiver can obtain a meaningful message from a ciphertext,
a property having applications to searchable encryption [Abd+05] and auctions [Sak00].

There have been several works studying the properties needed by the underlying KEM for the
PKE to satisfy anonymity and robustness [Moh10; Xag22; GMP22; MX23]. Since the FO-transform
performed by ML-KEM can be thought of as the FOi—transform in [HHK17], the results of [Xag22;
GMP22| indicate that if ML-KEM is strong collision-free CCA secure and K-PKE is strongly disjoint-
simulatable and d-correct for a negligible §, then the resulting PKE obtained via the KEM-DEM
paradigm with an appropriate symmetric key encryption scheme (i.e., DEM) is anonymous and
robust. These properties are proven to hold even in the QROM; see also [Xag22, Section 3.1] and
[GMP22, Section 5.4], where note that while these results focus on CRYSTALS-KYBER, the same
arguments hold for ML-KEM.

KEM binding. [CDM24] systematically explores the possible binding properties of KEMs. The
above mentioned robustness is one type of the binding properties explored. Slightly more formally,
robustness in [Xag22; GMP22] guarantees that an adversary given two honestly generated encap-
sulation keys cannot find a ciphertext such that it decapsulates to a valid session key under the
two decapsulation keys. While robustness guarantees that a ciphertext is bound to an honest KEM
key, we can think of numerous other types of binding properties. For instance, say an adversary is
given an honestly generated ciphertext under an encapsulation key of Alice. We may not want the
adversary to be able to produce another ciphertext that decapsulates to the same session key under
a decapsulation key of Bob. Such a re-encapsulation attack can occur regardless of whether the
KEM is robust since the issue is that the session key is not bound to the KEM key (and ciphertext).
This typically manifests as an explicit attack when using the KEM at the protocol level where two
parties compute the same session key despite disagreeing on their respective partners, e.g., [KS23].
Since ML-KEM hashes the encapsulation key when deriving the session key, such re-encapsulation
attacks are known to be mitigated. We refer to [CDM24; Sch24] for a more detailed discussion on
all the different types of the binding properties and which properties ML-KEM is expected to satisfy.
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5 Practical Cryptanalysis of ML-KEM

This section evaluates the concrete security of ML-KEM by analyzing the hardness of the underlying
MLWE problem against all known classical and quantum attack families. We model the induced error
distribution (including bit-dropping), map MLWE to standard lattice problems, and review primal,
dual, hybrid, and structure-exploiting attacks. The official ML-KEM security estimates confirm
that all standardized parameter sets (ML-KEM-512, -768, -1024) comfortably meet or exceed their
targeted NIST levels 1, 3, and 5 under both classical and quantum cost models.

5.1 (Practical) Error Modeling of ML-KEM

We consider an ML-KEM, 1, kv x» instance (A,b,s,x) where b = A - s + x with short secret s < y*
and error x < y5*. In the IND-CPA security proof in Theorem 4.1 of K-PKE, underlying the final
IND-CCA security proof of ML-KEM, we saw that we have to consider two parametrizations: m = k
samples with x1 = x2 = B,;,, and m = k + 1 samples with x; = B,,, and x2 = B,, respectively. As
the influence of the number of samples is small, we will conservatively assume that m = k + 1 for
our security estimates. This leaves the difference in the error distribution yo with parameter 7; or
12 for the keygen and encapsulation respectively.

For ML-KEM-512 we have that 72 < 11, while for the other two instantiations we have n; = ns.
For ML-KEM-512 we would thus have to consider the easier instance ML-KEM 111,85, ,B,, coming
from the encapsulation procedure. The reduction to this instance is not entirely tight, however,
in particular it ignores the additional errors coming from bit-dropping. For the concrete security
estimate of ML-KEM-512 we therefore consider two situations that could be seen as conservative or
reasonable respectively.

Conservative model (referred to as ML-KEM-5127° 97°P); we ignore the additional errors com-
ing from the bit-dropping and derive our security estimate based on the parameters above.

Reasonable model (referred to simply as ML-KEM-512): We will see that the efficiency of
the best attacks depends on the norms of s, and of the induced error x’ after bit-dropping. The
former depends on the variance of B,,, which is 7;/2, while the latter depends on the variance
n2/2 of By, plus the increase due to the bit-dropping. The bit-dropping is a deterministic
procedure, but due to the randomness of A, s, x it is still reasonable to consider the impact on
the error as a random procedure with some variance per coordinate. In fact, only applying
this deterministic error is known as the Learning With Rounding assumption. Taking account
of this variance, the variance of the norms of the coordinates x’ is in fact always significantly
larger than 7); /2. The reasonable assumption therefore, which is also followed by the authors
in the Kyber proposal, is to simply assume that xs = x1.

Note that for ML-KEM-768 and ML-KEM-1024 this was already the case and thus the conservative
and reasonable regimes are already equivalent; we therefore only consider this single regime in the
following.

5.2 MLWE as a Lattice Problem

The search variant of the MLWE problem can be interpreted as a Bounded Distance Decoding (BDD)
problem in a random family of g-ary R-lattices.
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Definition 5.1 (BDD). Let B € R¥*? be a basis of a full-rank lattice L, let e € R? be a small error
such that |le] < $A1(L), and let t € e + L be a target. Given (B,t), compute the error e.

The BDD error e € t + L is the unique error satisfying ||e|| < 2A;(L), as A;(L) is the minimum
distance between two distinct lattice points. To see that a MLWE 1, & x1,x» instance (A,b=A-s+
x,8,X) is indeed a BDD instance we first consider the following g-ary lattice

Ay(A) :=={(z,y) e R™ x RF : 2= Ay mod ¢} = R™" with basis B := (q{)m ?) .
k

Due to A,(A) being g-ary we have that ¢gR™** < A,(A) and thus we can simply consider its
coefficients as being elements of R,. For the target t := (b,0) € R’q”“‘k we can write

t=(b,0) =(A-s+x,0)=(x,—s)+ (A-s,s) € (x,—s) + Ag(A),

where e := (x,—s) < x5 x x¥ is a small error for appropriate distributions x1, x2. |/(x,—s)| <
1X1(A4(A)) we thus indeed obtain a BDD instance (B, t) with unique error (x, —s). To understand
how small the error (x, —s) is compared to the first minimum A;(A4(A)) we consider A4(A) as an
unstructured Z-lattice of dimension d = (m + k)n. The random lattice A4(A) typically follows the
Gaussian Heuristic, which says that a lattice L of dimension d typically satisfies

det(L)"/* ) /d

M (L) =~ gh(L) := ~/d/2me - det(L)™/?,
vol(By)1/d

where vol(By) is the volume of a d-dimensional unit ball. For A;(A) we have det(A4(A)) = ¢™" and

thus we expect that

A(Ag(A)) = gh(A,(A)) ~ /(m + k)n/2me - g™/ (M+R),

The length ||(x, —s)]|| of the error (x, —s) < X1 x Y2 depends on their precise distributions. Assuming
X1 = X2 with a variance of o2 per coefficient we expect that

E |G, =8)I1*] = n(k+m) - a2,

and thus [|(x, —s)||/A1(A4(A)) ~ V2meo? - ¢~™/(m+k)  For ML-KEM ¢? is a small constant, and
m/(m+k) = %, so the error is a factor at least (/g) smaller than the first minimum of the lattice.

This gap, along with the lattice dimension, will be the most important factor for the final security
estimates. Now that we have rephrased the underlying MLWE problem as a purely geometrical
problem over a lattice, we review the known techniques used to tackle it, using lattice reduction
algorithms.

5.3 Lattice Attacks and Estimates

In this section we will consider the current best attacks on the unstructured lattice problems under-
lying the security of ML-KEM. The concrete estimate of the cost of these attacks determines the bit
security of the scheme. We will discuss the exploitation of the algebraic structure coming from the
module later in Section 5.4.
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5.3.1 Lattice Reduction and SVP Solvers

Lattice reduction. The currently best known attacks on the BDD problem underlying ML-KEM all
reduce to the computation of short lattice vectors, also known as the Shortest Vector Problem (SVP),
and of a good basis of the lattice, known as lattice reduction. Lattice reduction algorithms reduce
the problem of finding a good basis of a lattice of dimension d to the computation of short vectors in
lattices of a lower dimension 8 « d. They give a trade-off between the shortness of the basis and the
dimension . The history of lattice reduction is quite old and can be traced back to the early work
of Hermite in the 18th century. While there exists a plethora of variants of reduction algorithms,
in the following we only consider the Block-Korkine-Zolotarev (BKZ) reduction algorithm [Sch87],
which gives the most effective trade-off in practice.

On the output quality and its estimation. The following lemma gives a good estimation of the
geometry of the lattice basis it outputs.

Lemma 5.2 (Profile under the Geometric Series Assumption (GSA)). Let B be a BKZ-
B reduced basis of dimension d, then under the Geometric Series Assumption and the Gaussian
heuristic the Gram-Schmidt vectors by, ..., by of B satisfy

d+1—-2i )+ log(det(BTB))

10%(”&‘”) ~ 9 -1og(a5 2% )

for any 1 <@ < d and where ag = vol(Bd)7ﬁ<ﬁz—1>.

The Geometric Series Assumption in Lemma 5.2 gives a heuristic indication of the behavior of
the lattice reduction algorithm BKZ on the basis of the lattice. One can observe that by increasing
the dimension 3, also referred to as the blocksize, we decrease the norm ||by || = |[by| of the first basis
vector. For 3 = 2 we obtain an exponential approximation with ||by| < 294 . gh(L(B)), while for
B = d we obtain ||b1|| ~ gh(L). However, BKZ furthermore gives guarantees on the Gram-Schmidt
norms of the rest of the basis vectors, which will be important for some attacks.

The GSA is a good first-order approximation which is often sufficient for asymptotic estimates.
For more precise concrete estimates one can use simulators which, on input a starting basis, try
to emulate the BKZ reduction process [CN11; YD17; BSW18]. This captures the more precise,
sometimes probabilistic, nature of BKZ, and has in particular a big effect on the first and last few
Gram-Schmidt norms. Additional care has to be taken in the case of g-ary lattices, as the initial basis
has non-standard Gram-Schmidt norms g, ...,q,1,...,1 that form a so-called “Z-shape”, see [AD21]
for more details. In certain regimes, this can lead to additional weaknesses, for example when ¢ is
large for NTRU [ABD16; KF17; DW21], or when g is small [DEP23|.

Progressive reduction. In practice, BKZ is almost never run with a fixed large blocksize from
scratch. Instead, implementations use progressive BKZ [Aon+16; Xia+22], where the blocksize is
increased gradually, e.g. 81 < B2 < --- < B;. At each stage one performs several rounds (also called
tours) of BKZ-3; until the shape of the Gram—Schmidt norms stabilizes, before moving on to the
next larger blocksize. This strategy amortizes the cost of the expensive high-dimensional SVP calls
and leads to noticeably better reduced bases for a given total running time. In concrete security
estimates, one typically accounts for this by charging the cost of all intermediate rounds towards
the final target blocksize.

The SVP routine in BKZ. To compute a BKZ reduced basis we have to consider the exact SVP
problem, that of computing the shortest vector of length A\;(L) in a lattice L = R? of dimension 3.
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Definition 5.3 (SVP). Let B € R?*8 be a basis of a full-rank lattice L. Given B, compute a shortest
non-zero vector y € L such that ||y|| = A1 (L).

Typically, one considers the case of random lattices, known to be the hardest instances. Here we
have A\ (L) ~ gh(L). There are two broad categories of heuristic algorithms to solve SVP in such
random lattices: enumeration algorithms which take super-exponential time 3°%) and polynomial
memory, and sieving algorithms which take single-exponential 20®) time and memory.

Enumeration algorithms are branch-and-bound algorithms which recursively reduce the enumer-
ation of short vectors in a lattice L to the enumeration of many short vectors in a lower-dimensional
projected lattice w(L). The precise projections and bounds used can have a significant impact on
the total size of the enumeration tree, and therefore on the time complexity. The asymptotic best
algorithm by Kannan [Kan83] takes time $%/2¢+°(8) in the worst case [HS07; HS08]. Later, this was
improved by [Alb+20a] to 3%/3+°(%) in the setting of lattice reduction, as was already heuristically
indicated as a lower bound in [NgulO; HS10]. Further exponential 2003 improvements followed
from pruning of the search tree [SH95; GNR10], and from better parametrization within lattice
reduction [Aon+16; Agg+20; LN25; Alb+21]. Overall, the currently best concrete estimation of the
enumeration cost inside lattice reduction is given by 20-1258108(8)=0.6545+25.84 [A]h 4 91]. Enumera-
tion algorithms benefit directly from the quantum speed-up by Grover’s algorithm, leading to an
asymptotic time cost of 5#/16+0(8),

Sieving algorithms run in single-exponential time at the cost of a single-exponential memory
usage. The core idea is to keep track of a long list of somewhat short lattice vectors S < L, while
trying to find pairs z,y € S of distinct close lattice vectors such that & — y is shorter than x
or y. This new shorter vector is then inserted into the list S, replacing a longer vector. Heuris-
tically, this process continues until the shortest vector is found whenever |S| > (4/3)%/2+o(8) =
20-20755+0(6) [NVO08]. As one needs to check all pairs of vectors in the list, the time complexity is at
least |S|? = (4/3)F+e(8) = 20-4156+0(8) = A long line of research on nearest-neighbour search meth-
ods decreased the time complexity further to (3/2)%/2+0(8) = 20-2926+0(8) [Laal5; BGJ15; BL16;
Bec+16], which was shown to be optimal in this context [KL21]. High overheads in practice initially
made sieving algorithms mostly of theoretical interest. This changed, however, after several (heuris-
tic) sub-exponential [Ducl8] and polynomial improvements [LM18; Alb+19]. The idea of [Ducl8]
is that lattice sieving does not only give a single shortest vector, but |S| = (4/3)%/2+°() of them.
By finding these many short vectors in a lower-dimensional projected lattice (L) we can hope that
at least one of them lifts to the shortest vector in L, where m(L) can heuristically be of dimension

B —ffor f~ %, essentially obtaining f “dimensions for free”. The works [LM18; Ducl§]
furthermore propose applying lattice sieving progressively, by starting with finding short vectors in
a smaller dimensional lattice, while increasing the lattice dimension step by step. As a result, the
vectors in the set S are already somewhat short once the highest dimensions are reached, reducing
the number of iterations needed there. These and other implementation improvements combined
now make sieving algorithms superior to enumeration algorithms, both in theory and in practice
already from dimension 90 or higher [Alb+19]. All current record SVP computations are achieved
by sieving algorithms [Alb+19; DSW21; ZDY25]. While heuristic sieving algorithms are performing
well in practice now, their sub-exponential factors in the time complexity, hidden in the o(8) in the
exponent, are still not entirely understood [Duc22b]. Furthermore, the influence of memory access
costs when using exponential memory makes it unclear what the cost will be in cryptographic di-
mensions. For example, due to these memory access costs, the asymptotic best algorithm [Bec+16]
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is currently beaten in practice by asymptotically worse algorithms [DSW21; ZDY25]. Still, for esti-
mating the security of ML-KEM, one assumes the complexity 20-2928+0(8) of the asymptotically best
algorithm, which can be seen as a conservative estimate.

Low memory and quantum sieving. Another line of research tries to reduce the memory com-
plexity while increasing the time complexity, by looking at differences of k-tuples of vectors for
k > 3 [BLS16; HKL18]. For k = 3 this leads, for example, to a time complexity of 20-3388+0(5)
using 20-18878+0(8) memory [CL23]. Grover-like algorithms can similarly be used to improve the
time complexity of sieving algorithms. However, contrary to enumeration, they achieve far from the
possible quadratic speed-up. A line of works [LMP15; Laal6; CL21; Hei21; Bon+23] only improved
the classical time complexity of 20-292d+0(d) down to 20-2°63+0(d)  More concrete estimates seem to
indicate that, even in unit cost quantum memory models, these exponential speed-ups are tenuous at
best for cryptographic dimensions [Alb420b; Dor+24]. With all the expected overhead of quantum
computations, quantum sieving is so far not a threat. Furthermore, all sieving algorithms based on
pairs, and thus also quantum algorithms, have a fundamental lower bound of 20-2075d+0(d) o the
number of vectors that need to be stored.

We now move back to solving the MLWE problem.

5.3.2 Primal Attack

The primal attack solves the BDD problem underlying MLWE by reducing it to a unique Shortest
Vector Problem (uSVP), which in turn is resolved using BKZ. It does so by embedding the BDD
instance t € e + L in a lattice L of dimension d into a lattice L' of dimension d + 1 for which the
unique shortest vector v € L’ corresponds to the BDD error e.

Concretely, let B be a basis of the lattice L — R? and let t = B -y 4+ e € R? be a BDD instance
with [le] < $A1(L). We now consider the lattice L'  R4™ with the following basis:

B = (lg Z) for some constant ¢ > 0.

Note that we can construct B’ using the public information B and t, and that det(L") = ¢-det(L)
has a similar determinant. We do have that

()-8 () (57 (7))o

and thus L’ contains the vector (e, c). As e is small, and for suitably chosen ¢, the BDD error e thus
corresponds to the short vector (e,c) € L. As |le| < 1A;(L), and for suitable ¢ > 0, we actually
expect that (e, c) is the unique shortest vector in L’.

We now proceed to recover the shortest vector (e,c) € L’. Recall that typically BKZ requires
blocksize 8 = d + 1 to recover the shortest vector of a lattice of dimension d 4+ 1. Under the premise
that the shortest vector is unusually short ||e,c|| « gh(L"), BKZ however recovers it already with a
much lower blocksize [GN08; AFG14; Alk+16].

Lemma 5.4 (BKZ for uSVP, [Alk+16]). Let L be a lattice of dimension d and let v € L be a
shortest vector satisfying ||v|]| « gh(L). Then, under the GSA (Lemma 5.2), BKZ with blocksize [
heuristically recovers v if
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\/g. V]| < vol(Bg) 5517 - det(L)V<.

For example, asymptotically we get that if ||v| = gh(L)/©(V/d), as will be the case for ML-
KEM parameters, we only require a blocksize of 3 = % + o(d). This (roughly) explains why the
underlying BDD problem related to the key generation of ML-KEM corresponds to a lattice problem
in dimension (k 4+ m)n = 1024,1536 and 2048 for ML-KEM-512, ML-KEM-768 and ML-KEM-1024
respectively.

Beyond these asymptotics Lemma 5.4 gives much more precise estimates that one can use for
concrete estimates of the required blocksize 3, and therefore of the cost of the primal attack. These

estimates can be refined in several additional ways. First, the term \/g -||v]| relates to the expected

length of the shortest vector v after projecting it away from the first d — 8 basis vectors. Instead
of using the expectation one can model this length as a random variable under certain heuristic
distributions on the vector [Dac+20; PV21]. Secondly, the right part VOl(Bd)% - det(L)/4
directly relates to the expectation of the Gram-Schmidt norm [bg_gy1| of the basis after BKZ-3
reduction following Lemma 5.2. One could replace this rough estimate by the already mentioned
BKZ simulators [CN11; YD17; BSW18]. Thirdly, for the case of LWE, to obtain the lowest blocksize
estimate § from Lemma 5.4, it can be beneficial to not use all the samples. For example, for ML-KEM
parameters the optimal number of samples is often slightly below m = k, and therefore an optional
k + 1-th sample does not influence the security estimate.

Further improvements in the runtime can be made by a two-step approach [Xia+24|, where the
basis is first reduced using several SVP calls in dimension 3, after which a slightly larger SVP call
in dimension 3’ > /3 is made to recover the final solution. This compensates for the fact that BKZ
makes many calls, compared to only a single SVP call that is needed for the last step.

5.3.3 Dual Attack

The dual attack uses vectors in the dual lattice to distinguish between BDD targets that lie close
to the lattice, and targets that lie far away from the lattice [MR09; Alk+16; Alb17]. For a lattice
L c R? its dual lattice L* is given by those vectors that have an integer inner product with all
lattice vectors, i.e.,

L*:={yeR?:¥ve L {y,v)=0mod1}.

As a result, if we look at a BDD instance t = v+ e € R, v e L and a dual vector y € L*, then

G,y) =(v,y) +<{e,y) ={e,y) mod 1.

Now if both e and y are short, then |{e,y)| < |le| - ||y] is biased towards 0, or equivalently, <t,y)
is expected to be close to an integer. Otherwise, if t is a uniform target, then {t,y) mod 1 is also
uniform. The differences in these distributions can be used to distinguish if t is a BDD instance or
a uniform target.

The dual attack generally proceeds as follows: first a list S < L* of short dual vectors is computed,
after which {(t,y) mod 1 is computed for all y € S, and a statistical test is performed to decide if t
is most likely a BDD instance or a uniform target. Note that the computation of the list S < L*
can be seen as a preprocessing step with time complexity > |S|, after which computing the inner
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products only has a cost of |S|. It is therefore common that one performs the preprocessing once,
to then solve multiple decisional BDD instances. We will discuss how these multiple decisional BDD
instances are created in the next section on hybrid attacks.

In the last years there has been a significant increase in attention for the dual attack. This was
especially the case due to claims of strong improvements to the concrete costs of dual attacks [EJK20;
GJ21; Li+21; MAT22], indicating improvements over the primal attack. In particular, the report by
MATZOV [MAT22] made a large impact, claiming to push KYBER (now ML-KEM) below the NIST
security levels. These attacks relied on the assumption that the vectors y € S, and in particular
their inner products {t,y) mod 1, all behave independently and can be analysed as such. In [DP23b;
BW25] this independence heuristic was questioned and shown to be false in certain regimes, and
in particular in the regime of MATZOV’s claims [MAT22]. Several follow-up works improved the
analysis without the independence heuristic, either provable or backed up by experiments [DP23a;
PS24]. Furthermore, the impact on the MATZOV attack was investigated further in [Car+25].

5.3.4 Hybrid Attacks

Hybrid attacks are a combination of standard lattice attacks and combinatorial guessing attacks:
part of the secret is guessed, reducing one instance of the problem to multiple easier instances in a
lower-dimensional or sparser lattice. In certain circumstances, especially when the secret has low
entropy, this can give a good trade-off.

Hybrid attacks were first considered in the context of NTRU [How07; Hir+09], but were later
extended to LWE [Alb17]. Concretely, consider a lattice L, a BDD instance t = v + e, and a
dual vector w € L* for which we know that {e,w) € T for some small set 7. Now, if we know
that {e,w) = ¢ € T, then we obtain an equation (v,w) = {t —e,w) = {t,w) — ¢ = ¢ on {(v,w),
where ¢’ is known. Note that {v,w) = ¢’ defines some hyperplane H in which the solution lies, i.e.,
ve H n L. Now for any x € H n L we obtain a lattice L' = —x + (H n L) of dimension d — 1 and
volume det(L’) = ||w]| - det(L). Furthermore, the original BDD instance is translated into a new
BDD instance 7y (t) —x on L’ with solution v — x, from which v can be derived. By guessing the
value of ¢ € T', we can thus turn the d-dimensional BDD instance into |T'|* BDD instances over the
d — t-dimensional lattice L’. One can repeat this step ¢ times, leading to |T'|* instances over a d — ¢
dimensional lattice. Alternatively, if T' = T’ + qZ, we can instead consider a modular constraint
{e,w) = c¢mod ¢, leading to 7" BDD instances in a d-dimensional but sparser lattice L’.

For LWE as a BDD instance in the g-ary lattice A;(A), one can, for example, always consider
a dual unit vector w; = (0,...,0,1,0,...,0), such that {w;,e) = ¢; is a coefficient of the BDD
error. The number of guesses depends on the precise error or secret distribution used, e.g. for
binary LWE we have |T|* = 2¢, while for ML-KEM we have |T'|* > 5' to reduce the dimension by ¢.
Note that, depending on the distribution, one does not necessarily have to consider all guesses; for
example, for very sparse distributions it can be sufficient to only guess errors with a few non-zero
coefficients [Alb17; ACW19].

What remains is to solve the |T'|* BDD instances in the d — ¢ dimensional lattice L’. This is also
known as Batch-BDD or the Bounded Distance Problem with Preprocessing (BDDP), as one can
perform some pre-computation on L’ that can be amortized over all BDD instances. Here one can
again consider both a primal or a dual attack approach.

For the hybrid primal attack one would typically first reduce the lattice L', after which Babai’s
nearest plane algorithm [ACW19; Kar+25b; PV25], or more advanced BDDP algorithms [EK20;
DLW20; Ber22; Ber23; Kar+25a), are used to solve the BDD instances. Especially interesting is the
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combination of this approach with the randomized iterative slicer, which solves each BDDP instance
with a relatively small amortized cost, obtaining an exponential asymptotic speed-up [Ber23] if |T)|
is finite. More precisely, asymptotically the bit security is reduced by a factor (1 — K) [Ber23;

Kar+25a] where £ = (1 + g'lé?;)_l and H(x) is the Shannon entropy of the error distribution x
on a single coordinate. For ML-KEM we have, for example, H(B3) = 2.333 and K ~ 0.024, which
would amount to roughly 3.5, 5 and 6.5 bits for the three security levels respectively. This hybrid
attack was also shown to outperform the standard primal attack in practice [Kar+25a] by a small
factor. At this point, however, it remains unclear whether this is a result of implementation details
or of an asymptotic speed-up, and therefore also what the concrete impact will be on cryptographic
dimensions.

For the hybrid dual attack one typically proceeds by pre-computing a list S = (L’)* of short dual
vectors. The inner products with the targets and the dual vectors are then used to distinguish which
ones are real BDD targets, i.e., lie close to the lattice, and which ones are not. Note that one only
uses the dual attack as a distinguisher here, to determine which of the guesses was correct. Note that
such a hybrid version is almost always better than a standard dual attack as it amortizes the cost
of computing the many dual vectors over several targets. After the first hybrid dual attacks [Alb17;
EJK20; Kar+25b] several improvements followed. Firstly, note that one has to compute the inner
product between a large list of |S| vectors and a list of |T|* targets, leading to a cost of O(|S|- |T|")
inner products. Typically, these targets are highly structured; for example, they might form an
additive group modulo the lattice L. In these cases one can use FFT techniques to improve the cost
down to O(max{|S|,|T|*}) [GJ21]. While these group structures often do not appear in the case of
small or sparse errors or secrets, one can additionally either only guess their most significant bits or
perform modulus switching techniques to still fall into this case and decrease the size of |T'| [GJ21;
MAT22]. In [Car+25] this was further improved by even better coding-theoretic techniques to
replace the modulus switching step.

5.3.5 Aurora-Ge and BKW

We shortly discuss the Aurora-Ge [AG11] and BKW [BKW00; KF15] algorithms. These generally
require many samples or an error distribution with a very small support. For ML-KEM, after
converting to plain LWE, we obtain at most (m + k)d < (2k + 1)d samples, which, along with
the error support of size at least 5, is far from sufficient to make these attacks competitive.

The Aurora-Ge [AG11] attack proceeds by modelling the LWE problem as a system of polynomial
equations, which is then solved using standard linearization or Grobner bases techniques. The idea
is that if the LWE errors e; take at most k values C = {cy,..., ¢k}, then f;(X) := fi(X1,...,Xpn) =
b; _Z;'L:1 Aij-X; = e; € C, and thus for each sample we obtain a polynomial equation Hle(fi(X) —
c¢;) = 0 of degree k in n variables. As such a system typically has Q(n*) distinct monomials, one
requires at least that number of samples and thus equations to linearise and solve the system.
Grobner basis techniques [Alb+14; Ste24] allow for further trade-offs between the time cost and the
number of samples. For ML-KEM we have k > 5 and only on the order of O(n) samples, making
linearization not applicable and the Grébner basis attack far from competitive, both asymptotically
and concretely.

The BKW attack, initially developed by Blum, Kalai and Wasserman for LPN [BKWO00], is a com-
binatorial attack on LWE that runs in sub-exponential time when many samples are available [KF15].
The idea is to find many pairs of LWE samples (b;, a;), (bj, a;) € Z x Z™ such that the first k£ > 0
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coefficients of a; —a; are 0. Removing these coeflicients, we obtain a new LWE sample (b; —bj,a; —aj)
of LWE dimension n — k, but with the same (truncated) secret. We can repeat this process until the
LWE problem becomes feasible. Such an attack has two problems: firstly, the error e; — e; of the
new LWE sample is larger than the original one, and secondly, we need about m = ©(1/¢*) samples
to find even a single pair that collides on the first k coefficients. To use this technique recursively
we would constantly need about m = ©(¢*) samples. The parameter k& cannot be too small, as
otherwise the error would increase too much. All in all, while some further trade-offs are possible,
for typical parameters the BKW algorithm requires a large number of samples to perform well, and
is therefore not applicable to ML-KEM.

5.4 Structured Attacks

Structured attacks aim to exploit the algebraic structure of ML-KEM’s underlying module-LWE
MLWE, 1 instance — namely that the public-key lattice is an R-module for the 2-power cyclotomic
ring R = Z[z]/(2?°° +1) of degree n = 256 with small module rank m+k € {4,...,9}. When dealing
with such structured lattices, two families of attacks and algorithms are relevant.

(i) Algebraic attacks on ideal lattices. Several results exploit cyclotomic-ideal structure — e.g.,
recovering short generators of principal ideals and finding “mildly short” vectors, sometimes
in quantum polynomial time for related problems — showing gquantum speedups for ideal-
SVP/PIP-type tasks [Cra+16; CDW17]. However, these do not translate into attacks on the
average-case module-LWE instances underlying ML-KEM, and no concrete parameter break or
asymptotic improvement against ML-KEM’s choices is known.

(ii) Module-/ideal-aware lattice reduction. Dedicated reductions for module and ideal lattices
(e.g., module-LLL) preserve the R-module structure and can yield constant-factor savings
(better preprocessing, slightly altered slope predictions) compared to treating the lattice as un-
structured, but they do not provide an asymptotic advantage over state-of-the-art BKZ/sieving
at ML-KEM dimensions; concrete estimates for ML-KEM therefore still model cost essentially
as generic lattice reduction in dimension n(m+k) after coefficient embedding [Lee+19; KEF20;
MS20; DEP25].

We give more details about these attacks in Sections 5.4.1 to 5.4.3.

Scope and caveats. Known “subfield/weak-ring” attacks target non-cyclotomic or specially struc-
tured rings, or overstretched-modulus NTRU variants, and do not apply to ML-KEM’s power-of-two
cyclotomic ring and small module rank; indeed ML-KEM’ s specification selects parameters precisely
to avoid such pathologies [ABD16; KF17; DW21]. In short, while structure enables efficient imple-
mentation (NTT, automorphisms) and motivates specialized algorithms for some ideal-lattice prob-
lems, there is currently no structured attack that asymptotically outperforms generic lattice attacks
on ML-KEM’ s module-LWE; security estimates therefore continue to rely on generic BKZ/sieving
models with, at most, modest constant-factor allowances for structure.

5.4.1 Ideal Lattices

The special case of rank 1 module lattices, also known as ideal lattices, can be seen as the most
structured case among all module lattices. While this makes them interesting in terms of effi-
ciency for cryptographic purposes and in terms of structure for, e.g., Fully Homomorphic Encryption
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schemes [Gen09], it also could introduce vulnerabilities. Indeed, for ideal lattices there is a gap be-
tween the best classical and the best quantum algorithms: while classical algorithms can efficiently
achieve an approximation ratio of 29 using LLL, quantum algorithms achieve a ratio of 20(vV™)
for ideal lattices over cyclotomic fields [Cra+16; CDW17; DPW19; CDW21].

The same quantum algorithm for ideal lattices also applies to general number fields [PHS19]
although only heuristically, with up to a 29(") preprocessing cost depending on the number field,
and with a potentially worse approximation ratio depending on the discriminant of the number field.

A special case of the above algorithms occurs in the setting when one considers a principal ideal
I < R generated by an unusually short principal generator g € R. In this case this short generator
g can be recovered in quantum polynomial time [Cra+16].

While these quantum algorithms on general ideal lattices do not reach an approximation ratio
that would threaten the security of basic cryptographic primitives, the existence of this quantum
advantage has mostly stopped the adoption of lattice-based cryptography based on ideal lattices.
For example, ML-KEM uses module lattices with rank at least 4 to fall out of the scope of this line
of attacks.

5.4.2 Class and (S-)Unit Groups

The quantum algorithms for ideal-SVP rely on the class and (S-)unit group of the underlying number
ring R. Indeed, while computing these groups classically takes sub-exponential time [BF14; Bia+17],
they can quantumly be computed in polynomial time [Eis+14; BS15; BDF20; BF25]. All these
quantum algorithms rely on the same continuous hidden subgroup problem framework. For a group
G of the form G = R® xZ!, a subgroup H < G and query access to a (sufficiently non-flat) H-periodic
function f : G — C satisfying G(g+ h) = G(z) for all g € G, h € H, the continuous hidden subgroup
problem asks to recover (generators of) H. The problem of computing the class group, (S-)unit
group and the recovery of a principal generator can all be reduced to an appropriate instance of this
period-finding problem, which can be solved efficiently by a quantum computer. For more technical
details about the continuous hidden subgroup problem we refer to [BF25].

5.4.3 Module-LLL

Recall that the lattice reduction algorithms like LLL and BKZ reduce the problem of computing
approximately short vectors to several exact SVP instances in a lower dimension 5 > 2. Module lattice
reduction algorithms proceed similarly, but they make use of the module structure, for example such
that the lower-dimensional exact SVP instances are still acting on module lattices [Lee+19; MS20;
DEP25], or to use the algebraic structure to improve the efficiency [KEF20].

Module-LLL or Module-BKZ [Lee+19; MS20; DEP25] indeed reduce the problem of lattice reduc-
tion of a rank r > 2 R-module lattice to that of a rank 2 < 8 < r R-module lattice. One obtains a
trade-off between r, 3, the discriminant of R, and the reached approximation radius. If one solves
the rank 5 R-module SVP problem using a classical SVP algorithm in Z-dimension fn, then this
trade-off is worse than the classical BKZ algorithm for the power-of-two cyclotomic field used by
ML-KEM. However, for fields with smaller discriminants the trade-off can lead to subexponential
speed-ups [DEP25].

Note that module-LLL and module-BKZ only reduce to the module-SVP problem with rank at
least 2, so the earlier mentioned ideal-SVP attacks are not relevant. This seems to indicate a hardness
gap between rank 1 and rank at least 2 module lattice problems.
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Another approach by [KEF20] is to use the algebraic structure to improve the runtime of the clas-
sical LLL (and in principle BKZ) algorithms. This can reduce the cost by polynomial factors, which
especially for the already polynomial-time LLL algorithm can be beneficial. While such improve-
ments can give small practical speed-ups for attacks on ML-KEM, they are insignificant compared
to the large cost of the SVP calls.

5.5 Concrete Security Estimates

From these attack baselines we can estimate numerically the security given by the different param-
eter sets. To generate these figures, we relied on the state-of-the-art estimator from Albrecht et
al. [APS15], available at https://github.com/malb/lattice-estimator.

5.5.1 Most Conservative Estimates via CORE-SVP Costing

To be as conservative as possible, we first rely on the so-called CORE-SVP costing model for lattice
reduction, which forgets all polynomial factors beyond the main sieving cost subroutine in dimension
B, which is thus costed as 0.29283 bits following the asymptotically fastest sieve [Bec+16]. These
costs are reported in Table 5. For consistency with the literature—and in particular with the original
KYBER submission document [Ava+21], we used the reasonable error modelling as described in
Section 5.1, but we also showcase the effect of the no bit dropping model (labeled as ML-KEM-
5121° 4P i the table) as it provides the most conservative estimates. As mentioned, for ML-KEM-
768 and ML-KEM-1024, there is no difference in these models.

Table 5: ML-KEM concrete security estimates in bits under CORE-SVP cost model. Best attack
cost is in bold and corresponds to the dual attack, hybridized with some enumeration as described
in Section 5.3.4.

Param set NIST cat. Primal attack Dual attack (hybrid) Combinatorial attacks
ML-KEM-512n° drop 1 115 120 (112) 167 (coded BKW)
ML-KEM-512 1 119 124 (115) 179 (coded BKW)
ML-KEM-768 3 182 189 (174) 238 (coded BKW)
ML-KEM-1024 5 255 264 (242) 310 (coded BKW)

5.5.2 Refined Estimates

We also consider a more refined cost model following [MAT22]. This model tries to estimate the
costs of the progressive BKZ algorithms, the concrete cost of the BDGL sieve [Bec+16], and the
probabilistic nature of the error distribution. Additionally, for a more refined estimate, matching
the cost model, one should also use a BKZ simulator instead of the Geometric Series Assumption;
however, this is currently not supported for the (hybrid) dual attacks in the estimator. These more
refined bit-cost estimates are shown in Table 6. Here too, we use the reasonable error modeling as
the base case, but also show the no bit dropping model for conservative costing.

Comparing the estimator to the literature, [Car+25] reports 0.2 to 2.5 bits lower for the dual
hybrid attack after some additional improvements under the same cost model. Furthermore, while
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in the current estimator the primal hybrid attacks are not shown to be effective, the works [Ber23;
Kar+25a] indicate that a small speed-up is possible over the regular primal attack.

While the security estimates reported in Table 6 are slightly below the NIST bit-security levels
of 143,207 and 272 bits respectively, it is important to note that these more refined numbers should
be seen as lower bounds for the current best known attacks. For example, they do not account for
the basis quality loss coming from progressive sieving (+2.5 bits [Duc22al), or for the overheads in
the BDGL sieve [Duc22b] (+5 at security level 1), and some of the constants in the cost model are
chosen optimistically. Additionally, they do not account for the cost of memory storage or access,
which can turn out to be the largest cost in practice.

Table 6: ML-KEM concrete security estimates in bits under GSA and MATZOV cost model. These
estimates should be interpreted as more refined lower-bounds. Best attack cost is in bold, corre-
sponding to a dual attack hybridized with enumeration Section 5.3.4.

Param set NIST cat. Primal attack Dual attack (hybrid)
ML-KEM-5121 drop 1 136.8 146.2 (136.0)
ML-KEM-512 1 140.2 149.9 (139.7)
ML-KEM-768 3 201.0 214.3 (196.4)
ML-KEM-1024 5 270.7 288.5 (262.3)

Taking this into account, all standardized ML-KEM parameter sets remain well within their target
security categories even when the most optimistic attack parameters are assumed.

5.6 Decryption-Failure Attacks and Weak Keys in ML-KEM

A decryption-failure (DF) attack exploits the rare event that Decaps produces a key that does not
match the encapsulator’ s key. Concretely, letting ct = (u,v) be a ciphertext and s the secret,
decapsulation essentially forms (modulo the technicalities yielded by the decompression) w = v —
s -umod ¢q and recovers bits by rounding the coefficients of w; a failure occurs only if noise pushes
some coefficient across the decision boundary. If there is an observable distinction between such
“success’” and “failure’’ (different return values, timing, logs, or protocol branching, for instance),
the adversary obtains a binary oracle [D’A+19]. The idea of decryption failure attacks is then to
boost the failure rate by crafting ciphertexts whose induced error is near the boundary, and use the
oracle’ s bit to run statistical tests on linear forms in s; “directional’” variants iteratively nudge (u,v)
along locally more failure-prone directions to accelerate information extraction [D’A+19; DB22]. In
a multi-target setting, weak keys are those secrets for which a fixed family of crafted ciphertexts
happens to sit closer to the boundary—yielding a slightly higher failure probability and allowing
an attacker to select weak users (or to amortize precomputation across many public keys) [DB22].
DF attacks can also be amplified operationally if the decapsulator uses a public key that is not the
one matching its secret (e.g. due to storage/PK-substitution issues), which perturbs the effective
noise and raises the failure rate [Flu+25]. In ML-KEM, however, properly designed systems are
resilient: (i) parameters make the baseline failure probability d negligible, so harvesting enough
genuine failures is computationally infeasible [Nat24b]'; (ii) the Fujisaki-Okamoto (FO) transform

1Remark that the standardized API uses implicit rejection so that a correct and secure implementation exposes
no success/failure bit at all. However, as mentioned in Remark 3.1, in a more involved protocol, an implicit failure
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binds the coins to a hash of the public key, which blocks multi-target precomputation and mitigates
weak-key leverage [Ava+21; Sch22b; Sch22a]. With ML-KEM’ s parameters and FO binding even
accidental leakage leaves little room for practical failure exploitation without an oracle specifically
boosting the failure probability; the remaining burden is mostly implementational: constant-time
Decaps, identical code paths and logging across outcomes, storing/verifying the public key alongside
the secret, and conservative query/rate limits [Flu+25]. We provide more details in Section 6.2.3.

5.7 Summary

Across all examined attack classes—lattice, hybrid, structural, and decryption-failure—no practically
exploitable weakness is known for ML-KEM at any parameter level. Concrete estimates confirm that
the schemes maintain security margins exceeding NIST’s target categories even under aggressive
classical and quantum cost assumptions.

might abort the protocol, giving de facto access to this bit, making the need for § to be negligible in any case.
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6 Implementation Details: Performance and Security

This section discusses subjects related to the implementation of ML-KEM in practice. In particular,
Section 6.1 provides details about the algorithms used to implement ML-KEM. This includes low level
functions implementing polynomial arithmetic, binomial sampling and the symmetric primitives that
are used for cryptographic hashing and deterministic randomness generation.

In Section 6.2 the side channel security of ML-KEM implementations is studied. It provides back-
ground on side channel analysis and explains how side channel attacks on ML-KEM are performed.
The focus is on the decapsulation, which is the operation in ML-KEM that is most vulnerable to
physical attacks. Several countermeasures to protect against side channel attacks are also discussed.

Section 6.4 contains a comparison of results of hardware implementations of ML-KEM. The goal
of this section is to provide some intuition regarding the computation time and area usage of practical
implementations. It is also shown that the cost of protecting against side channel analysis can be
considerable.

6.1 A Closer Look at the Algorithms of ML-KEM

This subsection provides background on the computation of the operations in ML-KEM that are
particularly relevant to implementation security.

6.1.1 Building Blocks

Message encoding and decoding. The random 32-byte message generated during Encrypt in
Encaps determines the shared secret. Since the confidentiality of the shared secret must be guaran-
teed, the operations that process the message are therefore of particular interest.

During encapsulation, a random message of 32 bytes is encoded to be hidden in the plaintext.
The encoding process first converts the 32 bytes to 256 bits using the algorithms in Figure 4. Bits
equal to 0 have to be mapped to 0 in Z, and bits equal to 1 are mapped to 4 in Z,. This is done
using the Decompress,; function described in Section 2.3.5, with d = 1. The result is a message
polynomial p with coefficients in {0, £} that is hidden in ciphertext part v.

During Decaps the original message bytes must be recovered from the ciphertext. This is done
by applying the Compress; function (explained in Section 2.3.5) to the intermediate result w in line
5 of Decrypt in Figure 8. This function maps elements from Z, that are closer to 0 mod ¢ than to %

q

to 0, and elements that are closer to ¢ are mapped to 1. The resulting bits are converted back to

bytes using the BitsToBytes function from Figure 4.

Number Theoretic Transform (NTT). The NTT is a variant of the Fast Fourier Transform
over the finite field Z,. It takes as input a polynomial in R, and evaluates it in the powers of a
primitive 512-th root of unity in Z,. The result is a vector of length 256 with coefficients in Z,;, in
the NTT domain. Polynomial multiplication between two polynomials a and b in the NTT domain
is computed by multiplying their coefficients point-wise:

a-b=(ap-bp mod q,a;-by modgq,...,an—1 by—1 mod gq). (3)

This means that polynomial multiplication in the NTT domain can be computed in only n = 256
multiplications in Z,, whereas the Schoolbook polynomial multiplication method would require n?
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BitsToBytes(b) ByteEncode,(F)

Input: bit array b € {0, 1}8'[ Input: integer array F € Z2°5
Output: byte array B € B¢ where m = 2% ifd < 12, and m = ¢ if d = 12
1: B:=(0,...,0) Output: byte array B € B**¢
2: for (i < 0;i < 8(;i++) do 1: for (i < 0;i < 256;i++) do

3:  Bl[i/8] «— B[i/8] +b[i] - 2" ™48

4: return B

a<—Fli] [ aein
for (j < 0;j < d;j++) do
Bi-d+j]«—a mod2 [ be {0,133
a<—(a—>bli-d+j])/2 /) a—bli-d+ ;] is always even
6: B <« BitsToBytes(b)
Output: bit array b e {0,1}%* 7: return B
1: C:=B |/ copy B into array C € B

=W N

BytesToBits(B)
Input: byte array B € B’

ot

2: for (i < 0;7 < £;i++) do ByteDecode, (B)

3 for(j « 0;§ < 8 j++) do Input: byte array B € B3¢

4: b[8i + j] < C[i] mod 2 Output: integer array F € Z22°

5 Cli] < |C[i]/2] where m =2%ifd <12, and m = q if d = 12
6: return b 1: b:= BytesToBits(B)

2: for (i « 0;i < 256;4i++) do
d—1 )

31 Flil«< Y b[i-d+3]-2" modm
j=0

4: return F

Figure 4: Algorithms BitsToBytes, BytesToBits, ByteEncode, and ByteDecode.

multiplications in Z,. Since the NTT itself is a linear operation, polynomial addition can simply be
computed in the same way as in the time domain:

a+b=(ap+by modgq,a;+b modg,...,an—1+0b,—1 mod q). (4)

Therefore polynomial multiplication, which can be a major performance bottleneck, can be sped
up using the NTT. Once all polynomial arithmetic has been computed, the results must be trans-
formed back into the time domain before applying non-linear operations. The inverse transform
follows a similar structure and is also shown in Figure 5.

In ML-KEM, an incomplete NTT is used. That is, a polynomial in the time domain is evaluated by
substituting 2 by the powers of the 256-th root of unity ¢. The result is a vector of 128 polynomials
of degree 1. The algorithm that computes the incomplete NTT is shown in Figure 5. In order to
multiply two polynomials that are transformed by the incomplete NTT, the MultiplyNT Ts algorithm
from Figure 6 is computed. The product of two polynomials in the incomplete NTT domain can
be computed by pair-wise multiplying the degree 1 polynomials of the two vectors. The pair-wise
multiplication is defined by BaseCaseMultiply in Figure 6.
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NTT(f)

Input: array f e ZLQZSG /| the coefficients of the input polynomial

Output: array f € 2356 /| the coefficients of the NTT of the input polynomial
1: f = f // will compute in place on a copy of input array

2: 4:=1

3: for (len < 128;len > 2;len < len/2) do

4

for (start < 0;start < 256; start < start + 2 - len) do
BitRev7 (%)

5: zeta «— ¢ mod ¢

6: t—1+1

7 for (j < start;j < start + len; j++) do

8: t — zeta- f[j +len] // steps 8-10 done modulo g
9: fli +len] — flj] =t

10: fli] < Flal +

11: return f

NTT'(f)
Input: array f e 2356 /| the coefficients of input NTT representation

Output: array f € 2356 // the coefficients of the inverse NTT of the input polynomial

—

f = f // will compute in place on a copy of input array

2: 1« 127

3: for (len « 2;len < 128;len « len - 2) do

4: for (start < 0;start < 256; start « start + 2 - len) do
5: zeta — (R mod g

6 : te—1—1

7: for (j « start;j < start + len; j++) do

8: t < flj]

9: flj] — t+ flj +len] / steps 9-10 done modulo g
10 : flj +len] « zeta - (t — f[j + len])

11: f «— f -3303 mod q // multiply every entry by 3303 = 12871 mod q

12: return f

Figure 5: Algorithms NTT and NTT ™,

Binomial sampling. Both key generation and Encrypt require the sampling of polynomials whose
coefficients follow the binomial distribution for a fixed parameter 1. To sample one single coefficient
from the binomial distribution, two uniformly random bit vectors z = (zo,...,zy—1) and y =
(Y0, -+, Yn—1) in Z3 are generated, and the sample
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MultiplyNTTs(f, §)

Input: Two arrays f € 2256 and g S 2356 // the coefficients of two NTT representations

Output: An array he 2356 // the coefficients of the product of the inputs

1: for (i « 0;i < 128;i++) do
2. (h[2d], h[2i + 1]) «— BaseCaseMultiply(f[2d], f[2i + 1], §[2i], §[2i + 1], ¢2ERev7 D+

3: return h

BaseCaseMultiply(ao, a1, bo, b1,7)

Input: ap,ai, bo7 b1 € Zq // the coefficients of ag + a1 X and bg + b1 X
Input: veZ, // the modulus is X% — v

Output: Co,C1 € Zq // the coefficients of the product of the two polynomials
1: co:=ag-by+ai-by- v // steps 1-2 done modulo g

2 C1I:a0'b1—|—a1'b0

3: return (co,c1)

Figure 6: Algorithms MultiplyNTTs and BaseCaseMultiply.

(@o++++ay-1) — (yo++* +yy-1) modg (5)

is computed. This is done for each of the 256 coefficients in order to obtain the polynomial, as
shown in SamplePolyCBD in Figure 7. In Encrypt, the uniformly random bits must be generated in a
deterministic way to ensure that the encryption of a fixed message always returns the same ciphertext.
Therefore the SHAKE128 algorithm is used to generate random bits. Encrypt is used in both Encaps
and Decaps, so the total time spent for the generation of binomial samples is considerable.

Primitives using the Keccak permutation. Several cryptographic hash and extendible output
functions are used in the ML-KEM description. In Section 3.2.1 they are called G, J, H, Ha, Hse,
and Hy e, ¢,. They are all instantiated with primitives based on the Keccak permutation. SHA3-512
is used for function G, SHA3-256 is used for functions H and J, SHAKE256 is used as PRF for Hg.
and Hy e, c,, and SHAKE128 is used as XOF for Hy.

Given the total number of Keccak permutations in ML-KEM, the computation of this permutation
constitutes the other main performance bottleneck.

6.1.2 Building K-PKE and ML-KEM

Putting the building blocks together, the K-PKE is described in details in Figure 8. The following
paragraphs specify how the building block functions from the previous paragraphs are used to
implement the K-PKE scheme.

Key generation. The KeyGen takes as input a random seed which is used to derive seeds for
the sampling of the secret key part A and the secret parts s and e respectively. The pseudorandom
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SampleNTT(B)

Input: byte array B € B*> // a 32-byte seed along with two indices
Output: array a € 2356 /| the coefficients of the NTT of a polynomial

1: ctx := XOF.Init()

2: ctx « XOF.Absorb(ctx, B) // input the given byte array into XOF

3: j:=0

4: while (j < 256) do

5: (ctx, C) « XOF.Squeeze(ctx,3) / get a fresh 3-byte array C from XOF
6 dy < C[0] +256 - (C[1] mod 16) J 0<ds <2
7 do — |C[1]/16] + 16 - C[2] J 0<ds <2"
8 if (d1 < q) then
9 aljl —di ) aezk®

10 : j<—J3+1
11: if (d2 < q) A (j < 256) then
12: alj] « da
13 : je—j+1

14 : return a

SamplePolyCBD(B)
Input: byte array B € B®*"

Output: array f S 2256 // the coefficients of the sampled polynomial
1: b:= BytesToBits(B)
2: for (i < 0;i < 256;i++) do

n—1
z e Y b2in+j] Jos<as<n
j=0

3:
n—1

4y Y bRintn+4] Jo<ys<n
=0

flil—=xz—y modq Jo</flil<norqg—n<flil<qg-—1

6: return f

ot

Figure 7: Algorithm SampleNTT and SamplePolyCBD.

coefficients for matrix A are directly sampled in the NTT domain as shown in SampleNTT in Figure 7.
The binomial distributed secret vectors are sampled using SamplePolyCBD from Figure 7. The input
randomness required for binomial sampling is generated by the PRF. The pseudorandom matrix
and the secret vectors are used to compute k MLWE samples in a vector t. These MLWE samples
constitute the public key, while the secret vector s is kept as secret key. Arithmetic computations
are sped up using the NTT. The polynomial parts of the keys can be stored in the NTT domain,
such that they can be multiplied directly when they are used during Encrypt or Decrypt. The
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K-PKE.KeyGen(; d) K-PKE.Encrypt(ekpke, m; 1)

Input: randomness d € B* Input: encryption key ekpke € B*54F732

B384k+32

Output: encryption key ekpke € Input: message m € B*?

384k
B

Output: decryption key dkpke € Input: randomness r € B*?

1: (pyo) = G(d|k) Output: ciphertext ct € B*2(¢uf+d)
// expand 32+1 bytes to two pseudorandom 32-byte seeds 1: N:=0
2: N:=0 2: t:= ByteDecode,,(ekpke[0 : 384k])
o for (i < 0;i < k;i++) do  // generate A € (22°%)F* ¥ 31 pi= ekpke[384k : 384k + 32]

4: for (J — 051 < k“;j++) do // extract 32-byte seed from ekpke

5 Afi, j] := SampleNTT (pl j]) 4: for (i < 0;i < k;i++) do // regenerate A € (Zzsa)’”k
6: for (i < 0;i < k;i++) do [ generatese (22°°)* 5 for (j « 0;i < k;j++) do

7 s[i] := SamplePolyCBD, (PRF, (o, N)) 6 Ali,j] & SampleNTT(p]j]4)

8: NeN+1 7: for (i — 051 < k;i++) do // generate y € (Zzsﬁ)k

9: for (Z — 0;i < k; i++) do // generate e € (22°0)*

a 8:  yli] & SamplePolyCBD, (PRF,, (r,N))
9: N<N+1

10: for (’L — 057 < k;i++) do // generate ej € (Zzss)k

10 : e[i] := SamplePolyCBD, (PRFy, (0, N))
11 N < N+1

2 8= NTTS) ] & SamplePolyCBD, _(PRF N

138: &:=NTT(e) 1: efi] < SamplePolyCBD, , (PRFy (r, N))
« T 12 : N—N+1

14: t:=Aos+e

13: ep & SamplePolyCBD,,
14: §:=NTT(y)

u:=NTT (AT 0§) + e
16 1 := Decompress, (ByteDecode, (m))
17: v:=NTT ' E o) +es+p

15: ekaE = (ByteEncodeu(f)Hp) // append A seed (PRFW (T‘,N))
16 : dkpke := ByteEncode,,(8)

17: return (ekpke, dkpke) o

K-PKE.Decrypt(dkpke, ct)

// encode plaintext m into polynomial v

- 384k
Input: decryption key dkpke € B 18: ct; := ByteEncode, (Compress, (u))
Input: ciphertext ct € B32(dubtdv) 19: ctz := ByteEncode, (Compress, (v))
Output: message m € B> 20 : return ct := (cty|ct2)

1: cty = ct[0: 32d. k]
2: u’ := Decompress, (ByteDecode, (ct1))
3: o' := Decompress, (ByteDecode, (ct2))
4: §:= ByteDecode,,(dkpke)
5: w:i=v —NTT (5T o NTT(u'))
6: m := ByteEncode, (Compress, (w))

/| decode plaintext m from polynomial w

7: return m

Figure 8: Specification of algorithms K-PKE.KeyGen, K-PKE.Encrypt, and K-PKE.Decrypt. See Fig-
ure 2 for the high level pseudocode.

pseudorandom matrix is not stored as a key, instead the seed that allows to re-compute this matrix
is stored.
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Encryption. In Encrypt the function SampleNTT is used to expand the public key seed, and
SamplePolyCBD to sample from the binomial distribution. Similarly to KeyGen, ¥ MLWE samples
are computed for the pseudorandom matrix, using polynomial arithmetic in the NTT domain. A
separate MLWE sample is computed for part t of the public key. The random 32-byte message
is encoded using BytesToBits and Decompress as described in the paragraphs above. The encoded
message is then added to the MLWE sample. All MLWE samples are then compressed using Compress
in order to reduce the size, before being returned as ciphertext.

Decryption. Since the ciphertext was compressed during Encrypt, the first step of Decrypt is
decompressing the two ciphertexts parts using Decompress. They are in the normal domain, so the
polynomials of ciphertext part u’ must be mapped to the NTT domain before multiplying them with
the secret key polynomials which are already in the NTT domain. The product is mapped back to
the time domain using the inverse NTT, before subtracting the result from ciphertext part v’. As
described in Section 3.1, the result is a polynomial whose coefficients are close to 0 or close to 1.
The Compress, function with d = 1 is applied to obtain a bit vector, which is then encoded to bytes
using ByteEncode from Figure 4.

ML-KEM. The functions described above, including Encrypt, Decrypt, KeyGen, G, H and J, together
define the Key Generation, Encaps and Decaps from the IND-CCA scheme. Figure 9 shows in detail
how these functions are used. The design principle of ML-KEM was discussed in Section 3.1.

6.2 Side Channel Attacks on ML-KEM
6.2.1 Introduction

Side Channel Attacks (SCA) exploit leakage of information through side channels during the execu-
tion of a cryptographic algorithm on a device in order to recover secret information. Any physical
observable can be used as side channel, and the most widely used side channels are the computa-
tion time, power consumption and electromagnetic emanation (EM) of the device that performs the
cryptographic computations. The background provided here uses power analysis as example, but
EM measurements can be used in an equivalent manner.

Simple power analysis. Power analysis on the RSA signature generation scheme is a well known
example of a side channel attack. The exponentiation in RSA is computed using the square-and-
multiply algorithm, where squaring operations and multiplications are computed in an order depend-
ing on the bits of the secret exponent. In unprotected devices, the power consumption of the device
observed during a squaring operation might be slightly different from the power consumption dur-
ing a multiplication. Therefore, by measuring and analyzing the power consumption of the device
during the exponentiation, a SCA attacker may recover the operations sequence of squarings and
multiplications. This sequence is uniquely determined by the value of the secret exponent, which
can thus be recovered by a SCA attacker. This attack is an example of Simple Power Analysis
(SPA), where the power consumption is measured during one single execution of the cryptographic
algorithm. The power trace (measurement) is analyzed in order to recover the secret key directly.
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ML-KEM.KeyGen() ML-KEM.Encaps(ek)

Output: encapsulation key ek e B*54F+32 Input: encapsulation key ek € B384+132
Output: decapsulation key dk € B768k+96 Output: shared secret key k € B*?
1: d&B* Output: ciphertext ct € B32(duk+d)
9 2431332 1 miBSQ
3: if (d = NULL) v (2 = NULL) then 2: if (m = NULL) then
4: return | 3: return |
/| return an error indication if random bit generation failed // return an error indication if random bit generation failed
5: (ekpke, dkpke) < K-PKE.KeyGen( ; d) 11 (k) i= G(m[H(ek))

5: ct:= K-PKE.Encrypt(ek, m;r)

// run key generation for K-PKE using randomness d

ek 1= ekpke // encrypt m using K-PKE with randomness r
dk := (dkpke| ek|H(ek)[2) 6: return (k,ct)

return (ek, dk)

ML-KEM.Decaps(dk, ct)

Input: decapsulation key dk €
Input: ciphertext ct e

B768k+96

B2k dy)

Output: shared secret key k € B*?

1:

oW N

© 0 N o

10 :
11:

dkpke := dk[0 : 384k]/ extract PKE decryption key
ekpke 1= dk[384F : 768k + 32]// extract PKE encryption key
h := dk[768k + 32 : T68k + 64]/ extract hash of the PKE encryption key
z 1= dk[768k + 64 : 768k + 96]// extract implicit rejection value
m' := K-PKE.Decrypt(dkeke, ct)
(K, 7") :== G(m/||h)
k == J(z|ct)
ct' = K-PKE.Encrypt(ekpke, m’; T’)// reencrypt m’ using derived randomness r’
if (ct # ct’) then
kK —k

return k'

Figure 9: Specification of algorithms ML-KEM.KeyGen, ML-KEM.Encaps, and ML-KEM.Decaps run-

ning K-PKEas a sub-routine. See Figure 3 for the high level pseudocode.

Differential power analysis.

directly recover the value of the secret key.

In this case the attacker may try a divide-and-conquer strategy using multiple power measure-
ments and targeting the key bytes one by one. Suppose that the attacker can trigger encryptions
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Depending on the target device, the information leakage from a
single power measurement might not be sufficient for full key recovery. In the Hamming weight
model, it is assumed that an attacker can obtain (an approximation of) the Hamming weight of the
bytes (or words) that are processed by the device. A power trace of the device computing an AES
[Aes] may for example leak the Hamming weights of the bytes of the key. This is not sufficient to



for known plaintext on the target device which uses a fixed unknown key. By combining knowledge
of the plaintext and the recovered Hamming weight of the intermediate state bytes during the first
round, information about the key bytes can be obtained. The Hamming weight of the intermediate
state bytes right after the AES’ SubBytes operation (see [Aes]), which computes the S-box permu-
tation on the bytes of the state of the first round provides valuable information. For each of the 256
possible guesses of the first byte of the first round key, the first byte of the intermediate state can be
computed by XOR’ing the plaintext byte with the key guess and applying the S-Box permutation.
Only a subset of those 256 possible intermediate state bytes will have the same Hamming weight
as was observed by analyzing the power trace. Those key guesses that result in intermediate state
bytes with a different Hamming weight are eliminated, so that the number of possible guesses for the
first byte of the secret key is reduced. Repeating the same procedure for a different input plaintext
will, with high probability, even further reduce the number of remaining possibilities for the first
key byte. After analyzing a certain number of traces, only one single guess will remain for the first
key byte. The same can be done to recover all other 15 byte positions so that the first round key
is completely recovered. This divide-and-conquer strategy in which the key bytes are targeted sep-
arately by exploiting new information from each trace is referred to as Differential Power Analysis
(DPA).

In practice, the power measurements may be noisy such that only a rough approximation of
the Hamming weight of the processed bytes can be obtained from trace analysis. In that case, the
attacker will have to increase the number of traces to be measured. For each trace and for each of the
256 possible key byte guesses, the Hamming weight of the intermediate state bytes is computed in
the same way as described above. In Correlation Power Analysis (CPA), the attacker computes the
correlation between the power measurements and the computed intermediate state bytes for each of
the 256 key byte guesses. If a sufficient amount of traces is used (or if the noise level is sufficiently
low), the highest correlation is obtained for the correct key guess.

Template attacks. In some cases, an attacker might be able to acquire a device similar to the
target device. On this clone device, the attacker has full control over the keys, and has therefore
knowledge of all the intermediate values during the computations on the clone device. This ability
can be used to create a model of the clone device, which consists of templates that describe the power
consumption as a function of the intermediate values during computation. If the power consumption
of the clone device is sufficiently similar to the power consumption of the target device, then the
power model can be used to predict the values of intermediates given power traces of the target
device. Templates derived from a clone device can be used to enhance SPA, DPA or CPA attacks.

6.2.2 Side Channel Attacks on Decapsulation

During the Decrypt part of Decaps, part s = (sg,...,Sk—1) of the decapsulation key dk is multiplied
by part u = (up,...,ux_1) of the input ciphertext. This section will focus on the first polynomial
multiplication between s := sy and u := ug only, as the others are treated the same way and can
therefore be attacked using the same methods.

Leakage of intermediate products during the multiplication can be exploited by a CPA attacker
in order to recover s. The multiplication is computed in the NTT domain, such that the polynomial
multiplication s - u consists of 128 multiplications of degree 1 polynomials, as can be seen in the
MultiplyNTTs description in Figure 6.
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Multiplications between degree 1 polynomials ug + u; -  and sg + s - ¢ are computed using
the BaseCaseMultiply algorithm from Figure 6 and include the computation of the product wug - sg
mod ¢. If the target device leaks the Hamming weight of ug-sqg mod ¢ through side channels during
this computation, then a DPA attacker can exploit this to recover sg by following the steps of this
subroutine:

1. Generate a list of Niaces random ciphertexts and save the wg of each ciphertext in a list
U= U(O) u(Ntraces—l)
=AUy, ., Uy .

2. Execute the decapsulation on the target device for each of the ciphertexts in the list and mea-

sure the power traces T, ... T(Nwaces—1) wwhere each trace T consists of Nsamples measured

samples: T = To(i) 7

70" 9% Nsamples—1 "

3. For each candidate § € Z, compute the prediction vector Ps, which is computed as the Hamming
weight HW(-) of the products:

P, =HW(U - 3§) = HW(u((JO) -§ mod q),..., HW(u(()N“‘“erl) -8 mod q) (6)

4. If the traces leak the Hamming weight of the ug-sp mod ¢, then Py, must have high correlation

with the vector Ti(o), . ,Ti(N“"‘wrl) for some trace sample ¢ and the correct key guess sg.

Therefore the attacker computes the correlation pz ; between P; and Tj(o)7 . ,T].(N“““S*l) for

each candidate 5 € Z, and each trace sample j =0,1,..., Ngamples — 1.

5. The & for which p; ; is maximum is the correct key guess.

If the device leaks the Hamming weight of u; - s; mod ¢ for all 0 < i < 256, then the complete
secret key polynomial s can be recovered by repeating the process of each coefficient. The subroutines
that recover the 256 coefficients are independent from one another and can therefore be performed
in parallel.

Related work. The first CPA on lattice-based schemes was presented by [Rep+15]. The same
framework was adapted by [Muj+24] for various polynomial multiplication algorithms, and also
applied to the first version of KYBER, a predecessor of ML-KEM. The use of an incomplete NTT in
ML-KEM makes the CPA slightly more complicated [Alp+24] because coefficients at odd indices are
treated differently from those at even indices.

6.2.3 Side Channel Assisted Chosen Ciphertext Attacks

The re-encryption and ciphertext comparison steps in lines 5 and 6 of the Decaps algorithm in Fig-
ure 3 make sure that the decapsulation output does not reveal any information about the decrypted
message m in line 6 of the Decrypt algorithm in Figure 2. This is necessary because a chosen cipher-
text attacker may craft specific ciphertexts for which the bits of the decrypted message m reveal
information about the secret key. However, by exploiting side channel leakage during the decapsula-
tion, it may still be possible to perform chosen ciphertext attacks. The following paragraphs discuss
the various side channel assisted chosen ciphertext attacks that are applicable to ML-KEM.
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Implementing a plaintext-checking oracle with SCA. A Plaintext-Checking (PC) oracle
tells whether the decrypted message is equal to the zero message m = 000...00 or to the non-zero
message m = 100...00. In order to use a PC oracle for secret key recovery, specific input ciphertexts
must be crafted. Let C'T' be the ciphertext for which uy = k., v' = k,, for some constants k,,, k, € Zg,
and u; = 0 for 1 <4 < k. Then line 5 in Decrypt computes

w=1v —s' o

:kv—ku~SO.

Writing s := sq, the first coefficient of w is equal to wg = k, — k,, - sp while the other coefficients
w; = —ky, -s; fori =1,...,255.

The next step in Decrypt is Compress; which maps elements from Z, to 0 or 1 depending on
whether they are closer to 0 mod ¢ or to . Since all the coefficients of s are within the small
interval of {—n,...,n}, it is possible to choose constants k, and k, such that Decrypt computes
Compress; (w;) = 0 for all 4 > 0, and Compress; (wg) is equal to 0 or 1 depending on the value of s

only. For instance, choosing k, close to  and k, a positive constant slightly smaller than &, then

for i > 0, |w;| = |ky - 55| < § for any s; € {—7,...,n}, such that it compresses to 0 independently
of s;. For the first coefficient, if sg > 0 then it holds that wy = k, — ky - s > % such that it

compresses to 1, and if so < 0 then wg < § such that it compresses to 0. Therefore knowing whether
m = 000...00 or m = 100...00 can enable an attacker to recover 1 bit of information about sq.

The whole coefficient sy can be recovered by using the PC oracle for various different pairs of con-
stants k,, k,. Other coefficients of s can be targeted by exploiting the cyclic nature of multiplication
by z in R, and repeating the same procedure with uf, = k,, - 2 for i = 1,...,255.

SCA can be used in order to instantiate a PC oracle. As can be seen in line 5 of Decaps in
Figure 3, the inputs to Encrypt depend only on the public key and the decrypted message m’. When
using a constant public key, the ciphertext computed by Encrypt is completely determined by m/. If
m = 000...00 then the output of Encrypt and almost all of the intermediate values computed during
Encrypt are completely different from those that are computed in the case where m = 100...00. In
other words, many intermediate values computed by Encrypt depend on a single bit of information,
which is the same bit that a PC oracle should return. The PC oracle can be instantiated in the
following way:

1. Craft two ciphertexts C'Ty and CTy, where C'T; decrypts to 000...00 and CT; decrypts to
100...00. This can be done using the Encrypt method, and knowledge of the secret key used
during decryption is not required as long as the correct public key is used.

2. Perform a number of decapsulations using inputs CTy and CT7, and record the power traces
during the computation, such that two sets Sy and S7 of power traces are obtained. Each set
S; for i € {0, 1} contains power traces of decapsulations of C'T; only.

3. Use S; to create models M; for i € {0,1} that describe the power consumption of the device
during decapsulation of CT;. One method could be for instance to let M; be the average
power trace in set S;. The models can be used as a PC oracle by taking as input a power
trace and using models M; to check whether the power trace is more likely to correspond to a
decapsulation of 000...00 or 100...00.
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During the attack phase of a PC oracle SCA, a ciphertext of a special form is crafted using
constants k, and k, as described earlier. A power trace is measured during the decapsulation of the
ciphertext, and given to the PC oracle which returns one bit of information about the secret key.
This process is repeated until all coefficients of the secret key are recovered.

The re-encryption is not the only part of Decaps that can be targeted by PC oracle SCA. Lines
3 and 6 of Decaps in Figure 3 are also uniquely determined by the decrypted message. Therefore,
all the intermediates during the computation of hash function G depend on the same secret key
dependent bit of information. The re-computed ciphertext is compared to the input ciphertext in
line 6, which means that the comparison operation is also a potential target.

Related work. One of the first PC oracle attacks on ML-KEM was presented by [Rav+20b], in which
they show that the attack is generic and applies to many lattice-based KEMs that use the F-O
transform. It was shown by [Uen+22] that a similar SCA framework is also applicable to several
code-based KEMs.

Even if the leakage is insufficient to instantiate a perfect PC oracle, [She+23] showed that it is
still possible to recover the ML-KEM secret key using probabilistic PC oracles. One way to use a PC
oracle that is correct with some probability < 1 is to repeatedly query it by using multiple power
traces.

The work by [Raj+23] reduces the number of traces required for key recovery by attacking
multiple secret key coefficients simultaneously. Instead of a binary distinguisher, they use leakage
throughout the decapsulation to create a multiple-bit distinguisher.

Implementing a full decryption oracle with SCA. A Full Decryption (FD) oracle returns all
the bits of the decrypted message that is computed during Decrypt. A successful a message recovery
attack allows to re-compute the shared secret by concatenating it with the public key hash digest
h and computing the hash function G, as shown in line 3 in Decaps. Moreover, message recovery
can also be used to recover the secret key. Given a specifically crafted input ciphertext similar
to those used in PC oracle attacks, the bits of the decrypted message contain information about
the secret key. While in PC oracle attacks both ciphertext parts ug and v are set to constants
(degree 0 polynomials), in FD oracle attacks the input ciphertext part v is set to k, Z;L;Ol zt. All
256 coefficients of intermediate w = v’ —s' - u’ of the decrypted ciphertext then have the same
behaviour as decribed in the previous section for the first coefficient in the context of PC oracle
attacks. Each coefficient is compressed to either 0 or 1 depending on the value of the corresponding
secret key coefficient. Therefore, for all 256 bits of the decrypted message, the i-th bit reveals one
bit of information about the i-th secret key coefficient.

Only the operations that process all bits of the decrypted message can be targeted by FD oracle
SCA. These operations are ByteEncode and Compress in line 6 of Decrypt in Figure 9 and ByteDecode
and Decompress in line 16 of Encrypt during the re-encryption in Decaps.

Related work. In [Xu+22] a Kyber-512 secret key is recovered using only 8 power traces, by recovering
the complete decrypted message for each trace.

Subsequent works have focused on the same target operations in implementations that use coun-
termeasures to protect against SCA. A method to defeat the shuffling countermeasure was presented
by [Rav+22]. An implementation that used both shuffling and masking was shown to be still vul-
nerable against FD oracle attacks by [Bac+23; Jen+23]. An attack on the same target operation
protected by higher order masking was presented by [Dub+23].
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Implementing a decryption failure oracle with SCA. A decryption failure occurs if during
the decapsulation of some ciphertext, the decrypted m’ in line 2 of Figure 3 is different from the m
that was encrypted in line 3 of Encaps when the ciphertext was generated. In case of Decryption
Failure, the ciphertext that is re-computed during Decaps will be different from the input ciphertext.
Then Decaps returns a bogus shared secret that is different from the one obtained during Encaps.

Decryption Failure (DF) oracles tell whether or not a decryption failure occurred during Decaps
in line 2 of Figure 3.

The occurance of a decryption failure for a valid ciphertext can leak information about the secret
key. The decryption computes

T

!/ /
w=v —s -u +5compress

:tT'y+€2+M_ST'(AT'y+e1)+6C0mpress
:(A~S+e)T'y+€2+/.L—ST'(AT'y+el)+6compress
:eT‘y+€2+#*s—r'el+5compre557

where dcompress denotes the small errors introduced by the compression and decompression, which
can be computed by the attacker who created the ciphertext using the encapsulation algorithm. The
error terms e1, y and es, and the message u are also part of the encapsulation and therefore known
to the attacker. If the decryption succeeds, then the sum of all the error terms must be smaller than
4 in absolute value, such that Compress; (w) computes exactly the same message bits as those used
during encapsulation. If, however, the decryption fails, then that means that the absolute value of
the sum of all error terms exceeds 4 in at least one coefficient index i. The attacker obtains a linear
inequality for unknown variables s and e :

q

: el)i - 6compress,i| > Z (7)

This provides some information about secret key parts s and e. Given many inequalities of this
form, a system of inequalities is obtained. This system may be solved for s and e, so that the secret
key can be obtained.

Since the probability of such a decryption failure occurring for a valid ciphertext is negligible,
the attacker may add 4 to one of the coefficients of v/, such that a decryption failure is triggered

4
with a non-negligible probability.

(e -y)i+eai—(s"

Related work. The impact of decryption failures on the security of lattice-based crypto schemes
was studied by [DVV18]. Decryption failures occur with negligible probability for valid ciphertexts,
but this can be improved by crafting (invalid) chosen ciphertexts and using SCA leakage to detect
decryption failures. It was shown by [GJN20] that side channel leakage could be used to instantiate
a DF oracle for lattice-based schemes. Multiple works [Bha+21; Uen+22] have shown that practical
implementations of ML-KEM can be successfully targeted by SCA-based DF oracle attacks. The
number of traces required for key recovery in the case of imperfect SCA-based DF oracles was studied
by [Her+23].

6.3 Countermeasures Against Side Channel Attacks

In order to protect against side channel attacks, countermeasures must be implemented. Algorithmic
countermeasures aim to reduce or remove the statistical dependencies between processed data and
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static secret keys.

Masking. Masking is a particularly effective technique in which each secret key dependent variable
x is decomposed in random shares before computing the cryptographic algorithm. To protect a
multiplication x -y mod g, where x is a secret key and y is public, first a random mask r & ZLq
is generated, and the decomposition x = z¢p + 1 mod ¢ is computed as o = r and z; = = — xg
mod ¢q. Note that the mask must be a fresh uniformly random value for each execution of the
algorithm. The multiplication is computed on the two shares separately zg -y and z; - y. All
the operands during the masked multiplication are statistically independent of the secret key =x.
Therefore, side channel leakage of the operands cannot be used to recover information about the
secret key. After computing the complete cryptographic algorithm in multiple shares, the correct
output can be obtained by combining the two output shares, in this particular example by addition
of the shares in Z,. The example uses only two shares, but the masking order can be increased to
protect against higher order side channel attacks.

Depending on the type of operation to protect, either arithmetic masking (as in the example
above) can be used or boolean masking. Boolean masking is suitable for protecting boolean oper-
ations. ML-KEM uses both arithmetic and boolean operations. In order to protect both types of
operations, A2B (Arithmetic to Boolean) and B2A (Boolean to Arithmetic) mask conversion algo-
rithms must be used to switch between boolean and arithmetic masking without unmasking any
intermediate values. The first masked implementations of predecessors of ML-KEM were created by
[Ode+18] and [Rep+15]. Masking gadgets for all operations in ML-KEM can be found in [Bos+21]
and [Hei+22].

The inconvenience of masking is that the computation time of the cryptographic algorithm is
multiplied by the number of shares. In practice the performance overhead is even greater due to
mask conversions and other non-linear operations, which are harder to protect.

Multiplicative masking is a technique that randomizes inputs or secret keys by multiplying them
with a random scalar at the start of the computation. After processing all arithmetic operations,
the randomization is undone by multiplying the result with its multiplicative inverse in Z,. This
technique is sometimes referred to as blinding, and was first described for ML-KEM'’s predecessors
by [Saal8]. In [Rav+420a] the NTT in ML-KEM is protected by using blinding. The advantage of
multiplicative masking is the limited computation overhead: all arithmetic operations are still only
computed once, unlike for additive masking where the number of computations to be performed is
doubled. A drawback of this technique is that is only protects operations that are linear over Z,.
Many non-linear operations such as the Keccak-based primitives or the binomial sampling cannot
be protected in this manner and must rely on boolean masking.

Hiding. The goal of hiding countermeasures is to dissimulate the true location of the target op-
eration in the power trace. There are many different ways to obtain such an effect. For instance,
the shuffling countermeasure consists of processing several independent operations in random order.
The 128 calls to the BaseCaseMultiply routine for example, are all independent from one another. It
does not matter if the first call processes the first degree 1 polynomials or any of the 127 others. The
polynomial multiplication remains correct as long as each of the degree 1 polynomials is processed
exactly once during MultiplyNTTs. By randomizing the processing order, the SCA attacker is unable
to locate with certainty the exact samples of the power trace that should be targeted, thus complicat-
ing the attack. Shuffling was used in [Rav+20a] to randomize the computation order of operations
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inside the NTT. The hardware implementation by [XWT25] also increased SCA resistance by using
shuffling.

Other hiding countermeasures aim to degrade the quality of the power trace, by for instance caus-
ing misalignment between different power traces, or increasing the noise level of the measurements.
Trace misalignment complicates SCA because the exact location of the trace samples that must be
targeted varies from one trace to another. This complicates the detection of statistical dependencies
between power traces and processed data.

6.4 Performance Results in Hardware

This section contains a selection of performance results reported in publications in the state of the
art. Table 7 shows the cycle counts, computation time and area usage for several works. The com-
parison focuses on pure hardware implementations only, therefore benchmark results on CPUs are
not included. NIST asked the submitters to include two benchmarks using Intel Haswell CPUs and
ARM Cortex-M4 CPUs, which can be found in the round 3 KYBER documentation [Ava+21]. They
are not included in the comparison of Table 7 because memory usage in a CPU is not comparable
to physical chip area on FPGA. The the number of cycles on a FPGA depends on the level of
parellelization, while CPUs compute instruction sequentially.

The performance numbers, both in terms of speed and area, depend strongly on the type of
FPGA that is used. An implementation synthesized for higher end FPGAs such as the Virtex-7
will have lower area usage and higher speed than when synthesized for a lower end FPGA such as
the Artix-7. This is because not all FPGAs implement look-up tables (LUT), flipflops (FF), BRAM
(block RAM) and DSP (digital signal processors) in the same way. Even implementations for the
same FPGA family are difficult to compare. In [DMG23] the XC7A200 device is used, while [XL21]
used the XA7A12 variant, which are slightly different. The fastest implementation was made by
[DMG23], while the most compact implementation, i.e. with the smallest area footprint, is the one
by [XL21].

When adding SCA countermeasures there is a performance impact to be expected, both on speed
and area usage. The two entries in the table for the work by [Kam-+22] show that the impact is
indeed considerable, even though they used a high end FPGA.

Table 7: Comparison of FPGA Implementations of ML-KEM (Kyber)

Cycles (x1000) Freq Time (ps) Area

Reference Parameter FPGA
(K/E/D) (MHz) (K/E/D) “pyr (x1000) FF (x1000) DSP BRAM
Kyber-512 38/51/6.7 23.4 /315 /414
[XL21] Kyber-768 | 6.3/7.9/10.0 | 161 |39.2/49.2 /624 74 46 2 3 Artix-7
Kyber-1024 | 9.4 /11.3 / 13.9 58.3 /703 / 86.4
Kyber-512 | - /48.0 / 68.8 15 -/ 366 / 444 88.9 152.9 354 | 202
[Hua+20] Kyber-768 | -/ 77.5 / 102.1 o -/ 564 / 686 110.2 167.3 202 | 202 | Artix7
Kyber-1024 | - / 107.1 / 135.6 192 -/ 802 /975 132.9 172.5 548 202
Kyber-512 22/32/45 10.0 / 14.7 / 20.5 9.5 8.5 4 4.5
[DMG23] Kyber-768 | 2.6 /3.7 /4.9 220 | 120 /17.0 / 222 105 9.8 6 65 | Artix7
Kyber-1024 | 3.6 /4.8 /5.8 162/ 21.7 / 26.4 11.6 11.1 8 8.5
(Hiding-only) [Kam+22] Kyber-512 -/ 882 /1266 100 -/ 88.2/126.6 153.9 - 60 294 Virtex-7
(Hiding+Masking) [Kam+22] | Kyber-512 -/ 881 /1377 100 - /881 /1377 163.6 - 76 489.5 Virtex-7
Note: K — KeyGen, E = E lation, D — D lation. Kamucheka et al. figures are for Kyber-512 on Virtez-7 (VC707).
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7 Application on ML-KEM: Transport Layer Security

In this section, we will discuss the Transport Layer Security (TLS) protocol, how we can integrate
ML-KEM to provide post-quantum confidentiality, and what the performance impact of this change
is. We will first explain TLS, before discussing how ML-KEM is integrated into TLS and the per-
formance impacts. We will also discuss post-quantum/traditional (PQ/T) “hybrids” of classic and
post-quantum cryptography, and discuss the ongoing deployment of TLS in the web. Note that al-
though we will briefly mention post-quantum authentication using post-quantum digital signatures,
we will not go in detail. Parts of this section are based on [Wig24].

7.1 Transport Layer Security Version 1.3

The Transport Layer Security protocol, the current version of which is TLS 1.3, is defined by the
Internet Engineering Task Force (IETF) standard RFC 8446 [Resl8]. TLS, also known as SSL
(which is the name of its original versions developed by Netscape), is well known for being the ‘S’
component in ‘HTTPS’, used in secure web browsing [Res00]. However, TLS is widely used in many
contexts that require a secure channel, including secure email [New99; Hof02], file transfer [FHO5],
and VPN connections [Opeb].

TLS consists of two sub-protocols. For the actual encrypted transmission of application data,
the record layer protocol uses symmetric-key authenticated encryption algorithms. Because these
are quantum-secure, we will not further discuss the record layer. The keys that the record layer uses
are computed in the handshake protocol. This is an authenticated key exchange algorithm which
performs an ephemeral key exchange to compute encryption keys, and authenticates the server
using digital signatures. TLS 1.3 optionally supports authentication of the client, but this is not
particularly relevant for this document as we are chiefly concerned with ML-KEM, a key exchange
algorithm.

A high-level overview of TLS 1.3 is shown in Figure 10. In the initial message by the client, it
samples a new Elliptic Curve Diffie-Hellman (ECDH) private key = and sends the corresponding
public value G to the server. The server uses this value with its sampled ECDH private key y to
compute a shared secret key ss. Traffic encryption keys are derived from ss using a Key Derivation
Function (KDF). The server responds to the client’s message by sending its ECDH public value
yG. This allows the client to also compute ss and the traffic encryption keys. The server also sends
its identity and signature public key in a certificate, plus a signature over the exchanged messages
(i.e., the transcript). This signature proves that the server owns the private key corresponding to
the authenticated public key in the certificate. Finally, it sends a key confirmation message, after
which the server can start sending encrypted application data. The client will confirm its view on
the handshake by also sending a key confirmation message, after which the handshake is completed.

7.2 TLS with Post-Quantum Confidentiality

To provide security against quantum adversaries in TLS 1.3, we can, in principle, straightforwardly
replace all pre-quantum algorithms by post-quantum primitives.

We can replace the pre-quantum elliptic-curve Diffie-Hellman (DH) key exchange algorithms by
ML-KEM, to provide post-quantum confidentiality. This is particularly important when considering
“harvest-now-decrypt-later” attacks.
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Client Server

static (sig): pkg,skg

—$G
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Y —$G
ss — y(z@G)
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AEAD g (cert[pkg]|Sig(skg, transcript) |key confirm.)

ss «— z(yQG)
K,K', K", K" « KDF(ss)

AEAD k- (application data)

AEAD k- (key confirmation)

AEAD g (application data)

Figure 10: High-level overview of the TLS 1.3 handshake.

The way we replace DH by ML-KEM in TLS 1.3 is straightforward.? The client still sends
an encapsulation key to the server, though now it is generated using ML-KEM’s key generation
functionality. The server’s behavior changes a bit more: instead of generating an encapsulation key,
it calls the KEM.Encapsulate function of ML-KEM and transmits the generated ciphertext.

The signature algorithms used in the handshake and certificates, which currently are based on
RSA or elliptic-curve signatures, can simply be replaced by post-quantum signature algorithms, as
they provide the same functionality.® As this document focuses on ML-KEM, a post-quantum key
exchange algorithm, we will not further treat this issue, and in all measurements we are assuming
classical authentication algorithms.

A high-level overview of TLS 1.3 using post-quantum ML-KEM in place of DH is shown in
Figure 11.

2Though many uses of DH key exchange can be replaced by ML-KEM, this is not true in general. In particular,
when DH is used for authentication, ML-KEM may not be suitable. There are unfortunately no practical, truly drop-in
post-quantum replacements for Diffie-Hellman, so each protocol will need to be evaluated for compatibility.

3Practically, there are significant concerns on the transition to post-quantum authentication due to the large number
of signatures involved, combined with the large sizes of post-quantum signature schemes.
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ct
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AEAD g (key confirmation)

AEAD g (application data)

Figure 11: A high-level overview of TLS 1.3 with post-quantum ML-KEM. The ECDH ephemeral key
exchange is replaced by ML-KEM operations KeyGen, Encaps, and Decaps. Note that it is possible
to use post-quantum KEM without using post-quantum signatures, which provides post-quantum
confidentiality against harvest-now-decrypt-later attacks. If post-quantum signatures are used in
place of the classical signatures, this protocol is fully post-quantum secure against active quantum
attackers.

7.3 Comparing ML-KEM to ECDH Key Exchange Algorithms

Although there are no theoretical obstacles to integrating ML-KEM into TLS 1.3, there are other
considerations that affect practical use, notably overhead. In particular, almost all use cases are
concerned with runtime performance and bandwidth usage.* In this section, we compare these
characteristics for key exchange algorithms as used in TLS. This includes the currently-used classic
or “traditional” algorithms and “pure” post-quantum key exchange methods (i.e., ML-KEM), but
also combinations of traditional and post-quantum algorithms (also called hybrid algorithms, see
Section 7.4).

4Some platforms may also be concerned with implementation size, but it is difficult to make general statements
about the implementation size of any algorithm, including ML-KEM, without making assumptions on the target
platform and technology. However, some representative benchmarks can be found at the pqm4 project [Kan+].

59



Table 8: Performance of cryptographic primitive operations (in milliseconds) for ECDH and ML-
KEM.

Primitive PQ security level KeyGen Encaps Decaps
Classic key exchange algorithms

EC X25519 1 0.027 0.058 0.029
EC P-256 1f 0.008 0.058 0.047
EC P-384 3T 0.088 0.327 0.229
EC P-521 51 0.098 0.341 0.226
Post-Quantum key exchange algorithms

ML-KEM-512 1 0.020 0.014 0.023
ML-KEM-768 3 0.031 0.020 0.032
ML-KEM-1024 5 0.047 0.028 0.043
Post-Quantum/Traditional “hybrid” key exchange algorithms

X25519 + ML-KEM-768 17 +3 0.061 0.076 0.060
P-256 + ML-KEM-768 1143 0.044 0.076 0.076
P-384 + ML-KEM-1024 3T +5 0.143 0.344 0.256

1: (approximate) security level versus classic adversaries, no post-quantum security.
Benchmarks obtained using openssl speed, using OpenSSL 3.6.0 on a Macbook Pro with M2 Pro, running
MacOS 26.0.

7.3.1 Computation Time

The time it takes to compute the KeyGen, Encaps, and Decaps operations is very relevant to TLS, as
these operations are directly contributing to the time it takes to set up a connection. Fortunately,
ML-KEM computation time is generally very good. In Table 8, we compare the performance of
ML-KEM to ECDH algorithms currently used in TLS. For the ECDH algorithms, “Encapsulate”
measures the generation of a new ECDH key, plus a group operation; “Decapsulate” is a single
group operation. ML-KEM-512 is about as fast or much faster than all algorithms in the list, except
for P-256’s keygen operation. At higher security levels, ML-KEM is much faster than the NIST P-384
and P-521 elliptic curves.

It is worth pointing out, however, that we generally measure transit time on the network in (tens
of) milliseconds, so all of these algorithms contribute only fractionally to the time it takes to set
up a single connection: they are “fast enough”. Runtime may still be relevant to applications that
handle many connections at the same time, such as web servers or firewalls that do TLS connection
inspection, though such applications may also want to consider offloading public-key computations
from the main CPU to dedicated hardware implementations.

7.3.2 Bandwidth Usage

Another factor that determines the practicality of TLS is bandwidth usage. This both concerns
the time that is needed to transmit messages, but also the direct cost of bandwidth for e.g. users
on metered connections. Bandwidth is significantly affected by integrating ML-KEM. This is in
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Table 9: Comparing encapsulation key and ciphertext sizes (in bytes) for ECDH and ML-KEM.

Primitive PQ security level Encapsulation key Ciphertext
Classic key exchange algorithms

EC X25519 1f 32 32
EC P-256 1f 65 65
EC P-384 3 97 97
EC P-521 51 123 123
Post-Quantum key exchange algorithms

ML-KEM-512 1 800 768
ML-KEM-768 3 1184 1088
ML-KEM-1024 5 1568 1568
Post-Quantum/Traditional “hybrid” key exchange algorithms

X25519 + ML-KEM-768 1M+3 1216 1120
P-256 + ML-KEM-768 1M+3 1249 1153
P-384 + ML-KEM-1024 3T +5 1665 1617

: (approximate) security level versus classic adversaries, no post-quantum security.

large part due to the fact that ML-KEM encapsulation keys and ciphertexts are much larger. In
Table 9, we compare the encapsulation key and ciphertext sizes for ECDH algorithm with ML-KEM.
It is clear that ML-KEM encapsulation keys and ciphertexts are a factor 12-25x larger than the
ECDH equivalents. In particular, X25519 is currently the most popular key exchange algorithm
on the web, and ML-KEM-512 encapsulation keys are 25x larger. In the benchmark results and
in the deployment of ML-KEM on the web, both of which we will discuss below, the increase in
size has proven manageable and do not hinder the usage of ML-KEM on the internet. However, in
Section 7.5.1 we will discuss how this increase in sizes has uncovered some bugs in implementations.

7.3.3 Laboratory Experiments with ML-KEM in TLS 1.3

To explore the end-to-end effects of the integration of ML-KEM-based key exchange algorithms
in TLS on connection setup times, we integrated ML-KEM-512, ML-KEM-768, and ML-KEM-1024,
as well as the PQ/T hybrids X25519 + ML-KEM-768, P-256 + ML-KEM-768, and P-384 + ML-
KEM-1024, into TLS 1.3. In particular, we have integrated the ML-KEM implementations from
libogs [Ope25] 0.14.0 into Rustls [BP]. The benchmark setup is based on the work by Wiggers; a
more detailed description can be found in [Wig24, Ch. 10].

Note that we are only measuring the impact of changing the authentication algorithms. For all
reported measurements, we have fixed the signature algorithms for the server’s identity certificate,
the intermediate CA certificate and the root CA certificate to RSA2048.

We report performance in two emulated network environments. In the first, the network latency
is 3lms and the network bandwidth is 1000mbps. This represents a high-bandwidth, relatively
low-latency connection; for example, between two servers across a continent. The second network
environment sets the network latency to 195ms, and the network bandwidth to 10 mbps. This
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represents a low-bandwidth with a latency representing a transatlantic connection. Experiments
were run on a m8a.24xlarge virtual machine from Amazon AWS, using 96 cores on an AMD
EPYC 9R45 CPU, running Amazon Linux 2023 with Linux 6.12. The reported numbers are the
average of 24000 runs. The benchmarking software and collected results are archived with DOI
10.5281/zenodo.17607131.

Table 10: Comparing TLS 1.3 connection setup times.

Client handshake time

Key exchange algorithm 1000mbps, 31.4ms latency 10mbps, 196.1ms latency

X25519 62.6 ms 394.8 ms
P-256 62.6 ms 394.9 ms
P-384 63.2 ms 396.1 ms
ML-KEM-512 62.6 ms 395.8 ms
ML-KEM-768 62.6 ms 396.5 ms
ML-KEM-1024 62.6 ms 397.2 ms
X25519 + ML-KEM-768 62.7 ms 396.6 ms
P-256 + ML-KEM-768 62.6 ms 396.7 ms
P-384 + ML-KEM-1024 63.3 ms 398.1 ms

RSA-2048 was used for all server signatures.

The results of the experiments are shown in Table 10. The client handshake times are dominated
by the round-trips necessary for the handshake: one to establish the TCP connection over which
the TLS protocol is run (the TCP SYN/ACK), and one to do the message exchange for TLS 1.3. Only
on the low-bandwidth connection there appears to be any effect of using ML-KEM, but the incurred
additional handshake latency is very minimal.

7.4 Post-Quantum/Traditional “Hybrid” Algorithms

The currently-used classic key exchange algorithms in TLS, and their software or hardware imple-
mentations, are well-understood and well-tested. Some consider replacing these implementations by
“new” ML-KEM implementations risky. This is one of the reasons that many choose to use Post-
Quantum/Traditional (PQ/T) KEM algorithms, also known as “hybrid” KEMs. These algorithms
combine a quantum-vulnerable traditional (typically elliptic-curve) algorithm with ML-KEM. They
are executed in parallel in such a way that both algorithms would need to be compromised in order to
compromise the combination. This provides strong assurances against algorithm or implementation
flaws, though at the cost of (a small amount) of additional bandwidth used and having to compute
both key exchanges. Using a PQ/T algorithm instead of “pure”, stand-alone ML-KEM also implies
more code size or area (as both algorithms need to be implemented), which may be prohibitive in
embedded settings. Finally, using PQ/T algorithms implies migrating twice: once to the PQ/T
scheme, and once quantum computers are available or trust in ML-KEM and its implementation
is sufficient, away from the hybrid to the “pure” ML-KEM. Choosing between PQ/T algorithms or
“pure” ML-KEM requires balancing these concerns.

In Tables 8 and 9, we already listed the characteristics of currently popular PQ/T KEMs built
from ML-KEM. Tt is notable that they use ML-KEM-768, which targets a 192-bit (PQ) security level,
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together with X25519 and P-256, which provide 128 bits of classical security. The choice for a higher
security level of ML-KEM hedges against advances in cryptanalysis of ML-KEM. The combination of
P-384 and ML-KEM-1024 is a more conservative option.

7.4.1 Regulator Positions on Hybrids

In Europe, the German federal regulator BSI [ISB25], and French regulator ANSSI [ANS23] recom-
mend or require (depending on context) the use of hybrid schemes. This position is mirrored in a
European Commission recommendation to EU member states [Gro25]. In, for example, Australia,
Canada, the United Kingdom, and the United States of America, national cybersecurity bodies are
taking a more neutral position, allowing the use of hybrids as a stepping stone, but acknowledging
that they add complexity along the way to a “fully post-quantum end-state” [Aus25; Mat25; Nat24a;
Moo+24]. In a set of requirements (CNSA 2.0) for the intelligence systems overseen by the United
States National Security Agency, meanwhile, hybrids are generally not permitted, as they seemingly
are trying to avoid the complexity of a diversified cryptographic algorithm landscape and managing
multiple migrations (in general, CNSA 2.0 only permits a very limited set of algorithms) [Nat24c].

7.5 Experiments with TLS with Post-Quantum Confidentiality

Because of many practical, large-scale experiments going back to 2016, we are able to provide
an accurate view on the practicality of TLS 1.3 with ML-KEM on the public internet. The Google
Chrome browser started the CECPQ1 (“combined elliptic-curve and post-quantum 1) experiment in
2016 [Lan16], combining X25519 [Ber06] with the NewHope lattice-based KEM key exchange [Alk+16]
(a predecessor to ML-KEM) in the TLS 1.2 handshake. The follow-up CECPQ2 experiment based
on TLS 1.3 was announced in late 2018 [Lanl8; KV19], using a combination of X25519 and the
lattice-based scheme NTRU-HRSS [Hiil+17; Sch+17],° and X25519 with the isogeny-based scheme
SIKE [Jao+22]. The first results from this experiment are presented in [Kwi+19].

The academic Open Quantum Safe (OQS) initiative [SM16] provides prototype integrations of
post-quantum and hybrid key exchange in TLS 1.2 and TLS 1.3 to the OpenSSL library [Opeal. First
results in terms of feasibility of migration and performance using OQS were presented in [CPS19];
more detailed benchmarks are presented in [PST20]. Schwabe, Stebila, and Wiggers [SSW20;
SSW21], Celi et al. [Cel421], and Wiggers [Wig24] present results using post-quantum TLS with
different key exchange and authentication algorithms through experiments with Rustls [BP], though
the focus of their work is on comparing post-quantum signature-based authentication in TLS 1.3
to KEMTLS, an alternative TLS protocol which uses authentication based on KEMs. On embedded
platforms, experimentation with TLS was done by [GW22; BS+420; Tas+22].

Meanwhile, draft specifications for PQ/T key exchange had started the discussion on standardiza-
tion of post-quantum cryptography for TLS [SWZ17; CC21; KK18; Why+17; SS17; SFG25; HW20].
This has progressed with three drafts that are almost finalized to RFC, and that are rapidly getting
implemented and deployed [Con25; Kwi+25; SFG25]

Based on the results from academic, CECPQ1 and CECPQ2 experiments, Google Chrome and
Cloudflare were able to start the deployment of the X25519MLKEM768 key exchange algorithm that
combines X25519 with ML-KEM-768. This started with in August 2023 with a small percent-
age rollout on desktop [0’B23], but has now been fully enabled in Google Chrome (100% since

SNTRU-HRSS was merged into the NTRU [Che+20] submission which was eventually not selected.
8Though initially using draft standards with minor differences to the final ML-KEM-768 in FIPS 203.
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April 2024 [Adr+24]), and in Chrome-derived browers like Microsoft Edge [Mic25]. Apple has en-
abled PQC hybrid key exchange in Safari since September 2025 [App25].

As of November 2025, Cloudflare reports that around 50% of their HTTPS traffic is using
X25519MLKEM768 [Clo]

7.5.1 Compatibility Problems Found During the Deployment of X25519MLKEM768

As Google was rolling out the PQ/T algorithm X25519MLKEM768, they found that this was causing
some connections to fail. This was caused by so-called “middleboxes”. These are network appliances
like firewalls, typically found in enterprise networks, that may inspect or intercept TLS traffic.
They were found to sometimes have implementations that were not prepared to handle initial TLS
messages that span more than a single network packet. This was not encountered before, as all key
exchange methods (plus protocol overhead) typically easily fit in single network packets. As using
X25519MLKEM768 pushes the initial message over the common approximately 1200 byte limit for
network packets, the packet needs to be fragmented. On the website https://tldr.fail, Google
further explains this issue and tracks the status of fixes.

What this issue indicates is that implementations may make (invalid) assumptions on what a
typical TLS connection should look like. These assumptions may be stricter than or even go against
protocol specifications. Making a large change to the “shape” of the connection, including adding
larger-than-before key exchange methods such as ML-KEM, may invalidate those assumptions. This
issue is sometimes referred to as “protocol ossification”. Similar issues plagued the deployment of
TLS 1.3 [Sull7].

When deploying ML-KEM, one should be mindful of protocol ossification problems.

7.6 Availability of ML-KEM Support in Popular TLS Libraries

In this section, we survey some popular TLS libraries and note the availability of ML-KEM support.
Table 11 show for each library if algorithms are not supported (X); supported, but currently disabled
by default (v); supported, and enabled by default, but not the preferred algorithm in notation («);
and if an algorithm is supported, enabled, and preferred in algorithm negotiation (). It also lists
the version number in which (any) ML-KEM support first became available,” though the supported
features are for the most recent version as of mid-November 2025.

As Table 11 shows, TLS libraries are rapidly adopting support for ML-KEM, in particular the
X25519 + ML-KEM-768 PQ/T algorithm. Note that Table 11 only refers to functionality for TLS;
many libraries also offer access to cryptographic primitives directly, and they may support using
additional parameter sets of ML-KEM that way even if they are not supported in TLS.

Lastly, note that most libraries come with defaults, but these may be overridden by the users of
the library or, e.g., configurations shipped in Linux distributions. Only checking library versions is
not sufficient to verify if an application uses ML-KEM and provides post-quantum confidentiality.

7.7 Discussion

The results discussed in this section show that ML-KEM is suitable for use in replacing elliptic-curve
based key exchange in TLS for “normal” web browsing settings. Even when using “hybrid” PQ/T
algorithms in which the cost of ML-KEM is added “on top” of the current connection overhead

"Though we do not consider support for draft versions of ML-KEM.
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Table 11: Support for ML-KEM and ML-KEM-based PQ/T algorithms in popular TLS libraries.

First support Support in TLS
@’«Sb & &
+® @1 @/
> & K
> &
N SIRNAINE UV
MO Y & &
SO 0 x
LS &9

Library Website Version Date NMENEN R R’
OpenSSL [Opea] 3.5.0 2025-04-08 v V V/ v W
mbed TLS [ARM] - - X X X X X X
Rustls [BP] 02322 20250131 X X X
BoringSSL [Goo] N/A 2024-08-27 X X / X X
Bouncy Castle Java [Theb)] 1.81 2025-06-04 v VvV V V/ v 7/
Bouncy Castle C# [Theb)] 2.6.1 2025-06-04 v VvV V V/ v 7/
NSS [Moz] 0.105.0  2024-09-26 X X X v
Go [Thea] ~ 1.240  2025-02-11 X X X X X
Microsoft SChannel [Mic] - - X X X X X X
Apple Network.framework  [App] 26.0 2025-09-15 X X X X X
Support legend: X: Not supported; v: Supported, but not enabled by default; «: Enabled by
default; *: Enabled and preferred algorithm in negotiation. Version listed indicates first availability

of any support; checkmarks indicate support as of writing (November 2025).
Note: applications may override the default preferences of the libraries they use.

posed by cryptography, ML-KEM adds negligible additional latency to TLS connection setup. For
embedded settings, the additional bandwidth costs may be more prohibitive, see e.g., [GW22; BS+20;
Tas+22]. Additionally, when integrating ML-KEM into protocols that are currently used, protocol
ossification risks may exist that can hinder deployment. Such concerns will need to be addressed
on a case-by-case basis. Finally, many TLS libraries are already updated for ML-KEM support,
indicating broad support and availability.
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