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Abstract. An anonymous reputation system (ARS) was first proposed
by Blomer, Juhnke, and Kolb (FC, 2015), a protocol similar to group
signatures in concept, and its definition has been refined for example
by El Kaafarani, Katsumata, and Solomon (FC, 2018). A representative
application of an ARS is e-commerce sites, where users are allowed to
anonymously write reviews on products they have purchased, while also
preventing them from double reviewing.

In this work, we revisit ARS. Our contributions are threefolds: First, we
show that all previous definitions of ARS allow the users’ purchase his-
tory to leak. While users’ privacy is being guaranteed through the notion
of anonymity, our findings show that this only achieves a weaker form
of privacy, contrary to previously believed. Second, we formally define
purchase privacy, addressing the above shortcoming, and complement
previous security models. Along the way, we notice that one of the main
entities, the system manager, does not play any cryptographically rele-
vant role in the definition of ARS. Effectively, by excluding the system
manager from the definition, we are able to simplify previous definitions.
Lastly, we propose a generic construction and provide one concrete effi-
cient instantiation based on pairing-based cryptography, requiring only
16 kilobits for a signature.

1 Introduction

1.1 Background

The use of e-commerce (EC) sites for shopping has become exceedingly com-
monplace, with reviews by consumers playing a significant role in purchase de-
cisions. However, review credibility is compromised when EC site operators can
alter them for incentives. To ensure trustworthy reviews, an Anonymous Reputa-
tion System (ARS), introduced by Blémer, Juhnke, and Kolb [13], was designed.
While initially for EC sites, ARS is applicable to any secure reputation system
involving user reviews (e.g., Amazon, TripAdvisor, Airbnb, YouTube).
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Requirements for ARS. To ensure the efficacy of an ARS, three essential require-
ments have been considered. Firstly, only users who have purchased the product
should be eligible to submit reviews. This measure not only maintains the relia-
bility of reviews but also acts as a deterrent against potential misuse, such as fake
reviews or Sybil attacks. Secondly, user privacy is paramount within the ARS
framework. This has been captured by the notion user anonymity, informally
guaranteeing that users’ reviews do not leak the information of the user. Finally,
to preserve the credibility of the reputation system, users should be constrained
to submit only one review per product. This restriction is crucial because, under
the cloak of anonymity, malicious users might submit similar reviews repeatedly,
falsely inflating the appearance of widespread consensus among purchasers.

Model and Security Definitions. The formal definition of an ARS, initially pro-
posed by Blomer et al. [13], comprises four entities: the system manager (EC site
operator), key issuers® (vendors), users, and the tracing manager. A user first
registers via the system manager on an EC site; then purchases products from
key issuers (vendors); and lastly receives a token from the key issues, granting
them the privilege to submit a review for the acquired product. Users with tokens
can generate review signatures® that are publicly verifiable. Moreover, a tracing
manager can detect if some malicious user submitted multiple reviews for the
same product, and trace them to the user. A tracing manager can then report
this to the authority for removal (i.e., the system manager), preventing mali-
cious users from exploiting anonymity to submit deceptive reviews on different
products.

The current five de facto properties of ARS are the following. For the knowl-
edgeable readers, due to the similarity between ARS and group signatures [5, 7,
16], their definitions are close.

- Unforgeability: A malicious user cannot sign without receiving a token from
the key issuer.

- Non-frameability: A malicious user cannot create a signature that is traced
to some honest user.

- Anonymity: A signature should not reveal the user who signed it, even to
the system manager and key issuers.

- Traceability and tracing-soundness: The tracing manager can trace any valid
signature to some user in the system.

- Public-linkability: There is a public algorithm that allows checking whether
two signatures are created by the same user.

Prior Works. The original definition of Blomer et al. [13] modeled the system and
tracing managers to always be honest and lacked the notion of non-frameability
and revocation. They constructed an ARS based on the group signature scheme

4 The name key issuer comes from the fact that the vendors are the ones responsible
for issuing keys, a.k.a. tokens, to the users, allowing them to submit reviews.

5 Throughout the introduction, we use the phrase “submitting a review” and “gener-
ating a signature” interchangeably.
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by Boneh, Boyen, and Shacham [14]. Soon after, El Kaafarani, Katsumata, and
Solomon [20] showed a shortcoming of their model: it allowed malicious users to
falsely link signatures to honest users and sign anonymously. They provided a
new definition fixing this issue; however, due to the added complexity of the new
definitions, they resorted to treating the system manager and every key issuer to
be identical entities. This went against the original motivation of ARS, where the
EC site operator and all vendors should be treated differently. They constructed
an ARS based on the learning with errors (LWE) assumption. In an independent
work, Blémer, Eiden, and Juhnke [12] adopted the UC framework [17] but faced
complexity with a five-page ideal functionality and lacked the mechanism to
revoke malicious users. Their schemes are only selectively secure, as adversaries
must declare the users to be corrupt before the game begins.

1.2 Owur Contribution

In this work, we revisit ARS once more and provide a more complete view of
the model. In the following, we outline our three main contributions.

Overlooked privacy guarantee: purchase-privacy. While anonymity captures one
essential aspect of user privacy, the definition only guarantees that a signature
does not leak the signer. We observe that this is too weak for ARS as there are
other sources of leakage. In an ARS, when a user buys a product and receives a
token from the key issuer, the public information maintained by the key issuer is
updated.® In such a case, the public information may encode information of the
users who purchased a specific product sold by the key issuer. Namely, even if a
user did not generate a signature (i.e., trivially anonymous), the public informa-
tion alone may leak whether a user bought the product. Put differently, all prior
ARS security models overlook the privacy of users’ purchase history. It is clearly
desirable to consider such privacy as it has been shown that combined with
other socially available auxiliary information (e.g., blog posts, social network-
ing sites), purchase history can be further used to trace sensitive information of
users, including gender, location, and political preferences [23,31,34,35]. As one
example, we can easily attack the purchase history of the ARS construction by
El Kaafarani et al. [20] as users’ identities are stored in the public information
of the key issuer. To address this oversight, we introduce purchase privacy to
capture this attack formally.

In the realm of group signatures, Backes et al. [3] introduced a similar security
notion known as membership privacy. It aims to address the scenario where,
given two users who have not joined a group, if one of them decides to join, it
should be impossible to determine which of the two users joined. However, their
definition of membership privacy is very complex, making it difficult to port
to an already complex model such as ARS. Instead, our definition of purchase

% To be precise, in an incomplete model of ARS where revocation is not considered,
we can have a static system parameter. However, if revocation is considered, then
the system parameter must encode information of the allowed users.
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privacy is straightforward and stated clearly. Informally, we simply modify the
syntax so that the membership information related to honest users is not used
when updating the public information. To see that this is the correct definition,
we show that this simple definition, when combined with anonymity, implies the
complex purchase/membership privacy definition by Backes et al. extended to
the ARS setting. See Section 4 for a detailed discussion.

New model of ARS. As explained above, El Kaafarani et al. [20] made a con-
scious choice of handling the system manager and every key issuer as the same
entity in their security definition to tame the complexity of the model. In this
work, we come back to the original motivation of ARS and treat these entities
independently while maintaining the complexity under control. The main insight
to keep the complexity minimal is noticing that the system manager in prior ARS
models plays a role that is orthogonal to the security offered by ARS. In previous
works, the system manager’s sole role was to issue certificates to the users upon
registering to the reputation system. The only purpose of this certificate was
for the users to prove to a key issuer that the they are valid user of the reputa-
tion system. Notice this is not an inherent security definition for ARS. Indeed,
the same functionality can be easily replicated at the API level. For example, a
system manager can maintain a PKI (outside the ARS model), and users can
talk to the key issuer via an authenticated channel. By excluding the system
manager from the ARS ecosystem, we are able to simplify the security model. It
is worth highlighting that since we treat each key issuer independently, unlike in
El Kaafarani et al. [20], we can consider a stronger security model where a set
of key issuers can act maliciously. We provide the formal model in Section 3.

Generic construction and instantiations. Lastly, we show a generic construction
of an ARS that is secure in our new security model. Our approach builds upon
the ideas introduced in prior works [5,20, 27,28, 37], and we further extend it
to satisfy purchase privacy. Our generic construction relies on the integration of
various standard cryptographic primitives, including a PKE scheme, a signature
scheme, an accumulator, a NIZK proof system, and a linkable indistinguishable
tag system [10]. Our definition is general enough to capture accumulators based
on the subset difference method [32] using vector commitments [28]. As a con-
crete example, in this work, we show an efficient instantiation based on pairing
with only 16 kilobits for a signature. We note that due to the lack of a practical
NIZK proof system for accumulators from lattices, we leave it as an open prob-
lem to efficiently instantiate our generic construction via lattices. See Sections 5
and 6 for a detailed discussion.

Independent and concurrent work. Recently, Blomer, Bobolz, and Porzen-
heim [11] proposed a generic construction of ARS. They provide a generic con-
struction similar to ours and provide a full description of a lattice-based ARS.
In contrast, our main contribution lies in the definitional work of ARS and the
introduction of purchase-privacy. Moreover, while their ARS model (and hence
their construction) lacks the ability to revoke malicious users, ours does not.
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2 Preliminaries

Notations are provided in the supplemental material A. This paper uses the
following cryptographic ingredients without introducing their definitions. We
defer these formal definitions to the supplemental materials A.1, A.2, and A.3.

- an IND-CPA secure public key encryption scheme PKE = (PKE.KG, PKE.Enc,
PKE.Dec),

- an EUF-CMA secure signature scheme SIG = (SIG.KG, SIG.Sign, SIG.Ver),

- a non-interactive zero-knowledge proof NIZK = (NIZK.Setup, NIZK.Prove,
NIZK.Verify) that is sound, zero-knowledge, and simulation extractable.

2.1 Linkable Indistinguishable Tag.

We introduce a linkable indistinguishable tag scheme (LIT) that creates a unique
tag corresponding to a user, building upon Bernhard et al.’s construction [10].
While the existing LIT definition is for symmetric key settings, we extend it to a
public key setting. This extension includes the key checking algorithm, additional
security properties (key-secrecy and key-robustness), as well as tag linking and
tag checking algorithms. The following provides a detailed syntax and security
properties for LIT.

Definition 2.1. A linkable and indistinguishable tag system (LIT ) with an item
space I and a tag space T consists of the following PPT algorithms.

LIT.KG(1™) — (tagpk,tagsk) : The tag key generation algorithm, given a security
parameter 1™, outputs a public tag key tagpk and a secret tag key tagsk.
LIT.Tag(tagsk,I) — 7 : The tag generation algorithm, given a secret tag key
tagsk and an item I € 1, outputs a tag 7 € T.

LIT.Link(m9,71) — 1/0: The tag linking algorithm, given two tags 1o and 71,
outputs 1 (linked) or 0 (not linked).

LIT.ChkKey(tagpk, tagsk) — 1/0 : The key checking algorithm, given a public tag
key tagpk and a secret tag key tagsk, outputs 1 (accept) or O (reject).

LIT.ChkTag(tagpk, tagsk, I,7) — 1/0: The tag checking algorithm, given a secret
tag key tagsk, an item I € I, and a tag ™ € T, outputs 1 (accept) or 0 (reject).

We require a LIT to satisfy the following standard properties. We defer each
formal definition of the followings to the supplemental material A.4.

Correctness. It requires the following three properties: (1) any honestly gener-
ated key pair passes the key checking algorithm, (2) any honestly generated
tag passes the tag checking algorithm, and (3) two tags generated by the
same key and the same item are always linked.

Indistinguishability. Any two tags (generated with different keys) for the
same item are indistinguishable.

Linkability. Any two tags (generated with the same key) for the same item are
linkable.

Key-Secrecy. No can recover the secret key from a public key and tags.

Key-Robustness. If two tags for the same item are linked, then their corre-
sponding secret tag keys are the same.
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2.2 Accumulator with Revocation

In this section, we introduce accumulators with revocation, which is a general-
ization of membership revocation proposed by Libert et al. [28]. While prior
works [4, 15] proposed definitions for general accumulators, our syntax differs
from theirs. We choose to define it in a way that is amenable to our modular
construction of ARS. The setup algorithm takes as input the bit length of the ac-
cumulated elements and outputs a public parameter and a secret key. The secret
key is used to issue a “witness” for an element (we call this an ID) id € {0,1}™,
which is used to produce a proof of inclusion. Namely, only a party in possession
of a witness for id can prove the inclusion of id in a given accumulator. The accu-
mulation algorithm is ordinary. It takes as input a set of IDs still not included in
an accumulator and outputs an accumulator and auxiliary information, used by
the users with a witness to generate a proof. The proof generation algorithm uses
an auxiliary information, an ID, and a witness to generate a proof of inclusion.
The verification algorithm uses an accumulator, an ID, and a proof to verify if
ID is accumulated in the accumulator.

This syntax fits nicely into an ARS. A prover needs to know a witness for the
ID to prove inclusion of an accumulator. Looking ahead, this witness is issued
by a key issuer to user during the joining protocol.

Definition 2.2. An accumulator with revocation ACC consists of the following
PPT algorithms.

ACC.Setup(1™,m) — (PPacc; SKace) @ The setup algorithm, given a security param-
eter 1™ and a bit length m of IDs, outputs a public parameter pp,.. and a
secret key skaec-

ACC.Wit(pp,ccs SKace, Id) — witig : The witness generation algorithm, given a pub-
lic parameter pp,.., a secret key skacc, and an ID id, outputs a witness witiq
of the membership of id.

ACC.Acc(pp,ec; R) — (acc,auxacc) @ The accumulation algorithm, given a public
parameter pp,.. and a set R C {0,1}™ of revoked IDs, outputs an accumu-
lator acc and auziliary information auXacc.

ACC.Prove(pp,cc; aUXace, id, witiq) — 7 @ The proving algorithm, given a public pa-
rameter pp,ec, auxiliary information auxae, an identity id, and a witness
wityq, outputs a proof w of the membership.

ACC.Verify(pp,.c, acc,id, ) — 1/0 : The verification algorithm, given a public pa-
rameter pPpacc, on accumulator acc, an identity id, and a witness m, outputs
a bit 1 (accept) or 0 (reject).

We require an accumulator to satisfy the following basic properties. We provide
each formal definition of the followings in the supplemental materials A.7.

Correctness. For all active users corresponding to the item at the epoch ¢, the
verification algorithm always returns 1 if a proof of membership is honestly
generated.

Soundness. No one can forge a proof of membership for any non-active user
corresponding to the item at the epoch ¢.

Succinctness. The size of proof 7 is O(log m) where m is the bit length of IDs.
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3 Formalizing Anonymous Reputation System

This section proposes our new formalization of anonymous reputation systems
(ARS) based on the previous formalizations [13,20]. In previous works, there
existed four entities: a system manager SM who is an EC site operator; key issuers
Kl who are vendors that sell products on the EC site; users who buy products;
and a tracing manager TM who can trace a user from its review. While Blomer
et al. [13] proposed the first model for ARS and its construction, there were
several caveats. For example, they did not consider the framing scenario where
adversaries try to generate a review that links to another review produced by
an honest user. Later, El Kaafarani et al. [20] proposed a comprehensive model
and a post-quantum construction. However, due to the complexity of handling
traceability and revocations in an already complex security model, they made a
conscious choice to merge SM and the Kls as the same entity. While capturing a
stronger level of security compared to the definition of Blomer et al., they fail to
capture the flexibility of a reputation system where the EC site (i.e., SM) and
every vendors (i.e., KI) are distinct entities. For example, in practice, a specific
vendor may act maliciously, but this is not captured in their model.

We aim to model an ARS that is more in line with a practical reputation
system while keeping the complexity of the definition controlled. Our main in-
sight is that SM plays no cryptographically relevant role in the security model of
ARS. We provide a more detailed discussion on this point in Section 3.4. Below,
we formalize an ARS with only three entities (Kls, users, TM), removing SM.
The main source of simplification of our new model comes from the fact that we
do not need to consider different corruption states between SM and Kis, i.e., it
eliminates the necessity to individually consider each security definition based
on which parties are corrupted.

3.1 Syntax

In this section, we give the syntax of ARS. An ARS consists of ten stand-alone
algorithms (RepSetup, Klgen, TMgen, UKgen, RevokeUser, Sign, Verify, Link, Trace,
Judge), and one pair of interactive algorithms (Join, Issue).

RepSetup(1™) — pp : On input a security parameter 1", it outputs a public pa-
rameter pp. _

Klgen(pp) — (ipk, isk, rengik,Hipk) : On input a public parameter pp, it outputs a
public and secret key pair (ipk, isk), a private empty registration table reg,igk,
and an item list initialized by TPk « ().

TMgen(pp) — (tpk,tsk) : On input a public parameter pp, it outputs a public
and secret key pair (tpk, tsk).

Below, we assume pp is used by all algorithms and omit it from inputs.

UKgen(1™) — (upk, usk) : This algorithm is run by a user who wants to join
the system. On input the security parameter 1", it outputs a public and
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secret key pair (upk,usk). We assume the (unique) user public key upk is
authenticated by a public key infrastructure (PKI) and made public to the
entities in the system. Hereafter, we identify a user by its public key upk.
(Join(upk, usk, ipk, item), Issue(ipk, isk, regi®, infolP*, upk, item, %)) : This is

an interactive protocol between a user upk and a key issuer Kl. If this is the
first time that users buy an item from the KI, it sets ¢ < 0 and infol* « (.
Upon successful completion, the key issuer Kl issues a token for the user with
respect to the purchased item item and updates the registration table regL‘i’k,

public information infoit‘lk1 for the next epoch, and I'Pk <+ TPk U {item}. In
addition, the user upk outputs a signing key ssk. We assume that Kl outputs

L if item was included in regL‘?k[upk] before the protocol execution.

RevokeUser (isk, upk, regL‘i’k,infoitpk) — (regL‘i’k,infoit’fl) : On input KI's secret key

isk, an active user upk to be revoked, the registration table regikﬂ’k, and the

current system information infoitpk, it outputs an updated registration table
reg” and a new system information infof’f; for the next epoch ¢ + 1.

Sign(ipk, tpk, ssk, infoifpk, item,M) — X': On input a key issuer’s public key ipk,
the tracing manager’s public key tpk, a signing key ssk, system information
info'tpk (including epoch t), an item, and a message M, it outputs a signature
X,

Verify(ipk, tpk, infoitpk, item, M, ¥) — 1/0 : On input a key issuer’s public key ipk,
the tracing manager’s public key tpk, system information im‘oi‘/pk (including
epoch t), a message M, and a signature X, it outputs 1 (accept) or 0 (reject).

Link(ipk, tpk, infoitpk7 item, (Mo, Xo), (M1, 21)) — 1/0 : On input a key issuer’s pub-
lic key ipk, the tracing manager’s public key tpk, system information infoitpk
(including epoch ¢), an item, and two valid message-signature pairs (Mg, Xo)
and (My,X7), it outputs 1 (accept) or 0 (reject), indicating whether the
signatures for item were produced by the same user or not.

Trace(ipk, tpk, tsk, infoitpk7 item, M, ) — (upk, ITtace)/-L : On input a key issuer’s
public key ipk, the tracing manager’s key pair (tpk, tsk), system information
infoitpk (including epoch t), an item, a message M, and a signature X, it
outputs the user upk who produced X' and a proof Il1..ce that attests to this
fact. If tracing fails, it outputs L.

Judge(ipk, tpk, info;pk, item, M, X, upk, IITrace) — 1/0 : On input a key issuer’s pub-
lic key ipk, a tracing manager’s public key tpk, (tpk, tsk), system information
infoitpk (including epoch t), an item, a message M, a signature X, a user pub-
lic key upk, and a tracing proof Iltice, it outputs 1 (accept) or 0 (reject),
indicating whether II7,ace is a valid proof that upk produced X or not.

We say that an ARS is correct if the Verify algorithm always accepts reviews
produced by honest, non-revoked users and if the honest tracing manager can
always identify the signer of such signatures where the Judge algorithm will
accept his decision. Additionally, two reviews on the same item produced by the
same user should always link.
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3.2 New Security Definition: Purchase Privacy

This section defines purchase privacy. Intuitively, purchase privacy ensures that
the products bought by the user (i.e., purchase history) remains private. To be
more precise, the fact that a user bought some product item should only be
learnt by the key issuer (i.e., the vendor) selling item. While this seems to be
a fundamental security notion for ARS, it turns out that this has never been
incorporated in prior works. For example, we found an attack on purchase privacy
against El Kaafarani et al. [20]. In the (Join, Issue) protocol of [20], KI includes
the public keys of joined users to the public information, thus trivially leaking
user information. In fact, even if the public information was somehow secured,
there are other issues. For users to prove that they are not revoked, Kl provides
a witness for the maintained accumulator. Since [20] uses Merkel trees as the
accumulator, each user learns the co-path from its node to the root, effectively
including a value of the sibling’s public key. Namely, once a user buys some
item, it may implicitly learn who else bought it. This illustrates the subtlety of
purchase privacy.

To prevent such attacks, we introduce a formal definition of purchase privacy.
Our definition is simple: we say an ARS has purchase privacy if the syntax
satisfies the following property. We later show why this is the right definition by
showing equivalence between membership privacy, a similar (but more complex)
security definition proposed by [3] in the context of group signatures.

Definition 3.1 (Purchase Privacy). An ARS satisfies purchase-privacy if
it satisfies the following conditions.

- The (Join, Issue) protocol can be divided into four parts as follows:

Joing (upk, usk, ipk, item) — py,
Issue; (ipk, isk, reg}>*, info,’*  item, TP<) — infol’t, ,
Issues (ipk, isk, regik’?k, info™, item, TP p) — (regL‘?k, p2),

Joina (gpk, upk, usk, pa) — ssk,

where p1 and ps are messages from the user to the key issuer and from the key
issuer to the user, respectively.
- The RevokeUser algorithm can be replaced as follows:
RevokeUser’ (isk, upk, reg?[upk],info™) — (reg/2*[upk], infof’s; ),
where regikﬁ’k[upk] is a row upk of the table reg:gk, and the other rows of the table
are never referred and modified.

Remark 3.1. In other seemingly related cryptographic protocols, such as those
used for anonymous payments [9], there exists a comparable concept known as
unlinkability. Unlinkability is a security notion designed to ensure privacy for
concealing purchase information. However, this concept does not directly apply
to ARS as it requires public-linkability to detect double reviewing.
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3.3 Basic Security Definitions

In this section, we provide six basic security properties for our ARS. Due to space
limitations, we defer each formal definition in the supplemental materials B.1
and B.2.

Anonymity. This ensures that, for any PPT adversary, it is infeasible to dis-
tinguish between two reviews produced by two honest reviewers (upkg, upk;) of
its choice.

Non-Frameability. This ensures that, for any PPT adversary, it is infeasible
to forge a valid review that traces or links to an uncorrupted user.

Traceability. This ensures that the (honest) manager of an ARS is always able
to trace an active user who produces a valid signature.

Unforgeability. This ensures that an adversary cannot forge a valid review for
an item on bealf of an active member managed by an (honest) key issuer.

Tracing Soundness. This ensures that, for any PPT adversary, it is infeasible
to output a review that traces back to two different reviewers.

Public-Linkability. This ensures that, for any (possibly inefficient) adversary,
it is infeasible to output two reviews for the same item that trace to the same
user but do not link.

3.4 Discussion on the Security Model

As mentioned at the beginning of this section, while the previous definition of
ARS considered four types of entities (SM, Kl, user, TM), we remove SM from
the model. The rationale behind this design choice is that the security guarantees
provided by SM in the previous definitions can be easily handled at the APT level
and, in particular, do not hold any cryptographic relevance. Namely, the SM only
handles the registration of users to the reputation system. For example, in the
original construction of [13], SM issues certificates to users during registration,
primarily used to verify their legitimate enrollment with the reputation system.
However, this function can be outsourced to a PKI maintained by the system
manager (outside of the ARS model), simplifying the process by relying on an
authenticated channel between the user and the KI.

More formally, recall the three requirements for an ARS we mentioned in Sec-
tion 1.1. In the following, we take a closer look at what SM previously did and
argue that these three requirements remain intact even if we remove SM.

1. The first requirement was that no user can post reviews for products (i.e.,
item) they have not purchased. Unforgeability prevents malicious users from
creating reviews without a token from an honest Kl. While a SM can detect
malicious attempts, this can be handled practically at the API level.

2. The second requirement was that purchase information never leaks from
reviews and other public system information. Anonymity makes honest user
reviews indistinguishable, and purchase privacy prevents Kl from disclosing
buyers’ product details. These security measures remain effective even in the
presence of a malicious SM, rendering its role unnecessary.
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3. The final requirement was that anyone could link two reviews on the same
product by the same user. However, in all previous definitions, this is achieved
by the public-linkability property, which in particular is independent of SM.

4 Relation with Membership Privacy

This section compares the purchase privacy defined in Section 3.2 and the mem-
bership privacy proposed by [3]. Backes et al. proposed membership privacy,
a new security definition for group signature schemes. Roughly, a group signa-
ture scheme satisfies membership privacy if membership information does not
leak from joined users’ signatures and public information.” We can easily extend
their definition to the ARS setting (and we denote such a definition by BHS-
PP). However, BHS-PP is highly complicated, as shown in the supplemental
material C.1. To gain confidence in our simple definition of purchase privacy, we
show that if there exists an ARS scheme satisfying anonymity and our purchase
privacy, then we can construct another ARS scheme that satisfies BHS-PP. This
means that there is no need to mind complicated security for purchase privacy
as long as it satisfies some syntactical restrcition.®

Concretely, we construct an ARS scheme ARS’ that satisfies the BHS-PP
security assuming an ARS scheme ARS is anonymous and purchase-private. We
construct ARS’ to have at least one (dummy) member for each item. Adding
a dummy member allows us to respond to queries to the challenge oracle in
the security game of BHS-PP using the challenge oracle in that of anonymity.
The overview of ARS' is as follows: when the key generation algorithm Klgen’ is
run, it generates a dummy user (upk’, usk’) and appends upk’ (resp., usk’) to the
public (resp., secret) key for the key issuer; when the (Join’, Issue’) protocol is
run, if there is no joined user to the group, then it first makes the dummy user
upk’ join the group and runs the (Join, Issue) protocol. The remaining algorithms
of ARS’ are the same as those of ARS. Details are provided in the supplemental
material C.2.

Here, we only provide the theorem and defer its proof in the supplemental
material C.3.

Theorem 4.1. If ARS is anonymous and purchase private, then there exists an
ARS' satisfying BHS-PP security.

5 Our Generic Construction for ARS

Here we provide the intuition of the construction. Our ARS can be regarded
as multiple groups of group signatures. There exist multiple key issuers Kl, and
each Kl has a unique key pair (ipk,isk) and manages a set of group signature

7 [3] divided the definition into two parts: join privacy and leave privacy. However,
we do not need to consider leave privacy since no honest users are revoked in ARS.
8 As an independent interest, this observation can apply to group signature schemes.
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schemes, where each group corresponds to an item sold by the key issuer. There
exists only one tracing manager TM corresponding to all key issuers. Every user
in the system is registered to the authentication system and has its own key pair
(upk, usk).” A user upk who bought an item sold by a Kl becomes a member of
the group corresponding to the item managed by the KI. When a user joins the
group, Kl assigns an identity id to the user, accumulates id, and issues witjy and
0, indicating that the user is not revoked and id is honestly issued by the KI,
respectively. The user receives witjy and generates a proof of the membership
Tace Which indicates that the user bought the item from the Kl. After that, the
user can write a review for the bought item. Every review has to include the
following three parts: the first one is a ciphertext C' = (¢, ¢q) of its public key
encrypted by the key of TM; the second one is a tag 7 with respect to the pair
of the Kl’s identifier and the purchased item, using the user’s secret key; and
the last one is a proof 7 indicating that (1) the user has a certificate 6 of the
membership, (2) the user has a proof 7, to show that it is not revoked at the
epoch, and (3) C, 7, 0, and 7, are correctly generated. To anonymously write
a review, we use a NIZKPoK to prove a witness about the above three by the
relation p; defined as follows:

p1 = {(((c1,c2), (Vk, ppacc ), (ek1, eka), acc, item, 7), (upk, usk, id, macc, 0,71, 72)) |
¢1 = PKE.Enc(eky, upk; r1) A ca = PKE.Enc(eks, upk; o)
A LIT.ChkKey(upk, usk) = 1
A LIT.ChkTag(upk, usk, (vk, pp,, item),7) = 1
A ACC.Verify(pp,ec, ace, id, Tace) = 1
A SIG.Ver(vk, (upk, id, item), 0) = 1}.

A different point from a group signature is that it includes a tag. The tag is
used for public linkability, i.e., if the user posts two reviews to the same item
sold by the same KI, anyone can detect them by using the LIT.Link algorithm.
Since every signature includes a ciphertext of the signer’s public key, the tracing
manager TM can decrypt it and learn who is the signer. When TM traces a
review, TM outputs not only the signer’s public key but also its proof, so it
provides a NIZK for the relation p, defined as follows:

p2 = {((ekq,c1,upk), (dki, rpke)) |
Upk = PKE.DeC(dkl, Cl) A\ (ekl, dkl) = PKE.KG(I”;TPKE)}.

5.1 Our Construction

We show our generic construction for ARS from PKE, SIG, NIZK; (resp., NIZK5)
for the relation p; (resp., p2), LIT, and ACC defined in Section 2. Refer to the
above for an overview of our construction.

9 We note again that we assume there exists an authentication scheme behind our
ARS and each user has a unique identifier upk.



ARS with Revocation, Revisited 13

RepSetup(1™) : On input a security parameter 17, it outputs a public param-
eter pp := (crsy,crsa), where crs; < NIZK.Setup,(1™) and crso < NIZK.
Setup,(1™).

Klgen(pp) : The key issuer Kl runs (pp,c, Skacc) <~ ACC.Setup(1™,n) and (vk, sk)
« SIG.KG(1™), and sets ipk := (vk, ppacc); isk := (sk, skacc), regiP® := § and
[Pk .= (). Tt then outputs (ipk, isk, regL’?k,]Iipk).

TMgen(pp) — (tpk,tsk) : The tracing manager TM randomly chooses rpke
{0,1}PY(™) and computes (eki,dk;) «+ PKE.KG(1™;rpke) and (ekz,dks)
+— PKE.KG(1™). It then sets tpk := (eky,eks),tsk := (dki,7pke), and out-
puts (tpk,tsk). Note that the second key pair (eks, dks) is not used for the
functionality but for the security proof.

UKgen(1™) — (upk, usk) : The user computes (tagpk, tagsk) + LIT.KG(1") and
sets upk := tagpk and usk := tagsk. Hereafter, the user is identified by his
public key upk. _ _

(Join(upk, usk, ipk, item), Issue(ipk, isk, regi®, infolP*, upk, item, I'P%)) :

A user upk requests to buy a product item at epoch t. The key issuer Kl
computes in the following five steps:

1. If t = 0, then adds I'Pk + TPk U {item};

2. If reg/P*[upk] is empty, then randomly chooses idypk  {id € {0,1}" |
Does not appear in reg,igk} and sets List,px €. Otherwise, let (idypk,
status, Listupk)  reg/> [upk];

3. If status = revoked or 3(item, —) € List pk, then returns L and termi-
nates. Otherwise, continues;

4. Sets a set of revoked users’ id R as follows:

R := {id € {0,1}" | 3upk, regl>[upk] = (id, revoked, —)};

5. Computes (acc,auxaec)  ACC.Acc(ppyec, R), witiq + ACC.Wit(ppaec,

SKace, id), 0 < SIG.Sign(sk, (upk, id, item)), and o, < SIG.Sign(sk, (t +

1,acc)), where ¢ is included in infolP.

Finally, it sends (idypk, witia, §) to the user upk, updates regik‘?k[upk] — (idypk,
active, List,px U {(item, 8)}), and returns infoiitl = (t+1,acc, aUXace, Tace)-
The user upk receives 6 from the Kl and sets ssk[ipk][item] := (upk, usk, id,
witiq, 9)
RevokeUser (isk, upk, regL'?k, infoitpk) : When a key issuer Kl revokes a user upk, it
revokes upk from all trees it manages in the following five steps:
1. Gets (idypk, —, —) reg:zk[upk];
2. Sets a set of revoked users’ id R as follows:
R := {id € {0,1}" | 3upk, reg}>*[upk] = (id, revoked, —)} U {idupk };
3. Computes (acc,auxaec) < ACC.Acc(pp,e, R) and oacc < SIG.Sign(sk,
(t +1,acc)), where ¢ is included in infolP¥.
Finally, it updates regL‘?k[upk] + (idypk, revoked, —) and returns infoiﬂfl =
(t 4+ 1, acc, auXace, Tace)-
Sign(ipk, tpk, ssk,info;pk,item,M) : To sign M using (vk, pp,c) < ipk, (eki,eks)
+ tpk, (tagpk, tagsk, id, witiq,0) < ssk, and (¢, acc, auxacc, Cacc) infoitpk, it
computes in the three steps as follows:
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1. Randomly chooses 71 + {0,1}PY(™) and 7y « {0,1}P°Y(") and com-
putes ¢; = PKE.Enc(eky, upk;r1) and co = PKE.Enc(eks, upk;r2). Then,
sets C + (¢1, c2);

2. Computes a tag to show that it buys the product item, i.e., 7 < LIT.Tag
(tagsk, (Vk, pp,cc, item));

3. Computes a proof to show that it is not revoked, i.e., macc + ACC.Prove
(PPaces @UXace, id, Witig).

Finally, it generates a proof m < NIZK.Prove;(crsi, M, (C,ipk, tpk, acc, item,
7), (upk, usk, id, Tacc, 0,71, 2)) and outputs X := (C, 7, 7).
Verify(ipk,tpk,infoitpk,item,I\/I,E): Parse (C,7,m) + X. It returns 1 if NIZK.
Verify, (crs1, M, (C, ipk, tpk, acc, item, 7), 7) = 1 and SIG.Ver(vk, (t,acc), oacc)
= 1, where (¢, acc, auXacc, Oacc) infoitpk. Otherwise, it returns 0.
Link(ipk,tpk,infoitpk7item, (Mg, Xo), (M1, X4)) : Parse X; as (Cy, 73, m;). If Verify
(ipk, tpk, infolP* item, M;, X;) = 0 for i = 0 or 1, then it returns 0. Otherwise,
it returns the output bit of LIT.Link(7o,71).
Trace(ipk, tpk, tsk, infol”* item, M, X) : If Verify(ipk, tpk, infoP*, item, M, &) = 0,
then it returns L. Otherwise, it parses X as ((c1,c2), 7, 7) and tsk as (dkj,
rpke), and computes upk = PKE.Dec(dky,c1). If upk = L, then it returns
L. Finally, it generates a proof IItace < NIZK.Proves(crsg, €, (eky, c1, upk),
(dky, rpke)), where (eky, eks) < tpk, and outputs (upk, Iace)-
Judge(ipk, tpk, info™, item, M, X, upk, ITtpace) : If Verify(ipk, tpk, infol™*, item, M, X)
= 0, then it returns L. Otherwise, it parses X as ((¢1,cz), 7, 7) and returns
NIZK Verify, (crsa, €, (eky, c1, upk), IIrace), where (ekyq, eks) + tpk.

5.2 Security Analysis

We show that our construction is secure. Correctness is straightforward as long
as all building blocks are correct. In the following, we prove that our scheme
satisfies purchase-privacy defined in Section 3.2. We here provide the theorems
with respect to other security properties only, and their proofs are provided in
the supplemental materials D.1 to D.6.

Theorem 5.1. The anonymous reputation system ARS is purchase-private.
This theorem clearly holds with the following reasons:

— In the (Join, Issue) protocol, to compute infoitpjr(1 = (t+1,acc, auxaec, 0), where
(acc, auxaec) ¢ ACC.Acc(ppaec, R) and o «+ SIG.Sign(sk, (t + 1,acc)), all we
need is to pick an unused id, so there is no need to take upk as input.

— In the RevokeUser algorithm, to compute info't‘jl:1 = (t+ 1,acc, auxaee, 0), it
needs to take R as input, which is the set of revoked users. Thus, there is no

need to refer the entries of regL‘?k related to active users.

Theorem 5.2. If the PKE scheme PKE is IND-CPA secure, the NIZK proof
system IIy is zero-knowledge and simulation-extractable, the NIZK proof sys-
tem Iy is zero-knowledge, and the linkable indistinguishable tag system LIT is
indistinguishable, then the anonymous reputation system ARS is anonymous.
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Theorem 5.3. If the NIZK proof system II; is zero-knowledge and simulation-
extractable, the NIZK proof system Il5 is sound, and the linkable indistinguish-
able tag system LIT is link-sound and key-secret, then the anonymous reputation
system ARS is non-frameable.

Theorem 5.4. If the signature scheme SIG is EUF-CMA secure, the NIZK
scheme II; is sound and simulation-extractable, and the accumulator ACC is
sound, then the anonymous reputation system ARS is traceable.

Theorem 5.5. If the signature scheme SIG is EUF-CMA secure, the NIZK
scheme II1 is simulation-extractable, the NIZK scheme Il is sound, and the
accumulator ACC is sound, then the anonymous reputation system ARS is un-
forgeable.

Theorem 5.6. Ifthe NIZK scheme Il5 is sound, then the anonymous reputation
system ARS is tracing sound.

Theorem 5.7. If the NIZK scheme II, is knowledge-sound, the NIZK scheme
115 is sound, and the subset covering scheme SC is linkable, then the anonymous
reputation system ARS is publicly linkable.

6 Efficient Instantiation From Pairings

In this section, we provide an overview of a pairing-based efficient instantiation of
our generic construction. We defer our concrete instantiation in the supplemental
material E.

Public-Key Encryption. We use the ElGamal encryption scheme [21] from
the decision Diffie-Hellman assumption.

Signature. We use the Abe-Groth-Haralambiev-Ohkubo structure-preserving
signature scheme [1].

Linkable Indistinguishable Tag. We use a simple construction of linkable
indistinguishable tags, where H: {0,1}* — G is a cryptographic hash func-
tion modeled as a random oracle.

LIT.KG(1™). Compute (p, G1,G2,Gr,¢€,9,h) < G(1") and choose = < Z,,.
Set tagpk < ¢ and tagsk < x and output (tagpk, tagsk).

LIT. Tag(tagsk, I). Compute 7 +— H(I)¥&* and output 7.

LIT.Link(7g,71). Check 179 = 7. If it holds, output 1. Otherwise, output 0.

LIT.ChkKey(tagpk, tagsk). Check tagpk = g'&. If it holds, output 1. Oth-
erwise, output 0.

LIT.ChkTag(tagpk, tagsk, I, 7). Check tagpk = ¢ and 7 = H ()& If
they hold, output 1. Otherwise, output O.

Accumulator. We use the accumulator abstracted from Libert-Peters-Yung
group signature scheme [28].

NIZK for p; and ps. We use Maurer’s generic protocol [30] for linear equa-
tions and a standard technique for proving quadratic equations using a X
protocol for a linear equation (Such a technique is, for example, used by
Boneh et al. [14]).
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Signature Size. A signature of our scheme is 16 kilobits if we instantiate our
construction with the BLS12-381 curve. This includes 16 Gy elements, 6 Go
elements, and 15 Z, elements. See the supplemental material I for details.
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Supplemental Materials

A Formal Definitions of Basics

Notation. In this paper, we use the following notations. x <— X denotes sampling
an element x from a finite set X uniformly at random. y + A(z;r) denotes that
a probabilistic algorithm A outputs y for an input « using a randomness r, and
we simply denote y + A(xz) when we need not write an internal randomness
explicitly. For interactive Turing machines A and B, (vg,vp) < (A(zq), B(xp))
denotes that A (resp., B) outputs v, (resp., vp) at the end of an execution of
an interactive protocol between A and B, where A and B take x, and z; as
input, respectively. x := y denotes that x is defined by y. n denotes a security
parameter. A function f(\) is a negligible function in A if f(\) tends to 0 faster
than % for every constant ¢ > 0. negl()\) denotes an unspecified negligible
function. PPT stands for probabilistic polynomial time. () denotes the empty
set. If n is a natural number, [n] denotes the set of integers {1,--- ,n}. Also, if
a and b are integers such that a < b, [a, b] denotes the set of integers {a,--- ,b}.
If O is a function or an algorithm and A is an algorithm, A® and A{O} denote
that A has oracle access to O.
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A.1 Public-Key Encryption

Definition A.1 (Public-Key Encryption). A PKFE scheme PKE with a plain-
text space M consists of the following three PPT algorithms.

PKE.KG(1™) — (ek,dk) : The key generation algorithm, given a security param-
eter 1™, outputs an encryption key ek and a decryption key dk.

PKE.Enc(ek,m) — 1 : The encryption algorithm, given an encryption key ek
and a plaintext m, outputs a ciphertext 1.

PKE.Dec(dk, ) — m : The (deterministic) decryption algorithm, given a de-
cryption key dk, and a ciphertext 1, outputs a plaintext m € {1} UM.

We require a PKE scheme to satisfy the following standard properties: correct-
ness and IND-CPA security.

Definition A.2 (Correctness). A PKE scheme PKE satisfies correctness if
for all n € N and m € M, we have

Pr(ek, dk) + PKE.KG(1") : PKE.Dec(dk, PKE.Enc(ek, m)) = m] = 1.

Definition A.3 (IND-CPA Security). We say that a PKE scheme PKE
is IND-CPA secure if for all PPT adversaries A, the following advantage is
negligible:

b+ {0,1},
(ek, dk) « PKE.KG(1™),
AdvEREP (n) = |Pr | (mg,m7,st) + A(ek), b=V | —
* < PKE.Enc(ek, m}),
b A(y*, st)

1
2 )

where it is required that |m§| = |m7| holds.

A.2 Signature

Definition A.4 (Signature). A signature scheme SIG with a message space M
consists of the following three PPT algorithms.

SIG.KG(1™) — (vk,sk) : The key generation algorithm, given a securily parame-
ter 1™, outputs a verification key vk and a signing key sk.

SIG.Sign(sk,m) — o : The signing algorithm, given a signing key sk and a mes-
sage m, outputs a signature o.

SIG.Ver(vk,m,0) — 1/0 : The (deterministic) verification algorithm, given a
verification key vk, a message m, and a signature o, outputs either 1 (accept)
or 0 (reject).

We require a signature scheme to satisfy the following standard properties: cor-
rectness and EUF-CMA security.
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Definition A.5 (Correctness). A signature scheme SIG satisfies correctness
if for all n € N and m € M, we have

Pr{(vk,sk) < SIG.KG(1") : SIG.Ver(vk,m, SIG.Sign(sk,m)) = 1] = 1.

Definition A.6 (EUF-CMA Security). We say that a signature scheme
SIG is EUF-CMA secure if for all PPT adversaries A, the following advantage
s negligible:

SL:=10
’ SIG.Ver(vk, m*,o*) = 1
AdVEE 4 (n) == Pr | (vk,sk) « SIG.KG(1"), : e/'fjn*“; si ) ,
(m*,0*) + A%sisn (vk)

where the signing oracle Og;gr 15 defined as follows:

Signing Oracle. When A accesses the signing oracle Osign by making a query
m, it computes o < SIG.Sign(sk,m), returns o to A, and appends m to SL.

Definition A.7. A signature scheme SIG is a strongly unforgeable one-time sig-
nature scheme if for all PPT adversary A, it holds that

(vk, sk) « SIG.KG(1"™),
(m, state) < A(vk),
Pr o+ SIG.Sign(sk, m), = negl(n).
(m*,0*) < A(o, state),

s (m*,0%) # (m,0) ANSIGVer(vk,m*,0*) =1

A.3 Non-Interactive Zero-Knowledge Proof

We define a non-interactive zero-knowledge proof of knowledge protocol (or sim-
ply NIZK). Below, we define a variant where the proof is generated with respect
to a label [2,26]. Although syntactically different, such NIZK is similar to the
notion of signature of knowledge [18,25].

Definition A.8 (NIZK proofsystem). LetL denote a label space where check-
ing membership can be done efficiently. A non-interactive zero-knowledge (NIZK)
proof system II for a NP relation R consists of oracle-calling PPT algorithms
(NIZK.Setup, NIZK.Prove, NIZK.Verify) defined as follows:

NIZK.Setup(1™) — crs: The setup algorithm, given a security parameter 1™, out-
puts a common reference string crs.

NIZK.Prove(crs, Ibl, X, W) — 7 : The prove algorithm, given a common reference
string crs, outputs a proof m.
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NIZK Verify(crs, Ibl, X, ) — 1/0 : The wverification algorithm, given a common
reference string crs, a label Ibl € L, a statement X, and a proof w, outputs
either 1 (accept) or 0 (reject).

We require a NIZK to satisfy the following standard properties: correctness,
soundness, and zero-knowledge defined as follows.

Definition A.9 (Correctness). A NIZK IT satisfies correctness if for all n €
N, Ibl e L, (X,W) € R, we have

crs <— NIZK.Setup(1™),
7 <— NIZK.Prove(crs, Ibl, X, W)

: NIZK . Verify(crs, Ibl, X, 7) = 11 =1.

Definition A.10 (Soundness). We say that a NIZK II is sound if for all
PPT adversaries A, the following advantage is negligible:

Advﬁt’}d = Pr

crs <= NIZK.Setup(1™), ~NIZK.Verify(crs, Ibl, X, 7) =1
(Ibl, X, 7) < A(crs) ANX¢ Lr ’

where Lg is the NP language such that Lg := {z | Jw, (z,w) € R}.

Definition A.11 (Zero-knowledge). Let Sim = (Simg, Simy) be a zero-knowledge
simulator for II. We say that a NIZK II is zero-knowledge if for all PPT ad-
versaries A, the following advantage is negligible:

Prlcrs < NIZK.Setup(17) : AP(rs) (crs) = 1]
—Pr|(crs, 7) < Simg(17) : ASErs 75 (crs) = 1]

)

zk
AdVH,.A =

where P and S are oracles that on input (Ibl, X, W) return L if Ibl ¢ LV
(X, W) € R and otherwise return NIZK.Prove(crs, Ibl, X, W) or Simq (crs, 7, Ibl, X),

respectively.

In addition, we require a NIZK to satisfy simulation extractability, informally
meaning that there exists an extractor SimExt with respect to a zero-knowledge
simulator such that it can extract a witness from any valid proof.

Definition A.12 (Simulation extractability). We say that a NIZK IT is
simulation extractable (with respect to zero-knowledge simulator Sim = (Simg,
Simy) ), if there exists a PPT extractor SimExt = (SimExtg, SimExty) such that no
PPT adversary A has non-negligible advantage, where A’s advantage is defined
as follows:

(crs, 7,&) < SimExto(1™), NIZK Verify(crs, Ibl, X, 7) = 1
Advi; 4 :=Pr | (Ibl, X, ) < ASmi(crs:7) (crs) A(X,W) ¢ R :
W < SimExty (crs, &, Ibl, X, 7) A (Ibl,X,7) ¢ Ls

where Lg is the list of simulation queries and responses (Ibli,Xi,m)i, and
SimExtg outputs are identical to Simg when restricted to the first two outputs.
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Remark A.1 (Other formalization). Although Groth [24] defines a stronger no-
tion of simulation extractability where £ can be provided to A, we only require
the weaker variant where £ is kept hidden from A. Our generic construction
naturally works if we relied on NIZKs in the random oracle model (ROM) [22].
We chose the definition in the standard model since the formal definition of
simulation extractability in the ROM is notoriously contrived, and we believe
this helps our generic construction to be more readable. For the interested read-
ers, we emphasize that the usual definition of simulation extractability where
the extractor can program the random oracle and rewind the adversary (as in
Fiat-Shamir NIZKs) suffices for our generic construction.

A.4 Linkable Indistinguishable Tag

We require a LIT to satisfy the following standard properties: correctness, mean-
ing that (1) any honestly generated key pair passes the key checking algorithm,
(2) any honestly generated tag passes the tag checking algorithm, and (3) two
tags generated by the same key and the same item are always linked; indis-
tinguishability, any two tags (generated with different keys) for the same item
are indistinguishable; linkability, meaning that any two tags generated with the
same public tag key for the same item are always linked; key-secrecy, meaning
that no one can forge a secret key corresponding to the given public key; and
key-robustness, meaning that, if two tags for the same item are linked, then their
corresponding secret tag keys are the same.

Definition A.13 (Correctness). A linkable indistinguishable tag scheme LIT
satisfies correctness if for allm € N and I € 1, we have

(tagpk, tagsk) < LIT.KG(1™), LIT.Link(o,71) =1
Pr 7o < LIT.Tag(tagsk,I), : A LIT.ChkTag(tagpk,tagsk,I,9) =1| = 1.
71 < LIT.Tag(tagsk, I) A LIT.ChkTag(tagpk, tagsk, I, ) =1

Definition A.14 (Indistinguishability). A linkable indistinguishable tag scheme
LIT s indistinguishable if for all PPT adversaries A, the following advantage is
negligible:

IL:=0, b+ {0,1},
(tagpkg, tagsk,) < LIT.KG(1"),
(tagpky, tagsk, ) « LIT.KG(1"), , 1

(I*,st) « ACtis (tagpko, tagpk,), - b=t - 20"
7* « LIT.Tag(tagsk,, I*),
b« A%t (7%, st)

Advtal-gr:nd(n) = |Pr

where A cannnot query I* to the tag generation oracle C’)it’(‘ldg, which is defined
as follows:
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Tag Generation Oracle. When A accesses the tag generation oracle O‘g;dg by

making a query (d,I), it computes T < LIT.Tag(tagsk,, I), returns T to A.

Definition A.15 (Linkability). A linkable indistinguishable tag scheme LIT
satisfies linkability if for all PPT adversaries A, the following advantage is neg-
lrgible:

(tagpk, tagsk,, tagsky, I, 70, 71) < A(1") :
Adw{'}f 4(n) == Pr | Vi € {0,1}, LIT.ChkTag(tagpk, tagsk;, I, 7;) = 1
A LIT.Link(7g,71) =0

Definition A.16 (Key-Secrecy). A linkable indistinguishable tag scheme LIT
satisfies key-secrecy if for all PPT adversaries A, the following advantage is
negligible:

tagpk, tagsk) < LIT.KG(1™), tagsk* «+ A% (tagpk) :

Advkey—sec — Pr ( ,
T () LIT.ChkKey(tagpk, tagsk*) = 1

where the tag generation oracle O is defined as follows:

Tag Generation Oracle. When A accesses the tag generation oracle O35y by

making a query I, it computes T < LIT.Tag(tagsk, I), returns 7 to A.

Definition A.17 (Key-Robustness). A linkable indistinguishable tag scheme
LIT satisfies key-robustness if for all PPT adversaries A, the following advantage
1s negligible:

(I, tagpk,, tagskg, 7o, tagpk, , tagskq, 71) + A(1") :
Vi € {0,1}, LIT.ChkTag(tagpk;, tagsk;, I, 7;) = 1
A LIT.Link(79,71) =1
A tagsk, # tagsk,

key-robust ,_
Advpis 4 (n) = Pr

A.5 Vector Commitment

We define vector commitments. A vector commitment scheme allows us to com-
mit to a vector of messages. The scheme then allows to open a coordinate of the
vector compactly, that is, the size of an opening is sublinear in the dimension of
the vector. The scheme needs to satisfy position binding, which ensures that we
cannot open the same position to two different ways.

The formal definition is as follows.

Definition A.18. A vector commitment scheme consists of the following PPT
algorithms.

VC.Setup(1™,q) — ck : The setup algorithm, given a security parameter 1™ and
a dimension q = poly(n), outputs a commitment key ck.



24 Ryuya Hayashi, Shuichi Katsumata, and Yusuke Sakai

VC.Com(ck, (myq,...,mg)) = (com,aux) : The committing algorithm, given a com-
mitment key ck and a message vector (ma, ..., mq), outputs a commitment
com and auziliary information aux.

VC.Open(ck, aux,i) — open : The opening algorithm, given a commitment key
ck, auziliary information aux, and an index i € [q|, outputs an opening
open.

VC.Ver(ck,com, i, m,open) — 1/0: The verification algorithm, given a commit-
ment key ck, a commitment com, an index ¢, a message m, and an opening
open, outputs 1 (accept) or 0 (reject).

We require VC to satisfy the following two properties: correctness and position-
binding.

Definition A.19 (Correctness). A vector commitment scheme VC is correct

if for any n, ¢ € N, (mq,...,mq) € ({0,1}*)9, and i € [q] it holds that

ck < VC.Setup(1™, q),
(com, aux) < VC.Com(ck, (mq,...,mq)),
open + VC.Open(ck, aux, i) :

Pr =1.

VC.Ver (ck,com, i, m;,open) = 1

Definition A.20 (Position Binding). A wvector commitment scheme VC is
position binding if for any ¢ € N and any PPT A, the following advantage is
negligible:

ck < VC.Setup(1™,q),
(com, i, m,open,m’, open’) < A(ck) :

Adv{’,"csjnd(n) = Pr VC.Ver(ck, com, i, m,open) = 1
A VC.Ver(ck,com,i,m’, open’) = 1
Am #£m/

A.6 Subset Difference Method

In this paper, we use the subset difference method [32]. While the subset differ-
ence method is proposed as a combinatorical tool for broadcast encryption, we
formalize this technique as one for expressing a subset of {0, 1}¢ compactly. More
concretely, the subset difference method is given a subset R C {0,1}¢ which is
not included in the subset to be expressed and outputs a set of subsets Sp, s,

..y Sy, s, whose union Sp, 5, U---U S, ¢ is equal to {0,1}¢\ R. Here, each
subset S, 5 is described by p, s € {0, 1}=* where p is a prefix of s and has a form
of

Sp.s = {x € {0,1}"| p is a prefix of 2 A s is not a prefix of z}.

Naor et al. [32] showed that there is an algorithm SD(1, R) that outputs a set of
subsets ((p1, 1), -, (pr, ) which satisfy that S,, s, U-+--US,, s = {0,1}*\ R
and r < 2r — 1.
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A.7 Accumulator

We provide the formal definitions of ACC for correctness, soundness, and suc-
cinctness.

Definition A.21. An accumulator with revocation scheme (ACC.Setup, ACC.Wit,
ACC.Acc, ACC.Prove, ACC.Verify) satisfies correctness if for alln € N, m € N,
allid € {0,1}™, R C {0,1}™ such that id & R, it holds that

PPacc < ACC.Setup(1™,m),
witig < ACC.Wit(ppacc, SKace, id),
Pr | (acc,aux,ec) < ACC.Acc(pp,ee; R), =1
7+ ACC.Prove(pp,cc, aUXacc, id, Witig),

s ACC.Verify(pp,.c, acc,id, ) = 1

Definition A.22. An accumulator with revocation scheme (ACC.Setup, ACC.Wit,
ACC.Acc, ACC.Prove, ACC.Verify) satisfies soundness if for all PPT adversary A
and all m € N, it holds that

PPacc < ACC.Setup(1™,m),
(R, state) < A%t (pp, ),
Pr (acc, auxaec) — ACC.Acc(pp,ee; R), = negl(n).

(id*, 7*) « AOwit (state, acc, auxacc ),

-id* € R A ACC.Verify(pp,ec, acc, id*, %) = 1

where the oracle Oy, given an identity id € {0,1}™, returns witig < ACC.Wit(pp,cc,
SKace, id).

Definition A.23. An accumulator with revocation scheme (ACC.Setup, ACC.Wit,
ACC.Acc, ACC.Prove, ACC.Verify) is succinct if a proof m output by ACC.Prove has
size O(logm).

A.8 General Forking Lemma

To prove our instantiation secure, we use the forking lemma by Bellare and
Neven [6].
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Lemma A.1 (General Forking Lemma). Fiz an integer Q > 1 and a set
H of size h > 2. Let A be a randomized algorithm that on input x, hy, ...,
hg returns a pair, the first element of which is a integer in the range O, ...,
Q@ and the second element of which we refer to as a side output. Let I1G be a
randomized algorithm that we call the input generator. The accepting probability
of A, denoted acc, is defined as the probability that J > 1 in the experiment

z < 1Gshy,...,hg < H;(J,0) < A(z, h1,...,hg).
The forking algorithm F 4 associated to A is the randomized algorithm that takes

mput x proceeds as follows:
Algorithm F4(x):
Pick coins coin for A at random
hi, ... ho H
(I,0) < A(x,h1,...,hg;coin)
if I =0 then return (0,¢,¢)
by, ..., hg < H
(I'0") « Az, by, ... hpo1, b, ... by coin)
if I =1' and hy # by then return (1,0,0")
else return (0,¢,¢€).

Let
frk = Pr[z < 1G; (b, 0,0") + Fa(z): b=1].
Then )
frk > acc- (aéch>
Alternatively,

acc§%+ Q - frk.

A.9 Pairing Groups

We call G a pairing group generator if G, given a security parameter 1™, outputs
(p,G1,G2,Gr,e,g,h) where p is a prime, Gy, G2, and Gr are multiplicative
gruops of order p, e: G; X Gy < Gr is a non-degenerated bilinear map, and g
and h are respectively generators of G and H.

We use the following hardness assumption.

Definition A.24. The symmetric q-Diffie-Hellman exponent assumption for G
holds if for all PPTs A, it holds that

gk = (paGlaG27GT7eagvh) — G(ln)7
Pr o7y, = negl(n).

q+1

s Algk, (97 )ierzqn (a1} (B )iei2qn (g41}) = h®
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Definition A.25. The decisional Diffie-Hellman (DDH) assumption in Gy for
G holds if for all PPTs A, it holds that

gk = (pa Gl; GZaGTveaga h) — G(ln)7

Advgz'{' = |Pr a, B, v« Zyp,

s Algk,9%,9% 9") = 1
gk = (paGl7G27GTae7g7h) <~ G<1n)?

—Pr a, B Zp, v+ af = negl(n).

: Algk, g%, ¢",97) =1

Definition A.26. The discrete logarithm (DL) assumption in Gy for G holds if
for all PPTs A, it holds that

gk = (p7G17G27GT76797h) — G(ln),
Pr o = Ly, = negl(n).

s Algk,g%) = a

B Basic security properties of ARS

B.1 Helpful Oracles for Defining Security

Here, we define several oracles to aid the description of the security experiments.
Each oracle may internally store some lists and we provide an overview of these
lists in Table 1. It is helpful to keep in mind that the oracles are named in such a
way that roughly SndToX means the adversary A engages in a protocol execution
with an honest X, and SndToX-Y means A invokes a protocol execution between
an honest X and Y.

AddU() : Tt generates (upk,usk) < UKgen(1™). If it outputs upk € HUL, then
it outputs L. '© Otherwise, it outputs the user public key upk and updates
HUL « HUL U {upk}.

AddKI() : Tt generates (ipk, isk, regLFi’k,]Iipk) + Klgen(pp). It outputs L if ipk €
HKIL. Otherwise, it outputs the key issuer’s public key ipk and updates
HKIL « HKIL U {ipk}.

10 This restriction is required for the assumption that each user has a unique public
key upk.
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Table 1: Lists used by oracles and security experiments

Lists Elements
HUL Honest users
HKIL Honest key issuers
HSSKL Honest system secret keys for users
SL All signatures that are generated by the oracle OSign
CL  |All signatures that are generated by the oracle AnonChal, and PurChalSign,
IsActive Activation state of a user in the system

SndToU(ipk, upk, item) : It outputs L if ipk ¢ HUL or HSSKL[ipk][upk][item] #
L. Otherwise, it executes (Join(upk, usk, ipk,item), A), where it plays the
role of the honest user. If Join outputs a signing key ssk, then it updates
HSSKL[ipk][upk][item] := ssk.

SndToKI(ipk, upk,item) : It outputs L if ipk ¢ HKIL. Otherwise, it executes

(A, Issue(ipk, isk, reg{(‘?k7 im‘o:“i’pkk7 upk, item, TPX)) | where it plays the role of the

honest key issuer. If Issue outputs an updated regL’?k and public information

info™®  for the next epoch #Pk + 1, then it outputs infoit'?pkk+ and updates

teur+ cur curt-1
IsActive[ipk][item][upk] := [0, o0].

SndToKIU(ipk, upk, item) : It outputs L if ipk ¢ HKIL or upk ¢ HUL or HSSKL
[ipk][upk][item] # L. Otherwise, it executes (Join(upk, usk,ipk,item),Issue
(ipk, isk, reg:('?k7 im‘oit‘i’pkk7 upk, item, TPk)) | where it plays the role of the honest
user and the honest key issuer. If Join outputs a signing key ssk, then it
updates HSSKL][ipk][upk][item] := ssk. If Issue outputs an updated regL‘i’k and

public information infoi?:ﬁ for the next epoch ¢k + 1, then it outputs
info™  and updates IsActive[ipk][item][upk] := [0, oc].

PR +1
AnonChaly (ipk, infolP*, upk,, upk,, item, M) : ' It checks if the following condi-
tions hold:
— ssk; < HSSKL[ipk][upk;][item] satisfies ssk; # L for i = 0 and 1;
— J(ipk, upk;,item, —, —) € SL for i = 0 or 1.
If not, it outputs L. Otherwise, it generates a signature X; <— Sign(ipk, tpk,
ssk;, infol”* item, M) and checks if Verify(ipk, tpk, infol™, item, M, X;) = 1 for
i =0 and 1, where infoitpk includes an epoch t. Finally, if all checks pass, it
outputs X, and updates CL < CL U {(ipk, upky, upk,, item, M, 33)}.
OSign(ipk, infoitpk, upk, item, M) : Tt checks if the following conditions hold:
— ssk = L, where ssk «— HSSKL[ipk|[upk][item];
— J(ipk, upkg, upk,, item, M, X) € CL s.t. upk € {upkg, upk, }.

11 This oracle is used in the experiment for anonymity. We assume that in the experi-
ment, an adversary can access this oracle only once.
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If not, it outputs L. Otherwise, it outputs a signature X < Sign(ipk, tpk,
ssk, info;pk, item, M) and updates SL < SL U {(¢, ipk, upk, item, M, X)}, where
mfo'pk includes an epoch t.

OTrace(ipk, item,infoitpk, M, X) : It outputs L if there exists (ipk, —, —,item, M,
XY) € CL. Otherwise, it outputs (upk, [T1race) < Trace(ipk, tpk tsk mfo'pk,
item, M, X).

ipk

RevUser(upk) : It executes (regl*, info'™

'Pk+1) + RevokeUser(isk, upk reg'pk |nfo",’Pkk)
for all ipk € HKIL using the current reglstratlon table regki and public in-

formation info' o and outputs updated infoPX K for the next epoch. It then

updates IsActlve[lpk][ltem} [upk] [0, £iPK]. -
RtrKIReg(ipk) : It outputs regki .

B.2 Formal Security Definitions of Basic Properties

Correctness. We say that an ARS is correct if reviews produced by honest,
non-revoked users are always accepted by the Verify algorithm and if the hon-
est tracing manager can always identify the signer of such signatures where his
decision will be accepted by the Judge algorithm. Additionally, two reviews pro-
duced by the same user on the same item should always link. The more precise
definition is as follows:

Definition B.1 (Correctness). [t/ An ARS is correct if for any PPT adver-
sary A involved in the following experiment, we have Advigs 4 (n) := Pr[Expige 4 (n
1] = negl(n).

Experiment Expﬂ'ﬁi (n)
pp < RepSetup(1™); HUL, HKIL, HSSKL, IsActive := (;
(tpk, tsk) < TMgen(pp);
(ipk, upk, item, Mg, M1) + A {AddU, AddKI, SndToKIU, RevUser, RtrKIReg} (tpk);
if upk ¢ HUL or ipk ¢ HKIL or HSSKL[ipk][upk][item] = L
or tP% ¢ IsActive[ipk][item][upk] then return 0;
ssk <— HSSKL[ipk][upk][item];

X < Sign (ka tpk, ssk, info'™%

|pk 9
cur

item, M-) for ¢ =0 and 1;
item, M;, Z’i) for i =0 and 1;

ipk »
cur

('pk ITvrace 1) < Trace (|Pk tpk tSk |nfot
if Verify (ka tpk, info'™ ok
if Judge (ka tpk, info® | item, M;, X, upki,HT,ace,i) = 0 or upk # upk;

|pk )
CLII’

for i =0 or 1 then return 1;
if Link (|pk tpk, info'™_, item, (Mo, Xo), (Ml,Zl)) then return 1;

return 0;

item, M;, Ei) =0 for i =0 or 1 then return 1;

|pk ’

Fig. 1: The experiment for defining correctness.
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Anonymity. An ARS is anonymous if for any PPT adversary, it is infeasible to
distinguish between two reviews produced by two honest reviewers (upkg, upk;)
of its choice. Below, we only consider the case where the adversary can query
the oracle AnonChal, once for simplicity.

anon

Definition B.2 (Anonymity). An ARS is anonymous if we have Advage 4(n)
= |Pr [Expir}fsnj(n) =1] —Pr [ExpaAr;{’Snj(n) = 1]| = negl(n) for any PPT adver-
sary A involved in the experiment defined in Figure 2.

anon-b

Experiment Expags 1 (n)
pp < RepSetup(1™); HUL, HSSKL, CL, SL := ;
(tpk, tsk) < TMgen(pp);
d < A{AddU, SndToU, AnonChaly, OSign, OTrace} (pp, tpk);
if |CL| # 1 then return 0;
return d;

Fig. 2: The experiment for defining anonymity.

Remark B.1 (Multi-challenge security). We can consider the definition that al-
lows an adversary to query the challenge oracle multiple times. In such a case, the
following trivial attacks need to be avoided: Let (ipk, upkg, upky,item, M, %) €
CL. If 3(ipk, upkg, upk},item, M’, X') € CL s.t. {upkg, upk, } N {upkg, upk}} # 0,
then we can identify the challenge bit b by the Link algorithm. In the security
definition where we prevent the above attacks from occurring, an adversary must
choose a new pair of two honest users every time querying the challenge oracle,
S0 it is easy to reduce the multi-challenge security to the single challenge security
via a simple hybrid argument.

Non-Frameability. An ARS is non-frameable if for any PPT adversary, it is
infeasible to forge a valid review that traces or links to an uncorrupted user.

Definition B.3 (Non-Frameability). An ARS is non-frameable if we have
Ade"F{‘S'f:jme(n) = Pr {Exp/’&"%fﬁme(n) = 1} = negl(n) for any PPT adversary A

inwvolved in the following experiment.
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Experiment Epo‘}{‘S"fj”f(Al’Az)(n)
pp < RepSetup(1™); HUL, HSSKL, SL := ();
(st, tpk) «+ A1 (pp)
(ipk, info, upk, item, M, X ITtrace) < A2 {AddU, SndToU, OSign} (st);
if upk ¢ HUL then return 0;
if Verify(ipk, tpk, info, item, M, X) = 0 or (—, ipk, upk, item, M, X) € SL then
return 0;
if 3(—, ipk, upk, item, M’; X') € SL
s.t. Link(ipk, tpk, info, item, (M, ), (M’, X)) = 1 then return 1;
if Judge(ipk, tpk, info, item, M, X, upk, ITtrace) = 1 then return 1;
return 0;

Fig. 3: The experiment for defining non-frameability.

Traceability. Traceability ensures that the (honest) manager of an ARS is always
able to trace an active user who produces a valid signature. In the following, we
give the definition of traceability for a single honest key issuer. The case where
the adversary can add multiple key issuers is implied by the single honest key
issuer case by a union bound.

Definition B.4 (Traceability). An ARS is traceable if we have Advags 4(n) :=
Pr[Expars 4(n) = 1] = negl(n) for any PPT adversary A involved in the follow-
ing experiment. 12

Experiment EpraRC; a(n)
pp < RepSetup(1™); HKIL, IsActive := (;
(tpk, tsk) <~ TMgen(pp);
(info, item, M, X) <— A {AddKI, SndToKI, RevUser, RtrKIReg} (pp, tpk, tsk);
if |HKIL| # 1 then return 0;
{ipk} := HKIL;
if Verify(ipk, tpk, info, item, M, ') = 0 then return 0;
(upk, ITrace) < Trace(ipk, tpk, tsk, info, item, M, X);
Let t be the epoch included in info;
if ¢ ¢ IsActive[ipk][item][upk] then return 1;
if Judge(ipk, tpk, info,item, M, X, upk, ITtsce) = 0 then return 1;
return 0;

Fig. 4: The experiment for defining traceability.

Unforgeability. Unforgeability ensures that an adversary cannot forge a valid
review for an item as an active member managed by an (honest) key issuer.

12 Note that in the traceability game, we allow A to get the (honestly) generated
tracing secret key tsk, but not to choose tsk maliciously. If we allow an adversary
to choose the key of TM maliciously, it can win the game trivially by choosing just
(tpk, tsk) = (L, L) since the algorithm Judge always outputs 0 in this case.
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Similar to the definition of traceability, we give the definition of unforgeability
for a (single) honest key issuer.

Definition B.5 (Unforgeability). An ARS is unforgeable if we have AdergS’A
(n) := Pr[EpoT{S,A(n) = 1] = negl(n) for any PPT adversary A involved in the
following experiment.

Experiment Exp;'\'f{S’A(n)
pp < RepSetup(1™); HKIL, IsActive := 0;
(tpk, info, item, M, X, upk, ITtrace) + A {AddKI, SndToKI, RevUser, RtrKIReg} (pp);
if [HKIL| # 1 then return 0;
{ipk} := HKIL;
if Verify(ipk, tpk, info,item, M, X) = 0
or Judge(ipk, tpk, info,item, M, X', upk, IITiacc.) = 0 then return 0;
Let ¢ be the epoch included in info;
if t ¢ IsActive[ipk][item][upk] then return 1;
return 0;

Fig. 5: The experiment for defining unforgeability.

Tracing Soundness. An ARS has tracing soundness if for any PPT adversary, it
is infeasible to output a review that traces back to two different reviewers.

Definition B.6 (Tracing Soundness). An ARS is tracing-sound if we have
AdeaRcse’jc’“"d (n) = Pr[EpraRC;jo“"d(n) = 1] = negl(n) for any PPT adversary A
inwvolved in the following experiment.

Experiment Expias " (n)

pp < RepSetup(1™);

(ipk, tpk, info, item, M, X {upk,, IITrace,i }i=0,1) < A(pp);

if Verify(ipk, tpk, info, item, M, X) = 0 then return 0;

if upk, = upk; then return 0;

if Judge(ipk, tpk, info, item, M, X', upk,, ITtrace;) = 0 for ¢ = 0 or 1 then return 0;
return 1;

Fig. 6: The experiment for defining tracing-soundness.

Public-Linkability. An ARS is linkable if for any (possibly inefficient) adversary,
it is infeasible to output two reviews for the same item that trace to the same
user but does not link. This should hold even if the adversary can choose the
keys of SM and TM and the secret keys of key issuers.

Deﬁnitiqn B.7 (Public-L'}nl_{ability). An ARS is public-linkable if we have
Advzl;(bsl'j'"k(n) = Pr[ExppAl,’?bsl,'jmk(n) = 1] = negl(n) for any PPT adversary A
inwvolved in the following experiment.
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Experiment Expilabslifzi"k(n)

pp < RepSetup(1™);

(ipk, tpk, info, item, upk, {M;, X;, IITrace,i }i=0,1) < A(pp);

if Verify(ipk, tpk, info, item, M;, X;) = 0 for ¢ = 0 or 1 then return 0;

if Judge(ipk, tpk, info, item, M;, X, upk, IIrace;) = 0 for ¢ = 0 or 1 then return 0;
if Link(ipk, tpk, info, item, (Mg, Xo), (M1, X1)) = 1 then return 0;

return 1;

Fig. 7: The experiment for defining public-linkability.

C Relation between Membership Privacy and Purchase
Privacy

C.1 Definition of Membership Privacy [3]

Firstly, we introduce the helpful oracles for defining BHS-PP in the same way
as Section B.1.

OSign;ok, upk, (iPk, infolP* upk, item, M) : It outputs L if (—, upk, —, item, —, —) €
CL or (—, —,upk,item, —, —) € CL. Otherwise, it works in the same way as

OSign(ipk, infol™*, upk, item, M).

RevUser*(R) : It outputs L if upk, € R or upk; € R. Otherwise, it works in the
same way as RevUser(R).

PrivChaly upk,,upk, (ipk, info”™, item, M) : It works as the same way as OSign(ipk,
info™, upk,, item, M) except that it updates CL < CLU{(ipk, upky, upk,, item,
M, X))} instead of updating SL.

Next, we introduce the definition of BHS-PP. Note that we consider the
definition that allows an adversary to query the challenge oracle only one time.
However, the advantage of an adversary in breaking the scheme with multiple
challenge queries can be upper bounded by a function of the advantage of an
adversary of comparable resources in breaking the scheme with single challenge
query via a simple hybrid argument.

Definition C.1 (BHS-PP). An ARS satisfies BHS-PP security if we have
)Pr[Expzr;;‘;’zo(n) =1]— Pr[Epr'S;’E(l(n) =1]| = negl(n) for any PPT adver-
sary A = (A1, A2) involved in the following experiment.

C.2 Construction

We modify an ARS scheme to have at least one (dummy) member for each
item. Let ARS = (RepSetup, Klgen, TMgen, UKgen, (Join, Issue), RevokeUser, Sign,
Verify, Link, Trace, Judge). ARS’ is constructed as follows:
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Experiment Expz};;’i{i( Ay A0 (1)
pp < RepSetup(1™); HUL, HSSKL, CL, SL, IsActive := {;
(ipk, isk, regi?, TP¥) < Klgen(pp); HKIL := {ipk};
(tpk, tsk) <— TMgen(pp);

. AddU, SndToKI, SndToKIU, . ok .
(St7 upkO: Upk17 'tem) A Al { OSlgn, OTrace, RevUser* } (pp7 ka, tpk:H )7
if {upky, upk,} € HUL or HSSKL[ipk][upk,][item] # L
or HSSKL[ipk][upk,][item] # L then return 0;

ok . i Join(upk,, usks, ipk, item)
k |;?k f ipk 13 » PR VAl . .
(ssk, (regyi", info’t,)) Issue(ipk, isk, regl>, info™, upk,, item, TP¥) /”

SndToKI, OSigngy. upk, - OTrace, ( o cipk ).
d Az { RevUser™, PrivChaly upk, ,upk, st mfo”l)’
if |CL| # 1 then return 0;

return d;

Fig.8: The experiment for defining BHS-PP security.

Klgen'(pp) : It first runs (ipk, isk, regEk,]Iipk) < Klgen(pp). Then, it generates a
dummy user (upk’, usk”) <— UKgen(1™). Finally, it outputs (ipk’, isk’, reg:fi’k,7 Pk
< ((ipk, upk”), (isk, usk’), regL‘i’k, [Pk,

(Join’ (upk, usk, ipk’, item), Issue’(ipk’, isk’, reglizk/7 im‘oiepk/7 upk, item, TPX)) : Tt first
checks if infoitpk/ contains ¢t = 0. If so, it makes the user join the group by
running (Join(upk’, usk’, ipk, item), Issue(ipk, isk, regL‘?k/, im‘oio"’k/7 upk’, item, IP<))
where (ipk,upk’) < ipk’ and (isk,usk’) < isk’. Then, it runs (ssk,(regL’?kl,
infoizpk/)) + (Join(upk, usk, ipk, item), Issue(ipk, isk, regL‘?k/, infoilpk/, upk, item, TPX)).
Otherwise, it runs as the same algorithm as (Join, Issue).

The other algorithms (RepSetup’, TMgen’, UKgen’, RevokeUser’, Sign’, Verify’, Link’,
Trace’, Judge') are the same as ARS except that if the algorithm takes ipk” (resp.,
isk’), then it first parses (ipk, upk’) < ipk’ (resp., (isk,usk’) < isk’) and runs the
corresponding algorithm of ARS that takes as input ipk (resp., isk) instead of
ipk’ (resp., isk’).

C.3 Proof of Theorem 4.1

Proof. Let us fix a PPT adversary A attacking the BHS join privacy of ARS'
and the value of the security parameter n. The attack game used to define the
BHS join privacy is defined in Figure 8. Let Gamey be the original attack game,
To be the event that A’ outputs 1 in Gameg. Our overall strategy for the proof
is as follows. We shall define a sequence Gameyg, ..., Games of modified attack
games. Each of the games Gamey, ..., Games operates on the same underlying
probability space. For any 1 <1i < 5, we let T; be the event that A’ outputs 1 in
Game;. Our strategy is to show that for 0 <4 < 4, the quantity | Pr[T;]—Pr[T;41]]
is negligible.
The sequence of games Gamey, ..., Games is as follows.
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Gamey : This is the same game as Expf\%‘,’f’j (n) in Figure 8, i.e., Pr[ExpiE;,’f’ﬁ (n)
= 1] = Pr[Ty].

Gamey : In this game, it aborts if AddU returns | when A’ queries AddU. Other
operations are the same as Gamey.

Games : In this game, it returns X’ for each query to PrivChalg upk,,upk, from
A’ where X’ < Sign(ipk, tpk, ssk’, infoitpk7 item, M). Other operations are the
same as Game;.

Games : In this game, it runs the (Join’, Issue’) protocol between upk; and Kl
instead of the protocol between upk, and Kl. Other operations are the same
as Game,.

Gamey : In this game, it returns Xy for each query to PrivChalg upk, upk, from
A’ where Xy < Sign(ipk, tpk, ssky, infoipk, item, M). We note that ssky is the
output of Join’ when it runs (Join’,Issue’) protocol between upk, and KI.
Other operations are the same as Games.

Games : In this game, it continues even if AddU returns | when A’ queries
AddU. Other operations are the same as Game4. Now, this is the same game

as Exp/t;}s;”p;‘l, (n) in Figure 8, i.e, Pr [Expiﬁé‘,’f’; (n) = 1| = Pr[Ts].

Let us analyze the success probabilities. Firstly, we can ignore the probabil-
ity that AddU’ returns L since the entropy of the output space of the UKgen
algorithm is sufficiently large w.l.0.g.'®> Therefore,

| Pr[To] — Pr[T1]| = negl(n), (1)
| Pr[Ty] — Pr[T5]| = negl(n). (2)
Secondly, any difference between these games Game; and Game; yields a PPT

algorithm that distinguishes two signatures generated by the honest user and
the dummy user, respectively. More precisely, we have the following;:

Lemma C.1. There exists a PPT algorithm A such that
| Pr[Ty] — Pr[T3]| < Advags, 4(n)- ®3)

Detailed proof of this lemma is provided in the supplemental material C.4. We
can say the same thing about the difference between these two games Games
and Game,. More precisely, we have the following:

Lemma C.2. There exists a PPT algorithm A such that
| Pr[T5] — Pr[T4]| < Advags, 4(n)- (4)

The proof of this lemma is almost identical to the proof of Lemma C.1 .

Finally, we analyze the difference between the success probabilities of the two
games Gamey and Games. Since ARS satisfies the purchase privacy, we have the
following facts:

13 We assume that each user has its own unique key. Therefore, if the entropy is small,
then the secret key corresponding to upk possibly leak.
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- info'tpﬁ1 generated by Issue; does not depend on upk,, or upkj, i.e., the challenge
bit of the game. In addition, A" cannot get any information about messages
p1, p2, updated regL‘i’k, and the output of the Join algorithm ssk.

- no info'ﬁt1 obtained by querying to the RevUser oracle depends on upk, or upk;
since A’ is not allowed to revoke them.

Therefore, two games Gamey and Gameg proceed identically until the following
event F' occurs: A} receives a signature of the user upk, or upk; chosen by
Al Thus, we have |Pr[T,] — Pr[T3]| < Pr[F] . In addition, the event F' never
occurs since the signing oracle OSigny ok, returns L and the challenge oracle
PrivChaly upk,,upk, Teturns a signature of the dummy user. Therefore, we have

Pr[T3] = Pr[T3]. (5)

Theorem 4.1 now follows immediately from (1) - (5).

C.4 Proof of Lemma C.1

Proof. We assume that there exists a PPT adversary A’ = (A}, A)) that makes
the probability | Pr[T}] — Pr[T3]| non-negligible in the security parameter. Then,
we can construct another PPT adversary A attacking the anonymity of ARS with
success probability | Pr[T1] — Pr[T3]|, which implies this lemma. The description
of A is as follows. _

A, given (pp,tpk), computes (ipk, isk, reg>, ") « Klgen(pp), generates a
dummy user by querying AddU(), receives the dummy user’s public key upk’,
and sets ipk’ + (ipk, upk’), regik‘?k/ — regL‘?k, [Pk TPk HKIL' := {ipk'}, and
HUL', HSSKL', CL’, SL’, IsActive’ = (). Then, A runs A’ (pp, ipk’, tpk, IPK'). A re-
sponds for each of queries from A] as follows:

- For each query to AddU(), A similarly queries AddU. If AddU outputs L to
A, then it aborts. Otherwise, A returns the received upk to A} and adds
HUL’ + HUL' U {upk}.

- For each query to SndToKI(ipk’, upk,item), A returns L if ipk’ ¢ HKIL". Oth-
erwise, it runs (A, Issue’ (ipk’, isk, reg/P 7im‘o'tﬁc’pkkr ,upk, item)). Then, A updates

IsActive’ [ipk’] [item][upk] = [0, 0] and returns infoit’i’pkk/+1 included in the output

cur

of the Issue’ algorithm.
- For each query to SndToKIU(ip_k',upk, item), A returns L if ipk’ ¢ HKIL" or
upk ¢ HUL'. Otherwise, in case tPX = 0, A first queries SndToU(ipk, upk’, item),

cur
where (ipk, upk’) < ipk’. Then, A queries SndToU(ipk, upk, item), where A plays
the role of the honest key issuer, i.e., Issue(ipk, isk, regL’?k 7im‘o't'?pkk7

where isk is the secret key corresponding to ipk. Then, A updates IsActive’[ipk’]

upk, item),

[item]{upk] = [0, 0], and returns infolﬁ’:ﬁ;l included in the output of the Issue

cur

algorithm.
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ipk’
o

(isk, R, regLF;k/, infoitﬁ’:(kl,), where (ipk, —) <« ipk’ and isk is the secret key corre-

sponding to ipk. Then, it updates IsActive’[ipk] [item][upk] = [0, ¢PK] for all

upk € R and item € [P such that _IsActive’[ipk'][item] [upk] = [0, o0].
- For each query to OSign(ipk’,info , upk,item, M), A parses (ipk, —) < ipk’,

- For each query to RevUser(R), A computes (regL‘i’k', info 1) < RevokeUser

queries OSign(ipk, infoitpk/, upk, item, M), and receives X. Then, A updates SL" <

SL" U {(t,ipk’, upk,item, M, )} and returns X to A}, where ¢ is included in

infoitpk/.

- For each query to OTrace(ipk’, item, info, M, X), A parses (ipk, —) <« ipk’, queries
OTrace(ipk, item, info, M, ), and receives (upk, ITtrace). Then, A returns (upk,
HTrace) to All

When A} outputs (st, upkg, upky,item) and terminates, A outputs 0 and termi-
nates if {upkg,upk,} ¢ HUL" or HSSKL'[ipk’][upk,][item] # L or HSSKL'[ipk]
[upk,][item] # L. Otherwise, A queries SndToU(ipk, upkg, item) and runs A% (st,
ipk’

ipk/
teur

- For each of queries to AddU, SndToKI, SndToKIU, RevUser, A similarly makes

each response to Aj the same way it does for each of queries from Aj.
- For each query to PrivChaly upk,,upk, (ipk’, info"i)pkk, ,item, M), A queries AnonChal,

tcur

infoh?,). A responds for each of queries from A} as follows:

(ipk, infoitpk7 upkg, upk’, item, M). If A receives L, then it returns L to Aj. Oth-
erwise, A receives X, so it updates CL' +— CL" U {(ipk’, upkg, upky, item, M, 2)}
and returns X to Aj.

- For each query to OSign

*
upkg ,upky

(ipk’, info;pk/, upk, item, M), A outputs 0 if upk =
upkg or upk = upk,. Otherwise, A queries OSign(ipk, infoka/, upk, item, M) and
receives X, where (ipk,—) < ipk’. Then, it returns X to A5 and updates
SL' « SL" U {(t,ipk’, upk, item, M, X)}, where t is included in info® .

- For each query to OTrace(ipk’,item,info,M, ), A returns L if 3(ipk’, —, —,
item,M, X)) € CL'. Otherwise, it parses (ipk,—) < ipk’, queries OTrace(ipk,
item, info, M, X), and receives (upk, IItrace). Then, A returns (upk, [I1ace) to
Al

When A) outputs d and terminates, A outputs d and terminates.

The above completes the description of A. Note that A perfectly simulates
Game; (resp., Games) in case the challenge bit b = 0 (resp., b = 1) for A’ since
A’ receives a signature generated by upk, (resp., upk’) from the query to the
PrivChalg upk,,upk, oracle. Therefore, we have | Pr[T1] — Pr[T3]| < Advags 4(n).

D Security Proofs of Our Generic Construction

D.1 Proof of Theorem 5.2

Proof. '* Let us fix a PPT adversary A attacking anonymity of the ARS and the
value of the security parameter n. The attack game used to define anonymity

4 We would like to thank [19] since we referred it well to complete this proof.
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is defined in Figure 2. Let Gameg be the original attack game, where b is the
challenge bit, and let T{ be the event that A outputs 1 in the Gamef,. Our overall
strategy for the proof is as follows. We shall define a sequence Ga meg7 ..., Ga meg
of modified attack games. Each of the games Gameg7 - Gameg operates on the
same underlying probability space. For any 1 < i < 3, we let Tib be the event
that A outputs 1 in the Gameé’. Our strategy is to show that for 0 < ¢ < 2
and b € {0,1}, the quantity | Pr[T}] — Pr[T} ]| is negligible and the probability
| Pr[TY] — Pr[T}]] is negligible.

So that the overall structure of the proof is more transparent, we shall defer
the proofs of all lemmas to the end of the proof of the theorem.

Game?. We now modify Game) to obtain a new game Game}. These two games
are identical, except for a small modification to the RepSetup algorithm and
the OTrace oracle. Instead of using the original Trace algorithm to compute a
tracing result and its proof, we use modified algorithms, in which some steps are
replaced by as follows:

- In the RepSetup algorithm, crsy < NIZK.Setup,(1™) is replaced by (crsg, tds)
Simz(1™).

- In the Trace algorithm, ITtr.ce + NIZK.Proves(crss, Ibl, X, W) is replaced by
Sim3(crs, tdy, Ibl, X), where Ibl < €, X < (eky, ¢y, upk), and W « tsk.

Any difference between these two games yields a PPT algorithm that distin-
guishes the real proof from the simulated proof. More precisely, we have:

Lemma D.1. There exists a PPT algorithm B such that

| Pr[T}] — Pr[T3]| < Advy, 5(n). (6)

Game}. We modify Game? to obtain a new game Gamej. These two games
are identical, except for a small modification to the RepSetup algorithm and
two oracles OSign and AnonChaly. Instead of using the original Sign algorithm
to compute signatures, we use modified algorithms, in which some steps are
replaced by as follows:

- In the RepSetup algorithm, crs; <— NIZK.Setup, (1™) is replaced by (crsy, tdy)
Simg(1™).

- In the Sign algorithm, 7 < NIZK.Prove, (crsy, Ibl, X, W) is replaced by Sim1 (crs; ,
tdy, Ibl, X), where Ibl < M, X < (C,ipk, tpk, acc, item, 7), and W < (upk, usk,
id, Tace, 0, 71.72).

Similar to the above, any difference between these two games yields a PPT algo-
rithm that distinguishes the real proof from the simulated proof. More precisely,
we have:

Lemma D.2. There exists a PPT algorithm B such that

| Pr(T3] — Pr(TY]| < Advj, 5(n). (7)
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Gameg. In the following few steps, we modify the AnonChal, oracle in Gameg
to obtain a new game Gameg. Instead of using the original Sign algorithm to
compute the target signature, we use the modified Sign algorithm described as
follows:

- ¢1 + PKE.Enc(eky, upky;r1) and ¢o + PKE.Enc(eks, upk,; r2) are replaced by
¢1 + PKE.Enc(eky, 01uP%el; 1) and ¢ + PKE.Enc(eky, 01UPkel; 1-y), respectively.

Any difference between these two games yields a PPT algorithm that distin-
guishes a ciphertext of upk, from a ciphertext of all-zero string of length equal
to that of upk,. More precisely, we have:

Lemma D.3. There exists a PPT algorithm By, Bs such that
| Pr(T3] — Pr{T3]] < 2 Adviie™s, (n) + 2 - Advig, 5, (n). (8)

Finally, we show that any difference between two games 75 and T3 yields a
PPT algorithm that distinguishes a tag computed using upk, from one computed
using upk;. More precisely:

Lemma D.4. There exists a PPT algorithm B such that
-ind
| Pr{IY] — PA{T]| < AV (n). (9)
Theorem 5.2 now follows immediately from (6)-(9).

Proofs of Lemmas.

To complete the proof of Theorem 5.2, we now present the proofs of Lemmata D.1
to D.4. In all proofs except the last one, we fix the challenge bit b.

Proof of Lemma D.1.

Proof. Assume that there exists a PPT adversary .4 which makes the probability
| Pr[T¢] — Pr[T?]| non-negligible. Then, we can construct another PPT adversary
B that breaks the zero-knowledge property of II; with non-negligible probability,
which implies the lemma. The description of B is as follows.

B initially receives crsy, computes crs; < NIZK.Setup,(1™), and sets pp :=
(crsy, crsy). It also computes (tpk, tsk) <— TMgen(pp) and sets HUL, HSSKL, CL, SL
(. Then, B runs A(pp, tpk). It responds to each of queries from A as follows:

- For each of queries to AddU, SndToU, AnonChal,, OSign, and RevUser, B op-
erates the same as defined in Section B.1.

- For each query to OTrace(ipk, im‘o'tpk7 item, M, X), B outputs L if there exists
(ipk, —, —, item, M, X) € CL or Verify(ipk,tpk,infoitpk,item, M, Y) = 0. Other-
wise, it parses ((c1,¢2),7,m) < X and (dky,dke,7pke) < tsk, and computes
upk < PKE.Dec(dky,cq). If upk = L, then it outputs L. Otherwise, it sets
Ibl < €, X < (eky,cy,upk), and W « tsk. Then, B queries (Ibl,X; W) to the
challenge oracle, and receives Iyace. Finally, it returns (upk, ITtace) to A.



40 Ryuya Hayashi, Shuichi Katsumata, and Yusuke Sakai

When A outputs & and terminates, B outputs 0 if |CL| # 1 or there exists
(ipk, upk;,item, —, —) € SL for ¢ = 0 or 1, where (ipk, upky, upk,,item, M, X}) <
CL. Otherwise, B outputs b’ and terminates.

The above completes the description of B. If crsy is generated by the NIZK.
Setup, (resp., Simg) algorithm and B accesses the NIZK.Provey (resp., Sim])
oracle, then B perfectly simulates Gameg (resp., Game}{) for A. Therefore, we
have | Pr[T] — Pr[T?]| = Advy, s(n).

Proof of Lemma D.2.

Proof. Assume that there exists a PPT adversary A which makes the probability
| Pr[T%] — Pr[T?]| non-negligible. Then, we can construct another PPT adversary
B that breaks the zero-knowledge property of II; with non-negligible probability,
which implies the lemma. The description of B is as follows.

B initially receives crs;, computes (crsq,tds) Sim%(l"), and sets pp :=
(crsy, crsy). It also computes (tpk,tsk) « TMgen(pp) and sets HUL, HSSKL, CL,
SL = (. Then, B runs A(pp, tpk). It responds to each of queries from A as follows:

- For each of queries to AddU, SndToU, and RevUser, B operates the same as
defined in Section B.1.

- For each query to OSign(ipk, info, upk, item, M), B makes a response as follows:
Check: Return L if ssk = 1 where ssk +— HSSKL[ipk][upk][item]. Otherwise,

continue.

Compute C = (c¢1,¢2): Choose r; and ro uniform randomly, then compute
¢y < PKE.Enc(eky, upk;r1) and ¢y < PKE.Enc(eka, upk;rs).

Compute 7: Compute 7 + LIT.Tag(usk, (ipk, item)), where (upk, usk, id, wit;q,
) + ssk.

Compute i Compute maee ¢ ACC.Prove(pp,.., auXace, id, witiq), where pp, .
+ ipk and (t,acc, auxaec, o) < info.

Query: Set Ibl + M, X « (C,ipk,tpk,acc,item,7), and W <« (upk,usk,
id, Tace, 0,71, 72). Then, send (Ibl, X, W) to the challenger for zero-knowledge
of II;, and receive .

Finally, it returns (C, 7, 7) to A.

- For each query to OTrace(ipk, infoitpk7 item, M, X), B operates the same as de-
fined in Section B.1 except that it returns a simulated proof instead of a real
proof. .

- For each query to AnonChaly(ipk,infol™* upk, upk;,item, M), B makes a re-
sponse as follows:

Check: Return L if ssk; = L where ssk; <= HSSKL[ipk][upk;][item] for ¢ = 0
or 1. Otherwise, continue.

Compute C = (c1,c2): Choose 1 and 79 uniform randomly, compute ¢;
PKE.Enc(eky, upky; r1) and co < PKE.Enc(eka, upky; ra2).

Compute 7,: Compute 7 < LIT.Tag(usky, (ipk,item)), where (upky, usky, idp,
Witidba Gb) < sskp.

Compute Taecp: Compute Tace,p — ACC.Prove(pp,ec, aUXacc, idp, Witig, ), where

PPacc < ipk and (t7 acc,aUXach) — infoitpk.
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Query: Set Ibl + M, X « (C,ipk,tpk,acc,item, 75), and W <« (upk,, uskp,
idp, Tace.b, O, 71, 2). Then, send (Ibl, X, W) to the challenger for zero-knowledge
of I, and receive 7.

Finally, it returns (C, 7, 7) to A.

When A outputs b’ and terminates, B outputs 0 and terminates if |CL| # 1 or
there exists (ipk, upk;,item, —, —) € SL for ¢ = 0 or 1, where (ipk, upkg, upky, item,
M, Xp) < CL. Otherwise, B outputs ' and terminates.

The above completes the description of B. If crs; is generated by the NIZK.
Setup; (resp., Simé) algorithm and B accesses the NIZK.Prove; (resp., Simj)
oracle, then B perfectly simulates Game! (resp., Game}) for A. Therefore, we
have | Pr[T?] — Pr[TY]| = Advis, (n).

Proof of Lemma D.3.

Proof. We use the Naor-Yung paradigm [33] to prove this lemma. In particular,
we consider the following three different games, and informal descriptions are as
follows:

- Game)_;: Like Game} except that ¢y is computed as an encryption of 0lUPke!,
- Gameg_Q: Like Gameg_1 except decrypt co using dko instead of ¢; using dkj.
- Gameg_3: Like Gameg_2 except that c; is computed as an encryption of 0l'Pks!,

Let TY,,T%,, T2, denote the event that A outputs 1 in the Gameb ,, Game},,
Game, 5, respectively. Note that Game} is like Game_; except use dk; to de-
crypt instead of dke. We show at each step, with the construction of each new
game, that the ability of the adversary to distinguish between the two games is
negligible.

Firstly, we show there exists a PPT algorithm B; such that | Pr[T¢]—Pr[T% ]| <
Advgﬂgf’gl. Assume that there exists a PPT adversary A which makes the prob-
ability | Pr[T%] — Pr[T%,]| non-negligible. Then, we can construct another PPT
adversary By against the IND-CPA security of PKE. The description of B; is as
follows.

By initially receives ek, computes (ekq,dk;) < PKE.KG(1™), (crsy,tdy) <
Simg(1™) and (crsy, tds)  Sim3(1™), and sets tpk := (eky, ekz), pp := (crsy, crsy)
and HUL, HSSKL, CL,SL = (. Then, B; runs A(pp,tpk). It responds to each of
queries from A as follows:

- For each of queries to AddU and SndToU, By operates the same as defined in
Section B.1.

- For each of queries to OSign and OTrace, By operates the same as defined in
Section B.1 except that it contains a simulated proof instead of a real proof.

- For each query to AnonChaly(ipk, info, upk, upky, item, M), B; makes a response
as follows:
Check: Return L if ssk; = | where ssk; «— HSSKL[ipk][upk;][item] for ¢ = 0

or 1. Otherwise, continue.
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Query: Compute ¢; + PKE.Enc(eky,upk;) and set mg < upk, and my «
0luPkol. Then, send (mg,m1) to the challenger for the IND-CPA security of
PKE, receive ¢*, and set C* + (¢, ¢*).

Compute 7,: Compute 73, < LIT.Tag(usky, (ipk, item)), where (upk,, usky, wit,)
< sskp.

Compute 7: Compute 7 « Simj(crs;, tdi, M, X), where (,acc, auxaec, o)
info and X < (C*,ipk, tpk, acc, item, 7).

Finally, it returns (C*,7,7) to A.

When A outputs b and terminates, By outputs 0 and terminates if |CL| # 1 or
there exists (ipk, upk;,item, —, —) € SL for ¢ = 0 or 1, where (ipk, upkg, upky, item,
M, X)) < CL. Otherwise, By outputs b’ and terminates.

The above completes the description of B;. Let d be the challenge bit for B,
in the IND-CPA security game. If d = 0, ¢* is represented as ¢* +— PKE.Enc(eka,
upk;). On the other hand, if d = 1, ¢* is represented as ¢* < PKE.Enc(eky, 0/uPks).
We note that in both games, B; need not to know dks for responding to a query
to the OTrace oracle. Thus, By perfectly simulates Game if d = 0 and Game) ,
if d = 1, respectively. Therefore, we have | Pr[T%] — Pr[T%,]| = Advgﬂ'ﬂ; (n).

Secondly, we show there exists a PPT algorithm By such that |Pr[T% ;] —
Pr[T%,]| < Advy, s, Let fake be the event in the Game)_, that the adversary
queries OTrace(ipk, item, info, M, X') such that PKE.Dec(dky, ¢;) # PKE.Dec(dks, c2)
but Verify(ipk, tpk, info,item, M, X) = 1, where ((¢1,¢2), —, —) « X. Since the
adversary’s views in the Games ; and the Gameg_s are identical until the event
fake occurs, we have | Pr[T% ] — Pr[T%,]| < Prl[fake]. Thus, it is enough to show
Prlfake] < Advy, g,

We first modify the game slightly as follows. In the RepSetup algorithm, we
compute (crs;,tdy,€) « SimExtj(17) instead of crs; < NIZK.Setup, (1"). Note
that its affects nothing about the probability A wins.

Assume that there exists a PPT adversary A which makes the probabil-
ity Pr[fake] non-negligible. Then, we can construct another PPT adversary Bs
against the simulation-extractability of I1;. The description of Bs is as follows.

Bo initially receives crs;, computes (eky,dk;) < PKE.KG(1™), (eks,dks) +
PKE.KG(1™) and (crsa, tda) « Sim%(l")7 and sets tpk := (eky,eka), pp := (crsq,
crse) and HUL, HSSKL, CL,SL = @. Then, Bs runs A(pp, tpk). It responds to each
of queries from A as follows:

- For each of queries to AddU, SndToU, and AnonChaly, B operates the same
way as B1 does in the above.

- For each query to OSign(ipk, info, upk, item, M), By computes (C, T, Tacc) in the
same as defined in Section B.1, queries (M, (C,ipk,tpk,acc,item, 7)) to the
Sim% oracle, where (t,acc, auXacc, 0acc) < info, and receives a proof 7. Finally,
it returns (C, 7, 7) to A.

- For each query to OTrace(ipk, info, item, M, X), B makes a response as follows.
If the event fake occurs, then B outputs (M, (C, ipk, tpk, acc, item, 7), 77), where
(C,7,7) + X. Otherwise, Bs returns the same as defined in Section B.1 except
that it contains a simulated proof that By can obtain by querying the Sim}
oracle, instead of a real proof.
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When A outputs b’ and terminates, B> outputs 0 and terminates.

The above completes the description of By. Let W < SimExt; (crsy, £, M, X, 7),
where X < (C, ipk, tpk, acc, item, 7). We note that the event fake occurs, (X, W) ¢
p1 A NIZK Verify(crsi, M, X, T) = 1 since we clearly have X ¢ L, , where L, =
{X]3IW; (X, W) € p1}. We need to show (M, X,7) ¢ Ls, where Lg is the list of
queries and responses to Sim;. A possibly gets a simulated proof 7 via querying
to the OSign or AnonChal, oracle. However, in case Bs queries a statement X to
the OSign oracle and it returns 7, we always have X € L,,, thus the event fake
never occurs. In addition, 7 is never included in a response from a query to the
AnonChal, oracle since all responds from the AnonChal, oracle are included in
CL and the OTrace oracle returns L if there exists (ipk, —, —,item, M, X) € CL.
Therefore, we have Pr[fake] < Advy, 5, (n).

Thirdly, we show there exists a PPT algorithm B; such that | Pr[T?%,] —
Pr[T%,]| < Adv',fl‘i'ch’gg. Assume that there exists a PPT adversary A which makes

the probability | Pr[T¥,] — Pr[T¥ 5]| non-negligible. Then, we can construct an-
other PPT adversary Bs against the IND-CPA security of PKE. The description
of Bs is as follows.

B3 initially receives ek;, computes (ekq,dks) + PKE.KG(1™), (crsi,tdy) «
Simg(1™) and (crsy, tds) + Sim3(1™), and sets tpk := (eky, eks), pp := (crsy, crsy)
and HUL, HSSKL, CL,SL = . Then, B3 runs A(pp, tpk). It responds to each of
queries from A as follows:

- For each of queries to AddU, SndToU, OSign, and OTrace, B3 operates the same
way as B does in the above.

- For each query to AnonChal,(ipk, info, upk, upky, item, M), Bs makes a response
as follows:

Check: Return L if ssk; = L where ssk; <= HSSKL[ipk][upk;][item] for ¢ = 0
or 1. Otherwise, continue.

Query: Compute ¢y < PKE.Enc(eks, upk,) and set mg < upk, and my +
0luPksl. Then, send (mg,m1) to the challenger for the IND-CPA security of
PKE, receive c*, and set C* < (c*, c2).

Compute 7,: Compute 7, < LIT.Tag(usky, {ipk, item)), where (upky, usky, idp,
Witidba Gb) < sskp.

Compute 7: Compute 7 < Sim}(crsl,tdl,M,X), where X «+ (C*,ipk, tpk,
acc, item, 7), where (¢, acc, auxacc, Oacc) — info.

Finally, it returns (C*, 7,7) to A.

When A outputs &’ and terminates, B3 outputs 0 and terminates if |CL| # 1 or
there exists (ipk, upk;,item, —, —) € SL for ¢ = 0 or 1, where (ipk, upkg, upky, item,
M, 3%) + CL. Otherwise, B3 outputs b’ and terminates.

The above completes the description of Bs3. Let d be the challenge bit for B
in the IND-CPA security game. If d = 0, ¢* is represented as ¢* < PKE.Enc(eky,
upky). On the other hand, if d = 1, ¢* is represented as ¢* < PKE.Enc(eky, 0/UPksl).
We note that in both games, Bs need not to know dk; for responding to a query
to the OTrace oracle. Thus, Bs perfectly simulates Game) , if d = 0 and Game) ,

if d = 1, respectively. Therefore, we have | Pr[T4,] — Pr[T%,]| = Adv?ﬂé‘?g (n).
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Finally, we show there exists a PPT algorithm B, such that |Pr[T¥%,] —
Pr[T]] < Advig, s,- As in the proof of indistinguishability between Gamej
and Gameg_Q, let fake' be the event in the Gameg that the adversary queries
OTrace(ipk, item, info, M, ') such that PKE.Dec(dky,c1) # PKE.Dec(dks, co) but
Verify(ipk, tpk, info, item, M, X) = 1, where ((c1,c2), —, —) + X. Since the adver-
sary’s views in the Games.3 and the Games are identical until the event fake’
occurs, we have |Pr[T3,] — Pr[T3]| < Prlfake’]. Thus, it is enough to show
Pr[fake’] < Advy, g,- We follow the same way to construct By as seen in the
above.

We first modify the game slightly as follows. In the RepSetup algorithm, we
compute (crs;,tdy,€) « SimExtj(17) instead of crs; <— NIZK.Setup, (1"). Note
that its affects nothing about the probability A wins.

Assume that there exists a PPT adversary A which makes the probabil-
ity Pr[fake’] non-negligible. Then, we can construct another PPT adversary By
against the simulation-extractability of II;. The description of B, is as follows.

B, initially receives crs;, computes (eky,dky) < PKE.KG(1™), (ekz,dks) «
PKE.KG(1™) and (crsy,tdy) Sim%(l"), and sets tpk := (eky, eks), pp := (crsy,
crse) and HUL, HSSKL, CL, SL = . Then, B4 runs A(pp, tpk). It responds to each
of queries from A as follows:

- For each of queries to AddU, SndToU, and AnonChaly, B4 operates the same
way as Bs does in the above.

- For each query to OSign(ipk, info, upk, item, M), B4 computes (C, 7, Tacc) in the
same as defined in Section B.1, queries (M, (C,ipk,tpk,acc,item, 7)) to the
Sim% oracle, where (¢, acc, auXacc, 0acc) < info, and receives a proof 7. Finally,
it returns (C, 7, 7) to A.

- For each query to OTrace(ipk, info, item, M, X), B, makes a response as follows.
If the event fake occurs, then B, outputs (M, (C, ipk, tpk, acc, item, 7), 77), where
(C,7,7) + X. Otherwise, B, returns the same as defined in Section B.1 except
that it contains a simulated proof that B4 can obtain by querying the Sim}
oracle, instead of a real proof.

When A outputs b’ and terminates, B4 outputs 0 and terminates.

The above completes the description of By. Let W < SimExt; (crs, £, M, X, 7),
where X < (C, ipk, tpk, acc, item, 7). We note that the event fake’ occurs, (X, W) ¢
p1 A NIZK Verify(crs;, M, X, 7) = 1 since we clearly have X ¢ L,,, where L, :=
{X| 3IW; (X, W) € p1}. We need to show (M, X, 7) ¢ Lgs, where Lg is the list of
queries and responses to Simy. A possibly gets a simulated proof 7 via querying
to the OSign or AnonChal, oracle. However, in case By queries a statement X to
the OSign oracle and it returns 7, we always have X € L,,, thus the event fake
never occurs. In addition, 7 is never included in a response from a query to the
AnonChal, oracle since all responds from the AnonChal, oracle are included in
CL and the OTrace oracle returns L if there exists (ipk, —, —,item, M, X) € CL.
Therefore, we have Pr[fake’] < Advy, 5, (n).

Proof of Lemma D.4.
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Proof. Assume that there exists a PPT adversary A which makes the probability
| Pr[T9] — Pr[T3]| non-negligible. Then, we can construct another PPT adversary
B attacking the indistinguishability of LIT. The description of B is as follows.

B initially receives (tagpk,,tagpk,), randomly chooses rpkg < {0, 1}PW ("),
computes (crsy, td;) « Simg(1™), (crsy, tds) + Sim2(17), (ek;,dk;) < PKE.KG
(1™; rpke), and (eks, dks) +— PKE.KG(1™), and sets pp := (crsy, crsq), (tpk, tsk) :=
((eky, eka), (dky,dks, rpke)), and HUL, HSSKL, CL, SL := ). Moreover, B chooses
two indexes i*, j* € [Q] uniform randomly, where @ is the number of queries to
the AddU oracle. Note that we can fix @) before running A without loss of general-
ity. Then, B sets upk;. < tagpk, and upk,. < tagpk;. We remark that 5 cannot
compute ssk;» and ssk;» since B does not know the tag secret keys (tagsky, tagsk; )
corresponding to the tag public keys (tagpk,, tagpk; ), respectively. Then, B runs
A(pp, tpk). It responds to each of queries from A as follows:

- For each of queries to SndToU, OTrace, and RevUser, B operates the same as
defined in Section B.1 with the modification for Gameg.

- For each query to AddU(), B returns tagpk, for the i*-th query and tagpk, for
the j*-th query. Other operations are the same as defined in Section B.1.

- For each query to OSign(ipk, info, upk,item, M), if upk = tagpk, (resp., upk =
tagpk, ), then B queries (0, (ipk, item)) (resp., (1, (ipk, item))) to the Off¢ oracle,
and receives a tag 7. Otherwise, B computes 7 « LIT.Tag(usk, (ipk,item)),
where usk is the secret key of the user upk. Other operations are the same as
defined in Section B.1 except that it contains a simulated proof instead of a
real proof.

- For each query to AnonChaly(ipk, info, upk, upky, item, M), B makes a response
as follows:

Check: Return L and continue if ssk; = | where ssk; <+ HSSKL[ipk][upk,][item]
for ¢ = 0 or 1. Else, output 0 and terminate if upk, # tagpk, or upk; # tagpk;.
Otherwise, continue.

Compute c¢* = (ct, ¢5): Compute ¢ < PKE.Enc(ek;, 0/“Pkol) and ¢§ + PKE.Enc
(ekg, 0luPkol). Note that we assume |upk,| = |upk,| w.l.o.g.

Query: Send (ipk,item) to the challenger for the indistinguishability of LIT,
and receives 7.

Compute 7: Compute 7 < Sim}(crsl7 tdy, M, X), where X « (c*, ipk, tpk, acc,
item, 7), where (¢, acc, auxaec, o) « info.

Finally, it returns (¢*, 7, 7) to A.

When A outputs b’ and terminates, B outputs 0 and terminates if [CL| # 1 or
3(ipk, upk;, item, —, —) € SL for ¢ = 0 or 1, where (ipk, upky, upk,,item, M, X%) «+
CL. Otherwise, B outputs b’ and terminates.

The above completes the description of B. Let d be the challenge bit for
the indistinguishability game of LIT. If upk, = tagpk, and upk, = tagpk,
and d = 0, 7 is represented as 7 = LIT.Tag(tagsk, (ipk,item)). Therefore, B
perfectly simulates Gameg for A. On the other hand, if upk, = tagpk, and
upk,; = tagpk, and d = 1, 7 is represented as 7 = LIT.Tag(tagsky, (ipk, item)).
Therefore, B perfectly simulates Ga me}l for A. Note that in both games, B never
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queries (ipk,item) from the definition of the OSign oracle. Now, the probabil-
ity that upk, = tagpk, and upk; = tagpk, hold is Q(Q — 1). Thus, we have
1/2 - |Q(Q — 1) Pr[T9] — Q(Q — 1) Pr[T}]| = Advf_ﬁ?'gd(n). Clearly, | Pr[T?] —

-ind
PrT{]| = 55— AdviT 5 ().

D.2 Proof of Theorem 5.3

Proof. Let us fix a PPT adversary A = (A1, A3) attacking non-frameability of
the ARS and the value of the security parameter n. The attack game used to
define non-frameability is defined in Figure 3. Let Gameg be the original attack
game, and let Ty be the event that A4 wins in the Gamey. Our overall strategy for
the proof is as follows. We shall define a modified attack game Game;. Then, we
separate the winning condition in Game; into two cases: As wins when it out-
puts (ipk, info, upk, item, M, X, IT1race) such that Verify(ipk, tpk, info, item, M, ) =
1 A (—,ipk, upk,item,M, X)) ¢ SL and (1) 3(—,ipk, upk,item, M’ X’) € SL s.t.
Link(ipk, tpk, info, item, (M, X), (M’, X)) = 1, or (2) Judge(ipk, tpk, info, item, M,
X, upk, IITrace) = 1. We denote T} as the event that A wins with the former
condition, and T? as the event that A wins with the latter condition. Each of
the games operates on the same underlying probability space. Our strategy is to
show that the quantity | Pr[Ty] — Pr[T3]| is negligible and Pr[T}] and Pr[T?] are
negligible, respectively.

Game;. We now modify Gamey to obtain a new game Game;. These two games
are identical, except for a small modification to the RepSetup algorithm and the
OSign oracle. Instead of using the original Sign algorithm to sign a message, we
use modified algorithms, in which some steps are replaced by as follows:

- In the RepSetup algorithm, crs; <— NIZK.Setup, (1™) is replaced by (crsy, tdy)
Sim(l)(ln).

- In the Sign algorithm, m < NIZK.Prove;(crsy, Ibl, X, W) is replaced by 7 «+
Simj (crsy, tdy, Ibl, X), where Ibl < M, X < (C, ipk, tpk, acc, item, 7), and W «
(upk, usk, id, wit, 8, ).

Any difference between these two games yields a PPT algorithm that distin-
guishes the real proof from the simulated proof. More precisely, we have:

Lemma D.5. There exists a PPT algorithm B such that
| Pr[Ty] — Pr[To]| < Advi, s(n). (10)

Proof. Assume that there exists a PPT adversary A = (A;,.A>) which makes the
probability | Pr[T;]—Pr[Tp]| non-negligible. Then, we can construct another PPT
adversary B that breaks the zero-knowledge property of I7; with non-negligible
probability, which implies the lemma. The description of B is as follows.

B initially receives crsy, computes crsg < NIZK.Setup,(1™), and sets pp :=
(crsi,crsg) and HUL,HSSKL,SL = (). Then, B runs A(pp). After B receives
(st, tpk) from Ayj, it runs As(st) It responds to each of queries from A as follows:
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- For each of queries to AddU and SndToU, B operates the same as defined in

Section B.1.

- For each query to OSign(ipk, info, upk, item, M), 3 makes a response as follows:

Check: Return L if ssk = 1 where ssk «+— HSSKL[ipk][upk][item]. Otherwise,
continue.

Compute C = (c¢1,c2): Choose r1 and 7o uniform randomly, and compute
¢1 + PKE.Enc(eky, upk;r1) and co « PKE.Enc(eks, upk;rs).

Compute 7: Compute 7 + LIT.Tag(usk, (ipk,item)), where (upk, usk, id, wit;q,
) + ssk.

Compute m,c: Compute maee  ACC.Prove(pp,., alXacc, id, witiq), where pp,.
+ ipk and (t,acc, auxacc, o) < info.

Query: Set Ibl + M, X < (Cipk, tpk, acc, item, 7), and W <« (upk, usk, id, Tacc,
0,71,72). Then, send (Ibl, X, W) to the challenger for the zero-knowledge prop-
erty of IT;, and receive .

Finally, it returns (C,7,7) to A and updates SL < SL U {(PX ipk, upk, item,

. cur?
M, X)}, where tPX is the current epoch.

When Aj outputs (ipk, info, upk, item, M; X' II1yace) and terminates, B outputs 1
and terminates if A wins. Otherwise, B outputs 0 and terminates.

The above completes the description of B. If crs; is generated by the NIZK.
Setup; (resp., Simé) algorithm and B accesses the NIZK.Prove; (resp., Simj)
oracle, then B perfectly simulates Game; (resp., Games) for A. Therefore, we
have | Pr[T1] — Pr[To]| = Advy, 5(n).

Next, we show Pr[T}] = negl(n). Beforehand, we slightly modify the game
as follows: we use SimExt = (SimExtg, SimExt;) instead of Sim;. We note that
this modification does not affect the probability A wins since SimExty out-
puts the identical distribution to Sim(l) with respect to the first two outputs.
At the end of Game;, A outputs (ipk,info,upk,item, M, ¥ ITtiace). Let X =
(C,7,7) and X = (C,ipk,tpk,acc,item, 7). Since NIZK.Verify(crs;,M,X,7) =
1 A (—,ipk, upk,item, M, ¥) ¢ SL when A wins, we can extract the witness W
such that (X, W) € p; by using the extractor SimExt. We prove that for any A4 in
Gamey, there exists such an extractor. Let Egy be the event that (X, W) ¢ pq, i.e.,
SimExt fails to extract. Clearly, we have Pr[T}] < Pr[T} A Egi] + Pr[TE A —=Egi)-
We will prove Pr[T} A Egi] = negl(n) and Pr[T} A —FEgi] = negl(n) in order.

Lemma D.6. There exists a PPT algorithm B such that
Pr[T} A Eqil] < Advyg, 5(n). (11)

Proof. Assume that there exists a PPT adversary A which causes the event T}
and FEgj. Then, we can construct another PPT adversary B that breaks the
simulation extractability of II;, which implies the lemma. The description of B
is as follows.

B initially receives crs;, computes crsg < NIZK.Setup,(1™), and sets pp :=
(crsy,crsg) and HUL,HSSKL,SL = ). Then, B runs A;(pp). After B receives
(st,tpk) from A;, it runs As(st). It responds to each of queries from A by the
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same way as the proof of Lemma D.5 except that it sends a query to the Sim;
oracle instead of the challenger for the ZK property of II; when responding to
each OSign query.

When Aj; outputs (ipk, info, upk, item, M, X, ITt.,ce) and terminates, B outputs
(M, X, 7) and terminates if A wins, where X' = (C, 7,7) and X = (C, ipk, tpk, acc,
item, 7). Otherwise, B outputs 0 and terminates.

The above completes the description of B. Let W < SimExt; (crsy, £, M, X, 7).
We note that when A wins and the event Fey occurs, (M, X, 7) ¢ Ls A (X, W) ¢
p1 A NIZK Verify(crsy, M, X, 7) = 1, where Ls is the list of queries and responses
to Simy. Therefore, we have Pr[T] A Egi] < Advy, (n).

In the following, we assume that the SimExt successfully extract the witness.
Let W = (upk®, usk™, id, macc, 8, 71, r2) be the witness extracted from the proof 7.
We further separate A’s winning condition into two cases: (i) the extracted tag
public key tagpk™ := upk® is the same as upk, i.e., tagpk™ = upk; (ii) otherwise.
We denote T;! as the event that A wins in the case (i) and T} as the event A
wins in the case (ii). Clearly, we have Pr[T{ A= FEgy] < Pr[Tll’1 A= Egil] +Pr[T11’2/\
—Egi). In the following, we show Pr[T}"' A =Egi] < poly(n) - Advtﬁsgf(n) and
Pr[Tll’2 A~ Egi] < Adv',iTTk')%"z”"d (n), respectively.

Lemma D.7. There exists a PPT algorithm B such that
Pr[T}"" A —Egi] = poly(n) - Advi ¥ 55 (n). (12)

Proof. Assume that there exists a PPT adversary A which makes the probability
Pr[T}"! A= Eg] non-negligible. Then, we can construct another PPT adversary B
that breaks the key-secrecy of LIT with non-negligible probability, which implies
the lemma. The description of B is as follows.

B, initially given tagpk, computes (crsq,tdq,&) < SimExto(1™) and crsp <«
NIZK.Setupy(1™), and sets pp := (crsy, crsg) and HUL,HSSKL,SL = (. Then, B
runs A; (pp). After B receives (st, tpk) from Ay, it runs Az (st). Let the number of
queries to AddU from A4 be K = poly(n). B randomly chooses k < [K] and sets
the k-th user’s key pair (upky, usky) (corresponding to the k-th query to AddU)
as the target, i.e., B sets upk; = tagpk and does not know usky. B responds to
each of queries from A as follows.

- For each query to AddU, B operates the same as defined in Section B.1 except
that it returns upk, for the k-th query from A.
- For each query to SndToU, B operates the same as defined in Section B.1.
- For each query to OSign(ipk, info, upk, item, M), 3 makes a response as follows:
Check: Return L if ssk = L where ssk «+— HSSKL[ipk][upk][item]. Otherwise,
continue.
Compute C = (c1,¢2): Choose r1 and 79 uniform randomly, and compute
¢y < PKE.Enc(eky, upk;r1) and ¢y < PKE.Enc(eka, upk;rs).
Compute 7: If upk = upk,, then send (ipk, item) to the tag generation oracle
Ose5» and receive 7. Otherwise, compute 7 <— LIT.Tag(usk, (ipk, item)), where
(upk, usk, wit) < ssk.
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Compute 7: Compute 7 < Simy(crsy, tdy, M, X), where X « (C, ipk, tpk, acc,
item, 7). _
Finally, B returns (C, 7, 7) to A and updates SL «- SLU{ (¢ ipk, upk, item, M,

. cur’
X))}, where tPX is the current epoch.

When As outputs (ipk, info, upk, item, M, X IT1,ce) and terminates, B outputs L
and terminates if upk # upk,. Otherwise, B parses (C,7,7) + X and computes
(upk™, usk®,id, Tacc, 8,71, 72) < SimExt; (crsq, &, M, X, ), where X < (C,ipk, tpk,
acc, item, 7). Then, BB outputs usk™ and terminates.

The above completes the description of B. By the definition of the event T11 A
= Egil, we have upk = upk® and LIT.ChkKey(upk®, usk®) = 1. The probability that
upk = upk, is 1/K. Therefore, we have Pr[T}"' A =By = K - Advtf{sgc(n).

Lemma D.8. There exists a PPT algorithm B = (By, Ba) such that
Pr[T}? A ~Egi] < Advt?-}l'-',gb“t(n) + poly(n) - Advt?-{-Sg:(n) (13)

Proof. Let (ipk, info, upk, item, M, X IT1,ace) be the output of A in Game; and usk
be the secret key corresponding to upk. Since the event Ef,j never occurs, we can
extract a witness W = (upk®, usk®*, macc, ) from the proof 7 included in X. We
divide the case into two depending on whether usk # usk™ or not. Intuitively,
in case usk = usk®, A breaks the key-secrecy of LIT since we can extract the
corresponding secret key usk by extracting the witness. In other case, A breaks
the key-robustness of LIT. We denote the latter case by the event Ep.4. We clearly
have Pr[T}"? A =Egi] < Pr[T) A =Egit A Eyag] + Pr[T? A =Egit A ~Epaq]. We
show each probability is negligible in order.

First, we show Pr[Tll’2 A = Egail A Epad] < Advtﬂ_gf”“(n). Assume that there

exists a PPT adversary A which makes the probability Pr[TlL2 A = Egil A Epad)
non-negligible. Then, we can construct another PPT adversary By that breaks
the key-robustness of LIT with non-negligible probability.

By computes (crsy, tdy, &) < SimExto(1™) and crsy < NIZK.Setup,(1™), and
sets pp + (crsy,crsg) and HUL, HSSKL,SL = (). Then, By runs A; (pp). After By
receives (st, tpk) from A;, it runs Ag(st). B; responds to each of queries from As
as follows.

- For each of queries to AddU and SndToU, By operates the same as defined in
Section B.1.

- For each query to OSign(ipk, info, upk, item, M), B; operates the same as defined
in Section B.1 except that it returns the simulated proof 7 < Simy (crsy, tdq, M, X),
where X < (C, ipk, tpk, info, item, ), instead of the real proof.

When A outputs (ipk,info, upk,item, M, X, IT1/,ce) and terminates, B; parses
(C,7*,7) « X and computes (upk™,usk™,id, Tacc, 0,71, 72) < SimExty(crsi, &, M,
X, 7), where X « (C,ipk, tpk, acc, item, 7*). Now, there exists (—, ipk, upk, item,
M’ X7) € SL. Let (C',7/,7’) + X’ and usk be the tag secret key corresponding
to upk. Note that B; knows usk since it generates all users for A. B; outputs
((ipk, item), upk, usk, 7/, upk™, usk®, 7*) and terminates.
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The above completes the description of B;. Since the tag 7/ is honestly gener-
ated, we have LIT.ChkTag(upk, usk, (ipk,item), 7") = 1. Since the event Eg; never
occurs (i.e., succeed in extracting the witness), we have LIT.ChkTag(upk™®, usk™,
(ipk,item), 7*) = 1. By the definition of the event Fl,.q, we have usk # usk”™. By
the definition of the event T11’2, we have Link(7/,7*) = 1. Therefore, B; breaks

the key-robustness of LIT, so we have Pr[Tll’2 A = Egil A Epag] < Advt?-)l'-"g:’”“(n).

Second, we show Pr[Tf’z/\ﬁEfa”/\ﬁEbad] < poly(n)~AdvtT¥sgg (n). Assume that

there exists a PPT adversary A which makes the probability Pr[Tll’2 A = Eei A
—FEpad] non-negligible. Then, we can construct another PPT adversary By that
breaks the key-secrecy of LIT with non-negligible probability. The description of
By is as follows.

Ba, initially given tagpk, computes (crsy,td;,§) < SimExto(1™) and crsy «
NIZK.Setup,(1™), and sets pp + (crsy,crsg) and HUL,HSSKL,SL = (). Then, it
runs Aj (pp). After By receives (st, tpk), it runs As(st). Let the number of queries
to AddU from A be K = poly(n). B randomly chooses k < [K] and sets the k-th
user’s key pair (upky,uskg) (corresponding to the k-th query to AddU) as the
target, i.e., B sets upk; = tagpk and does not know usky.

B> responds to each of queries from A as follows.

- For each query to AddU, B, operates the same as defined in Section B.1 except

that it returns tagpk for the k-th query from A.

- For each query to SndToU, B; operates the same as defined in Section B.1.
- For each query to OSign(ipk, info, upk, item, M), B makes a response as follows:

Check: Return L if ssk = L where ssk < HSSKL[ipk][upk][item]. Otherwise,
continue.

Compute C = (c1,c2): Choose r1 and 7o uniform randomly, and compute
¢1 + PKE.Enc(eky, upk;r1) and ¢o + PKE.Enc(eks, upk; rs).

Compute 7: If upk = upk,, then send (ipk, item) to the tag generation oracle
Ot5» and receive 7. Otherwise, compute 7 <— LIT.Tag(usk, (ipk, item)), where
(upk, usk, id, wit;4) < ssk.

Compute 7: Compute T < Simj(crsy,tdy, M, X), where X « (C, ipk, tpk, acc,
item, 7).

Finally, 12)’ returns (C, 7, 7) to A and updates SL « SLU{(¢P

cur’
where PX is the current epoch.

ipk, upk, item, M, X))},

When A outputs (ipk, info, upk, item, M, X II1,ace) and terminates, By outputs
1 and terminates if upk # tagpk. Otherwise, By parses (C,7*,7) + X and
computes (upk™, usk™,id, Tacc, 0, 71,72) + SimExt;(crsy, &, M, X, ), where X +
(C,ipk, tpk, acc, item, 7*). Finally, By outputs usk® and terminates.

The above completes the description of Bs. Since the event Ep,q never occurs,
the extracted secret key usk™ is corresponding to upk, i.e., LIT.ChkKey(upk, usk*) =
1. The probability that upk = tagpk is 1/ K. Therefore, we have Pr[Tll’2 AN=Egi A
~Epad] = K - Adv(§ 55 (n).

Clearly, we have the following since we can separate the condition A wins
into two case.

Pr[T}] < Pr[T}] + Pr[T?]. (14)
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Pr[T}] < Pr[T} A Egi] 4+ Pr[T]! A =Eei] + Pr[T % A —Egl. (15)

Finally, we show Pr[T?] = negl(n). Consider the case that A, outputs (ipk, info,
upk, item, M, X, ITpsce). Let £ = (C,7,%), W « SimExt}(crsy, &, M, X, 7), and
(upk™, usk®) is included in W. In addition, let R be the event that upk # upk*
and Judge(ipk, tpk, info, item, M, 2, upk, IIT1ace) = 1. Clearly, we have Pr[T?] <
Pr[R] + Pr[T? A —~R]. We will show both Pr[R] and Pr[T? A —R] are negligible in
n.

Lemma D.9. There exists a PPT algorithm B such that
Pr[R] = Advi3 "3 (n). (16)

Proof. Assume that there exists a PPT adversary A which causes the event R.
Then, we can construct another PPT adversary B that breaks the soundness of
115, which implies the lemma. The description of B is as follows.

B initially receives crsy, computes (crsy, tdy, £) « SimExto(1™), and sets pp «
(crsi,crsp) and HUL,HSSKL,SL = (. Then, B runs A;(pp). After it receives
(st, tpk) from Aj, it runs A(st). It responds to each of queries from A, as follows.

- For each of queries to AddU and SndToU, B operates the same as defined in
Section B.1.

- For each query to OSign(ipk, info, upk, item, M), B operates the same as defined
in Section B.1 except that it returns the simulated proof instead of the real
proof.

When A outputs (ipk,info, upk,item, M, X IT1.,ce) and terminates, B outputs
(M, (ekq, ciupk), ITtrace) and terminates, where ((c1,¢2),7,7)  X.

The above completes the description of B. By the definition of the event R, we
have upk®™ # upk A Judge(ipk, tpk, info, item, M, ' upk, IT11ace) = 1, where upk™ is
included in W « SimExtj (crs1, &, M, X, %) and X = ((c1, ¢2), ipk, tpk, acc, item, 7).
Now, c¢; = PKE.Enc(eky, upk®™;r1) holds since (X, W) € p1, so we have (ekq,cq,
upk) ¢ L,,. On the other hand, NIZK.Verify,(crss, M, (eky, c1, upk), IITrace) = 1
since Judge(ipk, tpk, info, item, M, X, upk, ITtrace) = 1. Therefore, B has a success-
ful attack. Thus, we have Pr[R] < Advﬁs?g(n).

Lemma D.10. There exist PPT algorithms B such that
Pr[T? A =R] = poly(n) - Advt‘f{sgc(n). (17)

Proof. Assume that there exists a PPT adversary A which makes the probability
Pr[T}] non-negligible. Then, we can construct another PPT adversary B that
breaks the key-secrecy of LIT with non-negligible probability, which implies the
lemma. The description of B is as follows.

B initially receives tagpk, computes (crsi,tdy,£) < SimExto(1™) and crsp +
NIZK.Setup,(1™), and sets pp + (crsy,crsp) and HUL,HSSKL,SL = ). Then, B
runs Aj; (pp). After it receives (st,tpk) from Aj, it runs As(st). Let the number
of queries to AddU from A; be K = poly(n). B randomly chooses k + [K] and
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sets the k-th user’s key pair (upky,usky) (corresponding to the k-th query to
AddU) as the target tagpk, i.e., B is given upk;, = tagpk and tries to break the
key-secrecy.

B responds to each of queries from A5 in the same way as B does in the proof
of Lemma D.7, so we omit it here. When Ay outputs (ipk, info, upk, item, M, X,
IT1race) and terminates, B outputs L and terminates if upk # upk,. Otherwise, B
parses (C,7,7) + X and computes (upk®, usk™,id, macc, 0, 71,72) < SimExt(crsy,
&, M, X, 7), where X « (C,ipk, tpk, acc,item, 7). Then, B outputs usk® and ter-
minates.

The above completes the description of B. By the definition of the event
T2 A =R, we have upk® = upk since Judge(ipk, tpk, info, item, M, X, upk, IT1race) =
1. Thus, we have LIT.ChkKey(upk, usk*) = 1, which means that B has a success-
ful attack. Now, the probability that upk = upk, is 1/K. Therefore, we have
Pr[T}%] = K - Adv(f 55(n).

Theorem 5.3 now follows immediately from (10)-(17).

D.3 Proof of Theorem 5.4

trace

Proof. Let A be a PPT adversary in the experiment Expags 4(n) defined in
Figure 4. We can separate the case A wins into two cases: when A outputs
(info,item, M, %), A wins if |HKIL| = 1, Verify(ipk, tpk, info, item, M, ) = 1, and
(i) t ¢ IsActivelipk][item][upk], or (ii) Judge(ipk, tpk, info, item, M, X, upk, ITTace) =
0, where t is included in info and (upk, IITace) < Trace(ipk, tpk, info, item, M, X).
We denote E as the event that A wins with the condition (i) and F' as the event
that A wins with the condition (ii). Then, we have Advigs 4(n) < Pr[E]+Pr[F].
We will analyze the probability that each event occurs in order.

First, we analyze the probability Pr[E]. Let (info,item, M, X') be the output
by A in the experiment Exppgs 4(n) and info includes an epoch t. When the
event E occurs, we have ¢ ¢ IsActive[ipk][item][upk]. In addition, let Efy be the
event that the knowledge extractor Ext fails to extract the witness from the proof
7 included in X. We clearly have Pr[E] < Pr[E A Egil] + Pr[E A —Eg;]. We will
prove that each probability is negligible in n in order.

Beforehand, we slightly modify the game as follows: we use SimExt; = (SimExtE‘),
SimExt;) instead of NIZK.Setup,. We note that this has negligible effect on the
probability A4 wins as seen in the proof of appendix D.2.

Lemma D.11. There exists a PPT algorithm B such that
Pr[E A Egil] < Advy, 5(n). (18)

Proof. We assume that there exists a PPT adversary A that causes the event EA
FEtii. Then, we can construct another PPT adversary B attacking the knowledge
soundness of 1. The description of B is as follows.

B, given crsq, randomly chooses rpkg + {0, 1}p°'y(”), computes crsy < NIZK.
Setupy(1™), (eky,dky) < PKE.KG(1";7pke), and (eky,dks) +— PKE.KG(1™), and
sets pp < (crsy, crsa), (tpk, tsk) < ((eky,eks), (dky,dks, rpke)), and HKIL, IsActive =
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(). Then, B runs A(pp, tpk, tsk). B responds to each of queries from A in the
same manner as defined in Section B.1. Note that B can respond correctly to all
queries since it generates all parameters for ARS except crs;, which is honestly
generated by the challenger for the knowledge soundness of I7;. When A out-
puts (info,item, M, X)) and terminates, B outputs L if |HKIL| # 1. Otherwise, it
outputs (M, (Cipk, tpk, acc,item, 7),7) and terminates, where ipk < HKIL and
(C,1,m) + X and (¢, acc, auxaec, o)  info.

The above completes the description of B. When the event E occurs (i.e., A
wins the game), we have NIZK Verify(crs;, M, X, 7) = 1. On the other hand, when
the event Ffy occurs (i.e., the extractor Ext fails to extract a witness), we have
(X, W) ¢ p1, where W « SimExtj(crsy, &, M, X, 7). In addition, B never queried
to the zero-knowledge simulation oracle clearly, i.e., Ls = (). Therefore, when
the both events occur, B has a successful attack on the simulation extractability
of ITy, i.e., Pr[E A Egi] < Advyy, 5(n).

Lemma D.12. There exist PPT algorithms By, By such that
Pr[E A —Era] < poly(n) - AdvSis () +2- AdVES 5, (). (19)

Proof. Let (info,item, M, X) be the output of A in the experiment. Since the
event Fgy never occurs, we can extract the witness (upk, usk, id*, witly, 6%, r1,72)
from 7 included in X. We divide the case into two depending on whether the
following three conditions are satisfied: (a) the extracted upk is included in the
queries from A to the SndToKl oracle, (b) the extracted id* equals to id,pk that
is recorded in regik’?k[upk]7 and (c) A outputs info = (¢,acc, auxacc, o) such that
it obtained (t,acc) by querying to the SndToKI or RevUser oracle. Roughly, in
case the above three conditions are satisfied, A breaks the soundness of ACC.
Otherwise, A breaks the EUF-CMA security of SIG. We denote the former case
by the event Ep.q. We clearly have Pr[E A —Eg;] < Pr[E A —Egj A Epad] + Pr[E A
= Efail A - Epad]. We analyze each probability in order.

Firstly, we show Pr[E A =FEfj A Epad] < poly(n) - Advffé'gfigl (n). We assume
that there exists a PPT adversary A that causes the event E; A = Egj A Epag-
Then, we can construct another PPT adversary By = (B1,1, B1,2) attacking the
soundness of ACC. The description of B; is as follows.

Bi1, given pp,.., randomly chooses rpxe < {0, 1}P°Y(™) computes (crsy, td,
€) < SimExt((17), crsy + NIZK.Setup,(1™), (eky, dk;) < PKE.KG(1"; 7pkg), and
(ekg,dks) < PKE.KG(1™), and sets pp <« (crsy,crsa), (tpk,tsk) < ((ekq,eks),
(dk1,dke, rpke)), and HKIL,IsActive = (. Then, By runs A(pp, tpk, tsk). Let
the number of queries to SndToKl and RevUser from A be K = poly(n). Bi1
randomly chooses k < [K] and outputs the k-th set of revoked users Ry, to the
challenger to the soundness game. B;; responds to each of queries from A as
follows.

- For each query to AddKI(), By 1 computes (vk,sk) < SIG.KG(1"™), sets ipk <
(Vk, PPaec) and TPk := (), returns ipk to A, and updates HKIL < HKIL U {ipk}
for the first time. If this oracle is called the second time, B ; returns L and
terminates.
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- For each query to SndToKI(ipk, upk, item), 1,1 computes in the following steps:

1. If t = 0, then adds I'™* « P U {item};

2. If reg™[upk] is empty, then randomly chooses idyp + {id € {0,1}" |
Does not appear in regL‘i’k} and sets Listypk < €. Otherwise, let (idypk,
status, Listupk)  regiP [upk];

3. If status = revoked or 3(item, —) € Listypk, then returns L to A. Other-
wise, continues;

4. Sets a set of revoked users’ id R as follows:

R := {id € {0,1}" | Jupk, reg>*[upk] = (id, revoke, —)};

5. If it is the k-th of the total number of queries to SndToKI and RevUser, then
outputs (R,st) and terminates, where st < (pp, ipk, tpk, info, item, M, X).
Otherwise, computes (acc, auxsec) < ACC.Acc(pp,yec; R), 0 «+ SIG.Sign(sk,
(upk, id,item}), and o « SIG.Sign(sk, (¢t + 1,acc)), where t is included in
infolPk.

6. Queries Ouit(PP,cc, SKace, 1d) and receives witig.

Then, it returns (id,pk, witig, 6) and im‘o'ﬁ;1 := (¢t+1, acc, auxaec, ), and updates
IsActivelipk][item][upk] = [0, co].
- For each query to RevUser(upk), B;,1 computes in the following steps:
1. Gets (idypk, — —) < regi>[upk];
2. Sets a set of revoked users’ id R as follows:
R := {id € {0,1}" | 3upk, reg}?*[upk] = (id, revoked, —)} U {idupk};

3. If it is the k-th of the total number of queries to SndToKI and RevUser, then
outputs (R,st) and terminates, where st <— (pp, ipk, tpk, info,item, M, ).
Otherwise, computes (acc, auxaec) < ACC.Acc(pp,ec, R) and o < SIG.Sign(sk,
(t+1,acc)), where ¢ is included in infolPk. _

Finally, it updates regl'fi’k[upk} < (idypk, revoked, —) and returns im‘o'ﬁt1 =
(t+ 1,acc, auxace, 0). _
- For each query to RtrKIReg(ipk), By, returns reg[gk to A.

The above completes the description of By 1. Then, By 2 receives (st, acck, auXacc)
from the challenger and continues to run A. Bj 5 responds to each of queries as
the same ways as B; 1 does.

When A outputs (info, item, M, ) and terminates, By 2 outputs L and termi-
nates if (¢, acc) # (tx, accy), where acc is included in info. Otherwise, it computes
(upk, usk, id*, 7%, 0,71, 72) + SimExtj (crs1, £, M, (C, ipk, tpk, acc, item, 7), 7), where
(C,7,7) «+ X, and outputs (id*, %) and terminates.

The above completes the description of B1 2. Let (upkryaces ITrace) <— Trace(ipk,
tpk, tsk, info, item, M, X). From the definition of the Trace algorithm, we have
upktrace = PKE.Dec(dky, ¢1). Thus, upkq,,e = upk holds since the event Egy
never occurs. When the event E A Ep,q occurs, we have (i) id* = idypk, (ii) acc
included in the output of A is also included in one of responses from queries
to SndToKI and RevUser, and (iii) ¢t ¢ IsActive[ipk][item][upk], which means
idupk € R, where (idypk, —, —) regikpik[upk]. The probability that acc = acck
is 1/K. In case acc = accy, we have ACC.Verify(pp,, acc,id*, 7*) = 1 since the
Verify algorithm returns 1. Therefore, B has a successful attack on the soundness
of ACC with probability 1/K, i.e., Pr[E A =Egi A Epad] < K - AdVX)CUE‘,jBl (n).



ARS with Revocation, Revisited 55

Secondly, we show Pr[E A = Egj A = FEpad] < 2- Advg?égz (n). We assume that
there exists a PPT adversary A that causes the event Ey A = Egj A 1 FEpaq. Then,
we can construct another PPT adversary By attacking the EUF-CMA security
of SIG. The description of By is as follows.

By, given vk, randomly chooses rpxe < {0, 1}P?Y(™) computes (crs, td, &) <
SimExt} (1™), crsy < NIZK.Setupy(1™), (eky, dki) < PKE.KG(1™; rpke), and (ek,
dky) + PKE.KG(1™), and sets pp « (crsy, crsa), (tpk, tsk) < ((eky, eks), (dky, dke,
rpke)), and HKIL, IsActive = (. Then, Bs runs A(pp, tpk, tsk). By responds to each
of queries from A as follows.

- For each query to AddKI(), B2 computes (pp,cc, Skace) < ACC.Setup(1™), sets
ipk < (vk, pp,c) and TP := (), returns ipk to A, and updates HKIL < HKIL U
{ipk} for the first time. If this oracle is called the second time, B; ; returns L
and terminates.

- For each query to SndToKI(ipk, upk, item), B; ; computes in the following steps:

1. If t = 0, then adds I'Pk + TPk U {item};

2. If regL’?k[upk] is empty, then randomly chooses idypx < {id € {0,1}" |
Does not appear in regL’?k} and sets Listyok < €. Otherwise, let (idypk,
status, Listypk) regL’?k[upk];

3. If status = revoked or 3(item, —) € Listypk, then returns L to A. Other-
wise, continues;

4. Sets a set of revoked users’ id R as follows:

R :={id € {0,1}™ | 3upk, reg}>*[upk] = (id, revoke, —)};

5. Computes (acc, auxaec) < ACC.Acc(pp,ec; B) and witiq <— ACC.Wit(pp,ec,
SKacc, id).

6. Queries Og;gn ((upk, idypk, item)) and Ogign((t + 1, acc)) and receives 6 and
o, respectively, where ¢ is included in infoitpk.

Then, it returns (id,pk, witig, 6) and im‘o'ﬁ;1 := (¢t+1, acc, auxaec, ), and updates
IsActivelipk][item][upk] = [0, co].

- For each query to RevUser(upk), B> computes in the following steps:

1. Gets (idypk, — —) < regi>[upk];

2. Sets a set of revoked users’ id R as follows:

R := {id € {0,1}" | 3upk, reg}>*[upk] = (id, revoked, —)} U {idupk };

3. Computes (acc, auxaec)  ACC.Acc(ppaec; R)-

4. Queries (t + 1,acc) and receives o, where t is included in infolP*. _
Finally, it updates regl'('?k[upk} < (idypk, revoked, —) and returns im‘o;f'f::1 =
(t+ 1, acc, auxaec, 0).

- For each query to RtrKIReg(ipk), By returns reg)* to A.

When A outputs (info, item, M, X) and terminates, B, computes (upk, usk, id*,
Tk, 0%, 71, 7)< SimExtj(crsy, &€, M, (C, ipk, tpk, acc, item, 7), ), where (C, 7, 7)
Y. Then, if regL‘?k[upk] is empty, then it outputs ({upk,id*,item),6*). Else if
id* # idypk, it outputs ((upk,id*,item), 6*) and terminates. Otherwise, it outputs
({t,acc), o) and terminates, where (t,acc, auxacc, o) < info.

When the event E A —FEh,g occurs, there are two cases: (1) regLﬁ’k[upk] is
empty or id* # idypk, which means (upk,id*, item) has never been queried, or (2)
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id* = idypk and acc included in the output of A is not included in the responses
from queries to SndToKI and RevUser. In each case, Bs has a successful attack on
the EUF-CMA security of SIG since we have SIG.Ver(vk, (upk,id*, item),0*) = 1
(because the Verify algorithm returns 1) or SIG.Ver(vk, (t,acc),o) = 1, where
(t,acc, auxaec, 0) — info without querying each message to the challenge oracle of
the EUF-CMA game. Therefore, we have Pr[EA—Egj A Epad] < 2-Advgré’82 (n).

Next, we analyze the probability Pr[F]. Let (tpk, tsk) = ((ekq, eka), (dky, dka,
rpke)) be the honestly generated key pair for the tracer, ipk be the honest key
issuer, and (ipk,item, M, X') be the output of A in the experiment. When the
event F' occurs, the Trace algorithm (1) outputs L, or (2) successfully decrypts
upk < PKE.Dec(dky, ¢1) but fails to make a valid proof of IT5, where (c1, ¢3) + C.
As a matter of fact, the latter case never happens as long as Il is correct.
Since the Trace algorithm honestly runs, we have upk +— PKE.Dec(dky,¢;) and
Itrace < NIZK.Proves(crsy, €, {eky, ¢1, upk), tsk), where (C,7,7) <+ X, so we
clearly have ((eky,c1, upk),tsk) € pa. In addition, when A wins, we have NIZK.
Verify, (crs1, M, X, m) = 1, where X < (C,ipk, tpk, acc, item, 7). Thus, we always
have Judge(ipk, tpk, info, item, M, X, upk, IT1race) = 1 from its definition. There-
fore, we only consider the former case.

When the former case occurs, i.e., NIZK.Verify, (crs;, M, X, 7) = 1 but Trace
outputs L, A breaks the soundness of IT;. More precisely, we have the following;:

Lemma D.13. There exists a PPT algorithm B such that
Pr[F] < Advi"g(n). (20)

Proof. Assume that there exists a PPT adversary A which causes the event F.
Then, we can construct another PPT adversary B that breaks the soundness of
11, which implies the lemma. The description of B is as follows.

B, given crs;, randomly chooses rpxg < {0, 1}P*Y(™) computes crsy + NIZK.
Setupy(1™), (eky,dky) <= PKE.KG(1";7pke), and (eka,dks) <— PKE.KG(1™), and
sets pp < (crsy, crsy), (tpk, tsk) < ((eky,eks), (dky, dks, rpke)), and HKIL, IsActive
(). Then, B runs A(pp, tpk, tsk). It is easy to see that B can respond to each
of queries from A in the same way as defined in Section B.1. When A out-
puts (info,item, M, X) and terminates, B outputs L if |[HKIL| # 1. Otherwise,
it outputs (M, X,7) and terminates, where (C,7,7) < X, ipk + HKIL, and
X« (C, ipk, tpk, acc, item, 7).

The above completes the description of B. As discussed above, we have
L <+ Trace(ipk, tpk, tsk, info, item, M, ) when the event F occurs. From our
construction of the Trace algorithm, the PKE.Dec algorithm fails, i.e., 1L <
PKE.Dec(dky, ¢1). Thus, we have (C,ipk, tpk,acc,item,7) ¢ L, . On the other
hand, we also have Verify(ipk, tpk, info, item, M, ') = 1. Therefore, B has a suc-
cessful attack on the soundness of ITy, i.e., Pr[F] < Advﬁ%f?g(n).

Theorem 5.4 now follows immediately from (18)-(20).
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D.4 Proof of Theorem 5.5

Proof. Let A be a PPT adversary in the experiment Expzrg& 4(n) defined in
Figure 5. Let (tpk, info, item, M, X, upkryace, [ITrace) be the output by A in the ex-
periment and ¢ be included in info. When A wins, we have ¢ ¢ IsActive[ipk][item]
[upktrace]- Let E denote the event A wins the experiment Expans 4(n). In ad-
dition, let Efy be the event that A wins but the extractor Ext fails to extract
the witness from the proof 7 included in X', and E; be the event that upkr,c.
and upk included in the witness extracted from 7 are different. We clearly have
Advf&?{s’A(n) < Pr[E A Egil] + Pr[E A Eg A =Egjl] + Pr[E A —Egi A —FEs]. We will
analyze the probability that each event occurs in order.

Lemma D.14. There exists a PPT algorithm B such that
Pr[E A Egy) < Advy, g(n). (21)

Proof. We first modify the game slightly as follows. In the RepSetup algorithm,
we compute (crs;,td;,€) « SimExtj(1") instead of crs; < NIZK.Setup, (1™).
Note that this affects nothing about the probability A wins.

We assume that there exists a PPT adversary A that causes the event Efj.
Then, we can construct another PPT adversary B attacking the knowledge
soundness of IT;. The description of B is as follows.

B, given crsq, computes crsg < NIZK.Setup,(1™) and sets pp < (crsq,crsa)
and HKIL, IsActive = (). Then, B runs A(pp). B responds to each of queries from A
in the same manner as defined in Section B.1. Note that B can respond correctly
to all queries since it generates all parameters for ARS except crs;, which is
honestly generated by the challenger for the knowledge soundness of I7;. When
A outputs (tpk,info,item, M, X', upkt,.ces [ITrace) and terminates, B outputs L if
[HKIL| # 1. Otherwise, it outputs (M, (C, ipk, tpk, acc, item, 7), ) and terminates,
where ipk < HKIL and (C, 7,7) + X.

The above completes the description of B. When the event FEg; occurs,
we have NIZK.Verify(crs;, M, X, ) = 1 (since A wins) and (X,W) ¢ p;, where
W < SimExt](crs;, M, X, 7r) (since all extractor fail to extract a valid witness).
In addition, B never queried to the zero-knowledge simulation oracle clearly, i.e.,
Ls = 0. Therefore, when the event Ff,; occurs, B has a a successful attack on
the simulation extractability of ITy, i.e., Pr[E A Egy] < Advj%ljs(n).

Lemma D.15. There exists a PPT algorithm B such that
Pr[E A Ey A =Egi] < Advig(n). (22)

Proof. We assume that there exists a PPT adversary A that causes the event
FEs A —Eg;j. Then, we can construct another PPT adversary B attacking the
soundness of IT5. The description of B is as follows.

B, given crsg, computes (crsy, td, &) < SimExté(l") and sets pp + (crsy, crsg)
and HKIL, IsActive = ). Then, B runs A(pp). B responds to each of queries
from A in the same manner as defined in Section B.1. Note that B can respond
correctly to all queries since it generates all parameters for ARS except crss,
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which is honestly generated by the challenger for the soundness of I75. When
A outputs (tpk, info,item, M, X, upkryace, I Trace) and terminates, B outputs L if
|[HKIL| # 1. Otherwise, it outputs (e, (eky, c1, Upkqace), [Trace) and terminates,
where (C,7,7) + X.

The above completes the description of B. Let (upk, usk, id, Tacc, 8,71, 72)
SimExt} (crs;, &, M, (C, ipk, tpk, acc, item, 7)), where ipk < HKIL. When the event
E; occurs, we have upky,.. 7 upk. If the event Erj never occurs, we always
have ¢; = PKE.Enc(eky, upk; r1). Thus, when the event EsA—Eg; occurs, (eky, c1,
upkrrace) & Lp,- On the other hand, we have NIZK.Verify, (crsa, €, (eky, ¢1, upkrpace)
ITt1ace) = 1 since A wins. Therefore, B has a successful attack on the soundness
of Iy, i.e., Pr[E A Eg A —Egy] < Adv‘“}%if‘g(n).

Lemma D.16. There exist PPT algorithms By, By such that
Pr[E A —Egi A —Es] < poly(n) - Advigees, (n) + 2 - Advelg .. (23)

Proof. Let (tpk, info,item, M, X, upkt,aces IITrace) be the output of A in the exper-
iment. Since the event Fg,j never occurs, we can extract the witness (upk, usk, id*,
witly, 6*,71,79) from 7 included in X. We divide the case into two depending on
whether the three conditions are satisfied: (a) the extracted upk is included in
the queries from A to the SndToKl oracle, (b) the extracted id* equals to idypk
that is recorded in regl?[upk], and (c) A outputs info = (#,acc, auxaee, @) such
that it obtained (¢, acc) by querying to the SndToKIl or RevUser oracle. Roughly,
in case the above conditions are satisfied, A breaks the soundness of ACC. Oth-
erwise, A breaks the EUF-CMA security of SIG. We denote the former case by
the event Fpaq. We clearly have Pr[EA—Eg—E;] < Pr[EA—FEgqi A—Es A Epad] +
Pr[E A = Egj A 2 Es A ~Epad]. We analyze each probability in order.

Firstly, we show Pr[E A —Egj A2 Eg A Epag] < poly(n) -Advioéjgfigl. We assume
that there exists a PPT adversary A that causes the event EA—Fei A—Es A Epag.
Then, we can construct another PPT adversary By attacking the soundness of
ACC. The description of B is as follows.

Bi,1, given pp,e, computes (crsy,td, &) SimExt(l)(ln) and crso < NIZK.
Setup,(1™), and sets pp < (crsy, crsa), ((dky,dks, rpke)), and HKIL, IsActive = (.
Let the number of queries to SndToKl and RevUser from 4 be K = poly(n).
Bi,1 randomly chooses k < [K] and outputs the k-th set of revoked users Ry, to
the challenger to the soundness game. Then, B; ; runs A(pp). Bi,1 responds to
each of queries from A in the same way as the proof of Lemma D.12. Then, B o
receives (st,accy, auxaec) from its challenger and continues to run A.

When A outputs (tpk,info,item, M, X', upkyace; ITrace) and terminates, By o
outputs L and terminates if (¢,acc) # (tx,acck), where acc is included in info.
Otherwise, it computes (upk, usk, id*, 7%, 6,71,79) < SimExt] (crsy, €, M, (C, ipk, tpk, acc,
item, 7), ), where (C,7,7) < X, and outputs (id*, wit) and terminates.

The above completes the description of Bj 2. Since the event E, never occurs,
we always have upkq,,ce = upk. When the event E'A Epag occurs, we have (1) id* =
idupks (2) acc included in the output of A is also included in one of responses from
queries to SndToKI and RevUser, and (3) t ¢ IsActive[ipk][item][upk], which means
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idyok € R, where (idypk, —, —) regL‘?k[upk]. The probability that acc = accy is
1/K. In case acc = accy, we have ACC.Verify(pp,ec,acck,id™, 7*) = 1, where
7 < ACC.Prove(pp,cc, aUXacc, id*, witly), since the Verify algorithm returns 1.
Therefore, BB has a a successful attack on the soundness of ACC with probability
1/K, i.e., Pr[E A =Egi A =By A Epag] < K - Advies(n).

Secondly, we show Pr[E A —Egj A—FEg A Epad] < 2- Advgr(f;BZ (n). We assume
that there exists a PPT adversary A that causes the event Fy A = Egy A 7 Fg A
= FEpa.q. Then, we can construct another PPT adversary By attacking the EUF-
CMA security of SIG. The description of By is as follows.

By, given vk, randomly chooses rpke < {0, 1}PY()  computes (crs;, td, &) <
SimExt; (1™), crsy < NIZK.Setupy(1™), (eky, dk;) < PKE.KG(1™; rpke), and (eks,
dks) + PKE.KG(1™), and sets pp < (crsy, crsa), (tpk, tsk) < ((eki, eksa), (dky, dka,
rpke)), and HKIL, IsActive = ). Then, By runs A(pp, tpk, tsk). B2 responds to
each of queries from A in the same way as the proof of Lemma D.12. When
A outputs (tpk,info,item, M, X, upkryace; ITrace) and terminates, By computes
(upk, usk, id*, 7., 0%, r1,12) + SimExt] (crsy, &, M, (C, ipk, tpk, acc, item, 7), 7), where
(C,7,7) < X. Then, if reg}?*[upk] is empty or id* # idypk, it outputs ((upk,id*, item), 6*)
and terminates. Otherwise, it outputs ((¢, acc), o) and terminates, where (¢, acc, auxacc, o) <
info.

When the event E A —FEhag occurs, there are two cases: (1) regL‘i’k[upk] is
empty or id* # idypk, which means (upk,id”,item) has never been queried, or
(2) id* = idypk and acc included in the output of A is not included in the
responses from queries to SndToKl and RevUser. In the former case, By has
a successful attack on the EUF-CMA security of SIG since we have SIG.Ver
(vk, (upk, id*, item), 8*) = 1 (because the Verify algorithm returns 1). In the latter
case, Bs also has a successful attack on the EUF-CMA security of SIG since we
have SIG.Ver(vk, (t,acc),o) = 1, where (t,acc, auxaec,d) <« info. Therefore, By
has a a successful attack on the EUF-CMA security of SIG, i.e., Pr[E A = FEgyj A
~Ey A Epaq] < 2+ AdviE 5, (n).

Theorem 5.5 now follows immediately from (21)-(23).

D.5 Proof of Theorem 5.6

Proof. We assume that there exists a PPT adversary A that attacks the tracing
soundness of ARS. Then, we can construct another PPT adversary B attacking
the soundness of I15. The description of B is as follows.

B, given crsy, computes crs; < NIZK.Setup, (1™) and sets pp < (crsy,crsa)
and HKIL, IsActive = (). Then, B runs A(pp). When A outputs (ipk, tpk, info, item,
M, X, {upk;, ITTrace,i }i=0,1) and terminates, B randomly chooses b € {0,1} and
outputs (¢, (ekq, 1, upky), Irace ) and terminates, where (C, 7, m) + X

The above completes the description of 5. When A wins, we have NIZK.
Verify,(crsq, €, (ekq, c1,upk;), Irace ;) = 1 for i = 0,1 and upk, # upk,, which
means that one of the followings hold: upk, = PKE.Dec(dky,c1) or upk; =
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PKE.Dec(dky,¢1). Thus, we have (eky,cq,upk;) ¢ L,, for i = 0 or 1. There-
fore, B has a successful attack on the soundness of ITs with probability 1/2, i.e.,
AdvRZS "™ (n) < 2 AdvSg(n).

D.6 Proof of Theorem 5.7

Proof. Let us fix a PPT adversary A attacking the public-linkability of ARS
and the value of the security parameter n. The attack game used to define the
public-linkability is defined in Figure 7. Let F be the event that A wins in
the original attack game, (ipk,tpk, info,item, upk, {M;, X;, ITtracei }i=0,1) be the
output of A, Fgy be the event that the knowledge extractor Ext fails to extract
a witness W; from m; included in X; for ¢ = 0 or 1, and Epaq be the event that
upk # upk, or upk # upk,, where upk, is included in W, for ¢ = 0,1. We clearly
have PI‘[E] < PI‘[E AN Efa”] + PI"[E A Epad N\ ﬁEfa”] + PI‘[E A " FEpag A ﬁEfa”]. We
will analyze each probability in order.
Beforehand, we slightly modify the game as follows: we use SimExt; = (SimExtE‘),

SimExt;) instead of NIZK.Setup,. We note that this has negligible effect on the
probability A4 wins as seen in the proof of appendix D.2.

Lemma D.17. There exist PPT adversaries B such that
PI‘[E AN Efa“] <2- Adv%hg(n). (24)

Proof. We assume that there exists a PPT adversary A that causes the event EA
FEi1. Then, we can construct another PPT adversary B attacking the simulation
extractability of IT;. The description of B is as follows.

B, given crsy, computes crsy < NIZK.Setup,(1™) and sets pp < (crsy,crss).
Then, B runs A(pp). When A outputs (ipk, tpk, info, item, upk, {M;, X}, IItrace i }i=0,1)
and terminates, B randomly chooses a bit b € {0,1} and outputs (My, (Cs, ipk,
tpk, t,item, 73), ) and terminates, where (Cy, 7, mp) < Xb.

The above completes the description of B. When the event FEf,; occurs, for
i = 0 or 1, we have (X;,W;) & p1, where X; < (Cj,ipk, tpk, acc,item, 7;) and
W, SimExt}(crsl,g, M;, X;, ;). On the other hand, when the event F occurs
(i.e., A wins), for both ¢« = 0 and 1, we have NIZK.Verify,(crsy, M;, X;, m;) = 1.
Therefore, B has a successful attack on the simulation extractability of II; with
probability 1/2 (since it never queries to the zero-knowledge simulation oracle),
Le., Pr[E A Egyi] < 2+ Adv, 5(n).

Lemma D.18. There exists a PPT adversary B such that
Pr[E A Evad A —Egil] < 2 Advi3g(n). (25)

Proof. We assume that there exists a PPT adversary A that causes the event
E N Epag A —Efj. Then, we can construct another PPT adversary B attacking
the soundness of IT,. The description of B is as follows.

B, given crsy, computes (crsy, td, £) < SimExtg(1™) and sets pp < (crsy, crs).
Then, B runs A(pp). When A outputs (ipk, tpk, info, item, upk, {M;, X;, IItrace i }i=0,1)
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and terminates, B randomly chooses a bit b € {0,1} and outputs (e, (tpk, 1,
upk), m) and terminates, where (Cy, 7, mp) < X3 and (c1,p,c24) < Ch.

The above completes the description of B. Let (upk,, usky, idy, witig, , 05, 715,
Top) SimExt! (crs;, &, M, (Cy, ipk, tpk, acc, item, 73,), 7). When the event E A
—Ff occurs, we have (X;,W;) € p1, where X; + (C;, ipk, tpk, acc, item, 7;) and
W, < (upk;, usk,, id;, witig, , 03, 71,4, 72,:), for both ¢ = 0 and 1. Thus, we have ¢; =
PKE.Enc(eky, upk;; 71 ;) for both ¢ = 0 and 1. In addition, when the event Epaqg
occurs, we have upk # upk, or upk # upk;. On the other hand, when the event
E occurs (i.e., A wins), we have NIZK.Verify,(crsq, €, (tpk, ¢;, upk), Itrace,i) = 1
for both ¢ = 0 and 1. Thus, if upk # upk,, then we have (tpk,cp, upk) ¢ L,,.
Therefore, since b is randomly chosen, B has a successful attack on the soundness
of IT, with probability 1/2, i.e., Pr[E A Eyag A ~Egi] < 2 Advi2"3(n).

Lemma D.19. There exists a PPT adversary B such that
Pr[E A =Epad A ~Egil] < Advif 5(n). (26)

Proof. Assume that there exists a PPT adversary A attacking the public link-
ability of ARS. Then, we can construct another PPT adversary B that breaks
the linkability of LIT whose success probability is the same as that of A, which
implies the lemma. The description of B is as follows.

B computes (crsy,td, €) < SimExt5(1™) and crsy < NIZK.Setup, (1)), and
set pp < (crsq, crse). Then, B runs A(pp). Consider that .4 outputs (ipk, tpk, info,
item, upk, {M;, Z;, IITrace,i }i=0,1) and terminates. For ¢ = 0, 1, B parses (C;, 74, m;) <
X; and computes (upk;, usk;, id;, witig,, 0;, 71,4, 72,4) SimExt] (crs;, &, My, X;, m;),
where X; < (C;, ipk, tpk, info, item, 7;). Finally, B outputs (upk, uskg, usky, (ipk, item), 79, 71)
and terminates.

The above completes the description of B. If the event E},,q never occurs,
we always have upk = upk, = upk;. If the event Eg; never occurs, we always
have LIT.ChkTag(upk;, usk;, (ipk,item), ;) = 1 for ¢ = 0,1 since (X;, W;) € p1,
where W; < (upk;, usk;, id;, witig;, 0;, 71 4,72,;). When the event E occurs (i.e., A
wins), we have LIT.Link(7g, 71) = 0. Therefore, B has a successful attack on the
linkability of LIT, i.e., Advige 1" (n) < Adv{Tf 5(n).

Theorem 5.7 now follows immediately from (24)-(26).

E Instantiation of Our Generic Construction

In this section, we provide a pairing-based instantiation of our generic construc-
tion of anonymous reputation system. Below, we provide an instantiation of each
building blocks from pairing.

Public-Key Encryption. We use the ElGamal encryption scheme [21] from
the decision Diffie-Hellman assumption.



62 Ryuya Hayashi, Shuichi Katsumata, and Yusuke Sakai

Signatures. We use the Abe-Groth-Haralambiev-Ohkubo structure-preserving
signature scheme [1]. We need two types of schemes, one with message space

sig,2

£si . L .
G;*®* and one with message space G5*”, which we present below.

sig71

The description of the scheme with message space Gi is below.

SIG.KG(1™). Compute (p,G1,Gz,Gr,e,9,h) < G(1"). Choose uy, ..., ug,, ,,
and v < Z; and compute Uy < h*, ..., Uy, , < h*==1 and V  g". Set
vk < (U1,...,Us,, ., V) and sk < (u1,...,uy,, ,,v) and output (vk, sk).

SIG.Sign(sk, (m1,...,my,, ,)). Choose r «— Zy and set R <= h", S < R’, and
T+ (g Hf:gll m;“)7. Output o < (R, S,T). o

SIG.Rerand(vk, (R, S,T)). Choose s - Z; and compute (R, S, T) < (R*, S°, '),
Output (R, S,T).

SIG.Ver(vk, (m1,...,my,, ), (R,S,T)). Verify T, my, ..., my,,, € G, R, S €
Go, e(V,R) = ¢(g,5), and ¢(T, R) Hfjll e(m;,U;) = e(g, h). If all the equa-
tions hold, output 1. Otherwise, output 0.

Theorem E.1. The above scheme is EUF-CMA secure in the generic bilinear
group model.

The description of the scheme with message space GgS‘g‘z is below.
SIG.KG'(1™). Compute (p, G, Go,Gr,e,g,h) + G(1™). Choose uf, ..., u@siw,
and v' < Z and compute Uy < g, ..., Uésag,z — g"iz2 and V! + BV Set

vk (Uf,...,U;, V') and sk« (uy,...,up, . v") and output (vk, sk).
SIG.Sign’(sk, (m], .. My, ,))- Choose r’ < Zj and set R’ « g, 8 « (R,
and T' < (h[[2%2 (m})~)Y"". Output o « (R, S, T').
SIG.Rerand’(vk, (R, S’,T")). Choose s < Zy and compute (R',S",T") + ((R')*,
(87)s,(T")'/#). Output (R, 5", T").
SIG.Ver'(vk, (m1,...,me,, ,), (R, S,T)). Verify R, S" € Gy, T',m},...,mj_ €

sig,2
Go, e(R, V') = ¢e(S',h), and e(R',T") Hf:gf e(U!,m}) = e(g,h). If all the
equations hold, output 1. Otherwise, output 0.

Theorem E.2. The above construction is EUF-CMA secure in the generic bi-
linear group model.

Linkable Indistinguishable Tag. We provide a simple construction of linkable
indistinguishable tags from the DDH assumption. Here, H: {0,1}* — G2 is a
cryptographic hash function modeled as a random oracle.

LIT.KG(1™). Compute (p,G1,Gz2,Gr,e,9,h) < G(1™) and choose = < Z,. Set
tagpk + ¢* and tagsk < x and output (tagpk, tagsk).

LIT.Tag(tagsk, I). Compute 7 < H(I)*?&* and output .

LIT.Link(7p,71). Check 79 = 7. If it holds, output 1. Otherwise, output 0.

LIT.ChkKey(tagpk, tagsk). Check tagpk = g*&%. If it holds, output 1. Otherwise,
output 0.
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LIT.ChkTag(tagpk, tagsk, I, 7). Check tagpk = ¢ and 7 = H(I)%?&*. If they
hold, output 1. Otherwise, output 0.

Theorem E.3. If the DDH assumption on Gy for G holds, the above construc-
tion of linkable indistinguishable tags is indistinguishable in the random oracle
model.

Theorem E.4. The above construction is linkable.

Theorem E.5. If the DL assumption on Gy for G holds, the above construction
is key secret.

Theorem E.6. The above construction is key robust.

In the following, we give proof of security of the DDH-based Instantiation of
LIT.

Proof of Theorem E.3

Proof. Let A be a PPT adversary against the indistinguishability of the scheme.
Let fix a security parameter n. We consider the following games. In the games,
we assume that the challenge query I'* should be queried to the random oracle
beforehand and any tag generation oracle query should be so.

Game;. This is the real security game of the indistinguishability.

Gamey. In this game, each tag generation query of the form (0, 1) is responded
with a fresh random element in G;. In addition, if b6 = 0, the challenge tag
7* is set to be a fresh random element in G;.

Games. In this game, each tag generation query of the form (1,7) is also re-
sponded with a fresh random element in G;. In addition, if b = 0, the
challenge tag 7* is also set to be a fresh random element in Gj.

Let W; be the event taht A’s guess b’ is equal to b in Game;.
We bound the difference between the games one by one.

Lemma E.1. If the DDH assumption on Gy holds for G, there exists a PPT ad-
DDH

versary By against the DDH assumption satisfying |Pr[W;] —Pr[Ws]| = Advg 3, -
Proof. We construct By as follows. Given (p,Gi,Gs,Gr,e,g,h) and a DDH
problem (g%, g?,g***7) where v = 0 or a random element in Z, \ {0}, B;
sets tagpk, < g%, choose tagsk, < Z,, and sets tagpk, < gt&*1: then B
runs A(tagpk,, tagpk;). When A issues a random oracle query I, B; chooses
ur, vy < Zy, records ur and vy, and returns g*! (gﬁ)“f. When A issues a tag
generation query (0,1), By retrieves u; and vy and returns (g®)"s(g®?+7)vr.
When A issues a tag generation query (1,1), B; retrieves u; and vy and returns
(g1 (g#)vr )&, When A issues a challenge query I*, B; chooses b + {0,1}.
Then Bj retrieves ur- and vy, returns (g)%* (¢g®#+7)vr* if b = 0, and returns
(gtr* (gP)vr-)taesks if h = 1. Once A outputs b’ and terminates, B; outputs 1 if
b =10 and outputs 0 if b # b'.
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We claim that if v = 0 then B; perfectly simulates Game; and that if v £ 0
then By perfectly simulates Games. To see this, we examine the joint distribution
of the response H(I) to the random oracle query I and the response 7 to the
tag generation query (0, I). These values are computed as H(I) = g (¢®)"’ and
7 = (g®)"“ (¢g*#+7)¥1. Due to the randomness of uy, H(I) is distributed unifromly
over G. Furthermore, if v = 0, we have that 7 = (g®)% (g*#)v1 = (guthvr)e,
This means that 7 is generated honestly using tagsk, = «. If v # 0, due to
the randomness of vy, 7 is distributed uniformly over G; and independently of
H(I). Therefore, if v = 0, B; perfectly simulates Game; and if v # 0, By perfectly
simulates Games. Hence the lemma holds.

Lemma E.2. If the DDH assumption on Gy holds for G, there exists a PPT ad-
DDH

versary By against the DDH assumption satisfying |Pr[W;] —Pr[Ws]| = Advg 3, -
Proof. We construct By as follows. Given (p, G1, G2, Gr, €, g, h) and a DDH prob-
lem (g%, g”, g*#*7) where v = 0 or a random element in Z, \ {0}, B> chooses
tagpk, < G, sets tagpk, < ¢%, and runs A(tagpk, tagpk;). When A issues a
random oracle query I, By chooses uy, vy < Z,, records uy and vy, and returns
" (g®)"7. When A issues a tag generation query (0, 1), By chooses a uniformly
random element in G; and returns it. When A issues a tag generation query
(1,1), By retrieves u; and vy and returns (g®)“(g®#*+7)¥7, When A issues a
challenge query I*, By chooses b < {0,1}. If b = 0, then By chooses a uniformly
random element in Gy and returns it. If b = 1, then By retrieves u;« and vy«
and returns (g®)“* (g®#+7)v1. Once A outputs b’ and terminates, By outputs
1if b =" and outputs 0 if b £ ¥'.

From a similar argument as in the above lemma, we have that if v = 0,
By perfectly simulates Gamey and that if v # 0, By perfectly simulates Games.
Hence the lemma holds.

Using the lemmas above, we have that

PrW,] — ;'

< |Pr[Wh] — Pr[Wa]| + |Pr[Wa] — Pr[Ws]| +

1
PI‘[W?,] - 2‘
= Advgs! + Advgs.

The last equality is due to the lemmas and the fact that in Games, the challenge
bit is independent of the view of A. This completes the proof.

Proof of Theorem E.J

Proof. Let A be an PPT adversary against the linkability of the scheme. Let
(tagpk, tagsk,, tagsk,, I, 79, 71) be the output of A in the experiment. If LIT.ChkTag
(tagpk, tagskg, I, 70) = 1, it holds that tagpk = g'®&%o and 7y = H(I)%&%o. Sim-
ilarly, if LIT.ChkTag(tagpk,tagsk,, I, 7) = 1, it holds that tagpk = g'*&1 and
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71 = H(I)?&%: . Since g is a generator of G; and thus the order of g is p, the map-
ping Z, 3 x + g € Gy is bijection. Then, the fact that tagpk = g'&%0 = gtaesku
implies that tagsk, = tagsk;. Hence, if the above conditions hold, it holds
that 7o = H(I)®&k = H(I)®#& = 7. For such a pair of inputs (7q,71),
LIT.Link(7o,71) outputs 1. This concludes the proof.

Proof of Theorem E.5

Proof. Let A be a PPT adversary against the key secrecy of the scheme. Let
us fix a security parameter n. We construct a reduction B that satisfies that
Advt‘f{sf‘c(n) = Advg'z(n). The construction of B is as follows. Given a de-
scription of bilinear groups (p, G, Ga, Gr,e,9,h) and a DL problem y, B sets
tagpk < y and runs A(tagpk). We assume that any tag generation oracle query
should be queried to the random oracle beforehand. When A issues a random
oracle query I, B chooses r; <— Z, and returns ¢g"/. When A issues a tag gener-
ation oracle query I, B retrieves r; and returns tagpk’’. Once A outputs tagsk”
and terminates, B outputs tagsk®.

This completes the description of B. It holds that B perfectly simulate the
experiment. Furthermore, if A wins the game, it holds that y = tagpk = g*&%*" .
This means that if A wins the game, B solves the DL problem. This concludes
the proof.

Proof of Theorem E.6

Proof. Let A be a PPT adversary against the key robustness of the scheme. Let
(1, tagpk,, tagskg, 7o, tagpk; , tagsk,, 71 ) be the output of A. If LIT.ChkTag(tagpk,
tagskg, I,70) = 1, we have that tagpk, = ¢'*&0 and 7o = H(I)%&%0. Similarly,
if LIT.ChkTag(tagpk,,tagsk;,I,71) = 1, we have that tagpk, = ¢'*&%1 and 7, =
H(I)®e% Tf LIT Link(7o, ) = 1, it holds that H ()&% = 7y = 7, = H(I)t&%o_
If these three conditions holds, with overwhelming probability, it holds that
tagsk, = tagsk;. This is because H(I) # 1, and hence H(I) is a generator of
Gi. In that case, the mapping Z, > z — H(I)® € G; is bijection and thus
tagsk, = tagsk,. The probability that A finds I satisfying H(I) = 1 is at most
gn/p where ¢, is the number of random oracle queries from A. This concludes
the proof.

Accumulators with revocation. We present a construction of accumulator
with revocation from the ¢-DHE assumption. They are abstracted from the
Libert-Peters-Yung group signature scheme [28]. In this construction, we use the
Libert-Yung construction of VC, which is presented in the appendix E. Next,
we provide the instantiation of ACC using VC with the above instantiation. The
following instantiation makes use of the subset difference method by Naor et
al. [32] (See Section A.6).

ACC.Setup(1™,m). Compute a commitment key ck + VC.Setup(1™,m + 1) of
the vector commitment scheme and generate a key pair (vKcert,SKeert)
SIG.KG(1™). Then set pp,. + (m,ck,VKkeert) and skaee — Skeers. Output

(ppacc7 Skacc)-
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ACC.Wit(pp,cc, Skace, id). Compute (com, aux) < VC.Com(ck, (id|o,id|1,. .., id|m))
and generate ¢ < SI1G.Sign(skeert, (id, com)). Set wit +— (com, aux, ) and out-
put wit.

ACC.Acc(pp,ec; R). Parse (m, ck, vkeert) <= PPacc- Compute ((p1,81), ..., (Pr, Sr))
+ SD(1™, R). Generate a key pair (VKreyoke, SKrevoke) <— SIG.KG(1™) and gen-
erate a signature p; < SIG.Sign(skyevoke; (i, [Pil Si, [si])) for all ¢ € [r]. Set
acc < VKrevoke and auXace < (VKrevoke, (i, Sis Pi)ie[r]) and output (acc, auXaee).

ACC.Prove(pp,cc; aUXace, id, wit). Parse (m, ck, Vkcert) <= PPace, (VKrevoke, (P45 Si» Pi)ie[r))
4 aUXace, and (com, aux, ¢) < wit. Find ¢ € [r] satisfying that p; is a prefix of
id and s; is not a prefix of id. Compute openings open; < VC.Open(ck, aux,
|pi| + 1) and openy «— VC.Open(ck, aux, |s;| + 1). Set m < (com, ¢, p;, |pi|, Si,
|53, pi,id||s,|, openy, openy) and output wit.

ACC.Verify(pp,cc, ace, id, m). Parse (m,ck,vKkeert) = PPaccs VKrevoke — acc, and
(com, ¢, p, 1, 8,02, p, §,0peny, open,) < 7. Check that SIG.Ver(vkees, (id, com),
¢) = 1, SIG.Ver(vkreyoke, (D, 41, 8, £2), p) = 1, VC.Open(ck, com, £1+1, p, open;)
=1, VC.Open(ck,com, ¢s + 1, 8, 0pen,) = 1, and s # §. If all the checks pass,
output 1. Otherwise, output 0.

In the following, we provide the theorems with respect to the soundness. Proofs
of the theorems are provided in the appendix E.

Theorem E.7. If the signature scheme SIG is EUF-CMA secure and the vector
commitment scheme VC is position binding, the pairing-based accumulator with
revocation scheme is sound.

Proof of Theorem E.7

Proof. Let A be a PPT adversary against the soundness of the pairing-based
accumulator with revocation scheme. Fix a bound m of the number of users and
a security parameter n € N. Let W be the event that A4 wins the game.
In the experiment of soundness, parsing the output of A as (com™*, (*, p*, ¢3, s*,
5, p*, 8§, openy,open}), we define the following events.

Eiert- The oracle Oy did not sign on (id*, com*) at any point.

E.evoke- The experiment did not sign on (p*, ¢%, s*, ¢5) when generating a chal-
lenge.

Eping- The event E e did not occur, and p* is not a length-£% prefix of id* or
§* is not a length-£* prefix of id™.

Then we have the following inequality:
Pr[W] < Pr[W A Eecert] + Pr[W A Erevoke] + Pr[W A Epingl
+ PI‘[W A —Ecert N 7 Hrevoke N _‘Ebind]-
We will bound each term one by one.

Lemma E.3. There is an EUF-CMA adversary By satisfying Pr[W A Eeert] <
unf
AdVSIG,81 (n).
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Proof. We construct B; by internally running A and simulating the soundness
experiment. The construction of B; is as follows. Given a verification key vk of
SIG, By computes pp,,. following the experiment with an exception that vkeers <
vk and runs A(pp,..)- When A issues an Oy, query id, By computes (com, aux) <
VC.Com(ck, (id|o,id|1,. .- ,id|m)) and sends (id, com) to the signing oracle. Receiv-
ing a signature ¢ on (id, com), By sets wit < (com, aux, ¢) and returns wit to .A.
When A issues a challenge oracle R, B; responds to this following the experiment.
When A outputs (id*, 7*), By parses (com*, *, p*, 05, s*, 05, p*, §*, open}, open}) <
* and outputs ((id*, com*), (*).

This completes the description of B;. Then we bound the probability Pr[W A
Eeyt). Firstly, By perfectly simulates the experiment. If the event W occurs, the
output of By is verified as valid. Furthermore, if the event FE o occurs, B; has
not queried (id*, com*) to the signing oracle. Therefore, if W A Ecery occurs, By
wins the EUF-CMAgame. This implies the lemma.

Lemma E.4. There is an EUF-CMA adversary By satisfying Pr[W A Ecert] <
Advg?é,sl (n).

Proof. We construct By by internally running A and simulating the soundness
experiment. The construction of By is as follows. Given a verification key vk,
Ba sets up pp,.. following the experiment and runs A(pp,..). When A issues an
Owit query, Bs responds to this following the experiment. Since B set up pp,e.
by itself, By knows skaec and thus By can compute (. When A issues a challenge
query R, B, computes ((p1,51),-..,(pr,8r)) < SD(1™, R) and issues signing
queries (p1, [p1],s1,[51]), - -5 (Dr, [Pr]s Sr, |Sr|) and receives pi, ..., pr. Then By
sets acc ¢ vk and auxacc < (VK, ((pi, 54, pi))icr]) and returns (acc,auxacc). Once
A outputs (id*,7*), By parses (com*, (*,p*, £, s*, 05, p*, §*, open}, open}) + 7*
and outputs ({p*, 1, s*,£3), p*).

This completes the description of By. Then we bound the probability Pr[W A
Eievoke- Firstly, By perfectly simulates the experiment. If the event W occurs,
the output of By is verified as valid under the verification key vk. Furthermore, if
the event Elrevoke Occurs, B has not queried (p*, €3, s*, £3) to the signing oracle.
Therefore, if W A FEieyoke Occurs, B wins EUF-CMAgame. This implies the
lemma.

Lemma E.5. There is a position binding adversary B satisfying Pr[WAEbpina] <
Adv{’,%sv‘g;"d (n).

Proof. We construct Bs by internally running A and simulating the soundness
experiment. The construction of B is as follows. Given a commitment key ck, Bs
sets up pp, by using this given ck as a part of pp,... Then Bs runs A(pp,..) by re-
sponding to queries from A honestly. When responding to Oy queries, Bs stores
(com, aux) computed in response to queries for later purpose. Once A outputs
(id*, 7*) and terminates, B3 parses (com*, (*, p*, 0%, s*, 05, p*, 8, open?, open}) «
7*. Then Bs searches for an Oy query id satisfying that id = id* and the com
computed in response to this query is equal to com™ and retrieves aux that is
generated together with com. Then B3 checks whether p* is not the length-¢3
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prefix of id*. If not, B3 computes open; < VC.Open(ck, aux, £ + 1) and outputs
(com*, £7 + 1,id"|¢x, openy, p*, opent). If it is, By checks whether 5* is not the
length-£5 prefix of id*. If not, B3 computes open, < VC.Open(ck, aux, 5 + 1) and
outputs (com*, £3+1,id"|¢:, openy, 5%, openy). If it is, outputs (L, L, L, L, L, 1).

This completes the description of Bs. Then we bound the probability Pr[W A
Epind]- Let us assume W A Eping occurs. Since Eling occurs, we have —Ecet
occur. Then Bs can find an O query id which is equal to id* and com that
is generated in response to this query is equal to com*. Since Eyi,q occurs, Bs
finds one of the following two conditions holds: p* is not the length-¢7 prefix
of id*, or s* is not the length-£3 prefix of id*. If the former is true, Bs outputs
(com*, £7 +1,id*[¢+, openy, p*, openy). Due to the correctness of VC, it holds that
VC.Ver(ck,com, £} + 1,id|s:,open;) = VC.Ver(ck,com*, (7 + 1,id"[,0open;) =
1. Due to the event W, it holds that VC.Ver(ck,com*, ¢5 + 1,p*, open}) = 1.
Thus, in this case, B3 breaks the position bindingproperty of VC. In the latter
case, Bz outputs (com*, 3 4 1,id"[¢x, open,, 5, open3). Similarly, we have that
VC.Ver(ck,com, 5 + 1,id|;, openy) = VC.Ver(ck,com*, £5 + 1,id"|;, openy) = 1
and VC.Ver(ck,com*, £5+1, 5% open3) = 1. In either case, B3 breaks the position
bindingproperty, which implies the lemma.

Lemma E.6. It holds that Pr[W A = Ecert A = Erevoke N " Ebina] = 0.

Proof. Let us assume that the event W A= FE¢ert A= Erevoke A Ebing occurs. Then,
due to the event —F\eyoke, We have that the subset described by (p*, s*) does not
include id*. Besides, since = Eyinq occurs, p* is the length-£; prefix of id* and §*
is the length-£% prefix of id*. Furthermore, s* is length £5 and §* # s*, which
implies that id* does not have s* as a prefix. This means that id* is included in
the subset described by (p*, s*). This contradicts to the event Fyeyoke and hence
the probability in the lemma is 0.

These lemmas prove the inequality and hence conclude the proof.

Instantiation of VC from the g-DHE assumption. Here, we provide a
construction of ¢-DHE assumption by Libert and Yung [29].

VC.Setup(1™,q). Compute (p,G1,Go,Gr,e,g,h) < G(1™). Choose z < Z, and
sets g; < g° and h; < h*' fori € [2q]\{g+1}. Output ck + ((94)ici2q)\{g+1}>
(Ri)ier2q)\{a+1})-

VC.Com(ck, (mq,...,my)). Compute com < Hie[q] gz;j_"’l_i and aux < (mq,...,
myg) and output (com, aux).

VC.Open(ck, aux, j). Compute open < Hie[q]\{j} gﬁfl_iﬂ and output open.

VC.Ver(ck, com, i, m, open). Verify e(com, g;) = e(open, h)e(g1, hq)™. If it holds,
output 1. Otherwise, output 0.

Theorem E.8. If the symmetric q-Diffie-Hellman exponent assumption for G
holds, the above vector commitment scheme is position binding.
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Non-Interactive Zero-Knowledge for p;.
knowledge for the following language:

p1 = {(((c1,c2), (Vk, ppacc ), (ekq, eka), acc, item,

69

‘We need a non-interactive zero-

7), (upk, usk, id, Tacc, 0,71, 72)) |

¢1 = PKE.Enc(eky, upk; 1) A ca = PKE.Enc(eks, upk; o)

A LIT.ChkKey(upk, usk) = 1

A LIT.ChkTag(upk, usk, (vk, pp,, item),7) = 1
A ACC.Verify(pp,c, acc, id, macc) = 1

A SIG.Ver(vk, (upk, id, item),

This condition is equivalent to the following;:

¢1 = PKE.Enc(eky, upk; 1),
¢ = PKE.Enc(eky, upk;73),

LIT.ChkKey(upk, usk) = 1,

LIT.ChkTag(upk, usk, (ipk, item),
SIG.Ver(vkeert, (id, com), () =
S|G~Ver/(Vkrcvokc7 <p7 Ela S, 627 >a

0) = 1}.

=1,
L,
p) =1,

VC.Ver(ck,com, ¥y + 1,p,open;) =1,
VC.Ver(ck,com, ¢s + 1, 5, 0peny) = 1,

s # 8,

SIG.Ver(vk, (upk,id,item),8) = 1

where pp,.. =

(n7Ck; chert)7 acc = Vkrevoke7 and Tacce = (Com7<ap7£175a€21pa

§,openy,open,). By substituting the equations with the instantiation, we can

rewrite the equation as follows:

1) =e(g,h),

ep =g
ex = g"?
fi/yit = f2/vs
f1/y = g*,
= H({ipk, item))Uk,
6( ,R) = e(g,9),
e(T, R)e(h, Uy )e(com, Us) = e(g, h),
e(R, V') =e(S', 1),
e(R', T e(Uy, h?)e(Uy, he,+1)e(Us, h*)e(Uy, he, +
e(com, g, +1) = e(openy, h)e(g1, het1)?,
e(com, hy,11) = e(openy, h)e(gr, heta)®,

s # 8§,
B(VN,R”) — 6(97 S//)’
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e(T", R")e(f1/yi", UY)e(g", U )e(g"™", Us) = e(g, h)

where ¢; = (e1, f1), c2 = (e2, f2), eki = y1, ek = y2, Vkeere = (U1, Uz, V), ¢ =
(R, S, T), Vkrevoke = (U1, ..., Uy, V'), p = (R, 8", T"), ck = ((9)iciaes 1))\ {e42}> (Ri)ici2eer )\ {e42} )
vk =(UY,...,U{,V"),and 8 = (R",S",T"). Here, the equation LIT.ChkKey(upk, usk) =
1, which is instantiated as upk = g“*%, is replaced with fi/yj* = g“* for the
consistency between this equation and the ElGamal encryption. Similarly, the
appearance of upk in the verification equations of 6 is also replaced with f1/y]*.
In addition, note that in order to sign on ¢ + 1 and /5 + 1 by p, we instead sign
on hy, 41 and hey41.

We explain how these equations are proved by a Schnorr-like protocol. Lin-
ear equations are easy to adapt to a Schnorr-like protocol (e.g., by Maurer’s
abstraction [30]) but non-linear equations are not.

We explain how these non-linear equations are adapted to a Schnorr-like
protocol.

To this end, we let the protocol send the following encryption of some wit-
nesses and the random element:

Co+g°,  Cp + pkfcom Cy + pkbg®, Cs3 < pkig®,
Dy < h?, Dy (pkll)ghgﬁ_h Doy (pké)ahgz_,_l, E + gv(s—é).
where p, 0 < Zj,, v < Zy, and the public keys pk;, pky, pks € G and pk,

pky € Gy are chosen by a random oracle. Here, we need to prove the well-
formedness of the part of the ciphertext Cy, Cs, C3, and Dy:

CO = gp7 C = pk2.g B} C13 - pk§g§7 DO =h.

Furthermore, we let the protocol rerandomize (R, S,T) and (R',S’,T") by
running (R, S,T) < SIG.Rerand(vkeert, (R, S,T)), (R, 8", T") «+ SIG.Rerand’(
VKrevokes (R, 8", T")), and (R"”,S”,T") + SIG.Rerand(vk, (R",S"”,T")) and prove

e(V, R) = e(g, ),

e(T, R)e(h', Uy )e(com, Us) = e(g, h),

(R, V') = e(S', h),

e(R, T")e(UY, h")e(Us, hey11)e(Us, h*)e(UL, he, +1) = e(g, h),
e(V", R") = e(g,5"),

e(T", R")e(f1/y", UY)e(g®, Uy )e(g"*™, Us) = e(g, h)

instead. This way, we can send R, R’, and R” in the clear. In addition, for
consistency between the above equation and the encryption C7, D1, and D5, we
need to replace the appearance of com, hy, 1, and hy,+; with the ciphertexts:
e(V, R) = e(g,9),
e(Tv R)e(hida Ul)e(cl/pk/l)a UQ) = 6(97 h)7
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e(R', V') =e(S', h),
e(R', T")e(U1, h?)e(Us, D1/ (pky)?)e(Us, h*)e(Us, Do/ (pky)?) = e(g, h)

These equations are now linear. Then we can adapt these to a Schnorr-type
protocol.'?
Then the remaining non-linear equations are as follows:

e(com, by, 1) = e(openy, h)e(g, het1)”,
e(com, hy, 1) = e(openy, h)e(gr, hei1)®,

s #£ 8.

We explain how we prove the above three equations.
The first equation can be rewritten by substituting com and hy,+1 by their
encryption as follows:

e(C1/pki, D1/(pky)7) = e(openy, h)e(gr, hes1)".
This equation is equivalent to
e(C1, D1)e(Cy, pky)7e(pky, D1)Pe(pky, pky )’ = e(openy, h)e(gr, het1)?,

if we substitute po = d,,. We need to ensure that 6,, = po, which can be done
by proving the additional equation

g = g‘sf“’.
Similarly, the second equation can be rewritten as
e(C1, D2)e(Cy, pki)7e(pky, Da) e(pky, pki)*” = e(openy, h)e(gr, het1)®.

Finally, the equation s # § is rewritten as follows. Note we included the ele-
ment E = ¢?*=%) . Then if we can prove the well-formedness of E, the remaining
task is to check that F # 1. Since F is sent in the clear, this check is easy. To
prove the well-formedness of E, we introduce variables d,(,—s = v(s — 5) and
dvp = vp to linearize the well-formedness of E. Then we prove the following
equations:

E = gv6-a, (C2/C3)" = (pky/pkg)’or gPots=9), Cy = g.

To summarize, our Schnorr-like protocol proceeds as follows. Firstly, the
prover sends Cy, Cy, Ca, C3, Do, D1, Do, and E computed as above. Then the

15 We use some group elements as a part of the witnesses of a Shcnorr-like protocol.
This is not a very popular approach but it completely fits into Maurer’s abstraction.
For example, if we prove the knowledge of S satisfying e(V, R) = e(g, S’) with public
V, R, and g, we simply consider a one-way group homomorphism f: S e(g, S ) and
prove the knowledge of the preimage S such that e(V, ]N%) = f(S') following Maurer’s

abstraction.
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prover and the verifier conduct a Schnorr-like protocol for proving the following
linear equations:

Co =g",
Co = pkig®,
Cs = pkhg®,

— B,
er=g"
ex=g"
fi/yit = fz/y?,
filyit =
T= H((lpk |tem>)LISk
e(V, ) = e(g, S),
e(T, R)e(h, Uy )e(Cy/pkf, Us) = e(g, h)
e(R, V') =e(S', h),
e(R

' T")e(Uy, hP)e(Ug, D1/ (pky)?)e(Us, h*)e(Uy, Da/(pks)?) = e(g, h),
1, D1)e(C1, pky)e(pky, D1)?e(pky, pk)°» = e(openy, h)e(gr, het1)?,
Cth)e(ChPklz)ge(Pkaz)pe(PkpPklz) v = e(openy, h)e(g1, hey1)®,

Q

e T”,R” e(f /yII,U Ne(g",Ug))e(g™™, Us) = e(g. h),

I o
E=goto,

(CQ/CS)U = (pk2/pk3)‘5vpgf5u(sfg)’
Cy =g’

If the protocol ends with acceptance and FE # 1, the verifier accepts the state-
ment. Otherwise, the verifier rejects it.

In addition, we need the simulation extractability of NIZK in our generic
construction. It is not necessarily true that the Fiat-Shamir transformation of
any X protocol is simulation extractable but there is a simple way to enhance the
Fiat-Shamir transformation in such a way that any X' protocol is transformed
into a simulation extractable NIZK. The idea is that, when generating a non-
interactive proof, a prover generates a key pair of a strongly unforgeable one-time
signature scheme, appends the verification key to the input to the hash function
for generating a challenge, and signs on the response. The resulting proof consists
of the standard Fiat-Shamir transformed proof together with the verification key
and a signature. A verifier verifies the Fiat-Shamir transformed proof and the
one-time signature and accepts the entire proof if both of the verifications pass.
Detailed description will be provided in the supplemental materials F.
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Non-Interactive Zero-Knowledge for p;. We then explain how we instan-
tiated the NIZK for py. The statement that needs to be proven is as follows:

p2 = {((eky,c1,upk), (dki, 7pKE)) |
upk = PKE.Dec(dky, 1) A (ekq, dk;) = PKE.KG(1"; rpke) }-

This statement is instantiated with the above Cramer-Shoup encryption as fol-
lows:

fl/efl = Upk,
y1=9g""

where eky = y1 = ¢**, ¢1 = (e, f1), and dk; = 2.
These relations are all linear. Then we can instantiate the NIZK by simply
applying Maurer’s generic protocol [30].

Signature Size. A signature of our ARS scheme includes two ElGamal cipher-
texts in Gy, one linkable indistinguishable tag in G, a Fiat-Shamir NIZK, and
a verification key and a signature of a one-time signature scheme. The two El-
Gamal ciphertexts requires four G; elements and the likable indistinguisable tag
requires one G; element. The language that our Fiat-Shamir NIZK proves has
three G; witnesses, three G2 elements, and 12 Z, witnesse. The response of the
underlying Y protocol includes the same number of elements as above. In addi-
tion to this, one Z, challenge is needed. Finally, for the one-time signature, we
use Bellare-Shoup’s transformation [8] applied to the Okamoto identification [36].
This one-time signature scheme has a verification key of three G; elements and
a signature of two Z, element. In total, a signature of our scheme includes 16 G,
elements, 6 G2 elements, and 15 Z, elements. This requires in total 16 kilobits
for one signature if we use a BLS12-381 curve.

F Fiat-Shamir Transformation with Simulation
Extractability

In our generic construction, we need a simulation extractable NIZK. Here, we
explain how we generically obtain a simulation extractable NIZK by the Fiat-
Shamir transformation.

We first define a syntax of X' protocols with recoverable commitment, which
will be then transformed into a simulation extractable NIZK. A X protocol
with recoverable commitment for an NP relation R is defined by the following
algorithms.

Y .Setup(1™) — crs. The setup algorithm, given a security parameter 1™, outputs
a common reference string crs.

¥ .Com(crs, X, W) — (unrecs Qrec, State). The commitment algorithm, given a com-
mon reference string crs, a statement X, and a W, outputs a commitment
(Qunrecs Orec) and state information state.
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Y .Chal(crs, X) — 5. The challenge algorithm, given a common reference string
crs and a statement X, outputs a challenge .

Y .Resp(crs, X, W, 3, state) — . The response algorithm, given a common refer-
ence string crs, a statement X, a witness W, a challenge 3, and state infor-
mation state, outputs a response 7.

Y Verify(crs, X, qunrec, 3,7). The verification algorithm, given a common refer-
ence string crs, a statement X, the unrecoverable part of a commitment
Qunrec, @ challenge 8, and a response <, outputs a recovered commitment
Qirec OT a rejection symbol L.

We require a X' protocol to be correct, honest-verifier zero-knowledge, spe-
cially sound, and high min-entropy commitments.

Definition F.1 (Correctness). A X protocol ¥ satisfies correctness if for all
n € N and all (X,W) € R, we have

crs + X.Setup(1™),
(Qtunrec, Qrec, state) < X.Com(crs, X, W),
Pr B <+ X.Chal(crs, X), D Qrec = Opec £ L | = 1.
v < X.Resp(crs, X, W, 3, state),
Arec + X.Verify(crs, X, cunrec, B, 7Y)

Definition F.2 (Honest-verifier zero-knowledge). A ¥ protocol ¥ satisfies
honest-verifier zero-knowledge if there is simulator algorithms ¥.Setup and £.Sim
satisfying that for all PPT adversary A, it holds that

crs + X.Setup(1™), (crs, td) < X.SimSetup(1™),
Pr| b+« A% (crs) —Pr b A%m(1M), = negl(n)
cb=1 cb=1

where the oracles are defined as follows.

Oprt. Given a pair (X,W) € R, this oracle computes (Qunrec,Qrec,State) <
Y.Com(crs,X,W), 8 < X.Chal(crs,X), and v < X.Resp(crs,X,W, 3, state)
and returns (Qunrec, Qrecs 85 7Y)- If (X, W) € R, the oracle returns L.

Osim- Given a pair (X,W) € R, this oracle computes (QunrecsQrecs B,7Y) <
Y.Sim(td, X) and returns (Qunrecs Qrec, 3,7). If (X, W) &€ R, the oracle re-
turns L.

Definition F.3 (Special soundness). A X protocol X is specially sound, if
there exists an extractor L.Ext satisfying that for any common reference string
crs, any statement X, and any related transcripts (Qunrec, Qrec, B57) and (Qunrec,
Qrec, 8,7), if it holds that X.Verify(crs, aunrec, B5Y) = Qrec # L, L.Verify(crs,
Qunrecs B'57) = rec £ L, and 8 # ', then the output w <+ L.Ext(crs, X, aunrec,
Qrecs 8,7, 8',7) satisfies that (X, W) € R.

Definition F.4 (High min-entropy of commitments). Let ¥ is a X pro-
tocol. We define p(crs, X, W) = maxs Pr[(cunrec; Qrec, =) < Z.Com(crs, X, W) :
@ = (Qunrecs Qrec)] and €(n) = minqs x w)(—logy p(crs, X, W)). The X' protocol
Y has high min-entropy of commitments if e(n) is super-logarithmic.
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A X protocol with recoverable commitment is transformed to a simulation
extractable NIZK in the random oracle model. We use a strongly unforgeable
one-time signature scheme (SIG.KG, SIG.Sign, SIG.Ver).

NIZK.Setup(1™). On input a security parameter 1™, set crs «— X.Setup(1™) and
output crs.

NIZK.Prove(crs, Ibl, X, W). Compute (@unrec, Qrec, State) < L.Com(crs, X, W) and
generate a key pair (vkot, Skot) <— SIG.KG(1™). Compute 8 < H(crs, X, Ibl; vk,
Qunrecs Orec )y 77 < X.Resp(crs, X, W, 3, state), and oo « SIG.Sign(skot,).
OUtpU-t T (Vkota Qlunrec /Ba 7> Uot)-

NIZK.Verify(crs, Ibl, X, 7). Parse (vkot, Qunrecs 857, 0ot) — m. Compute Qyec ¢
¥ Verify(crs, X, aunrec, 5,7y) and check that a,e. # L, 8 = H(crs, X, Ibl, vkot,
Qunrec, Qrec)s and SIG.Ver(vkot, v, 0ot) = 1. If all the checks pass, output 1.
Otherwise, output 0.

We prove that the above NIZK is zero-knowledge and simulation extractable.

Theorem F.1 (Zero-knowledge). If the underlying X protocol ¥ is honest-
verifier zero-knowledge and has high min-entropy commitments, then the trans-
formed NIZK NIZK is zero-knowledge, that is, there are a set of simulators
(NIZK.SimSetup, NIZK.SimRO, NIZK.SimPrf) satisfying that for all PPT distin-
guisher A, it holds that

|Prcrs < ¥.Setup(1™) : A" (crs) — 1]
— Pr[(crs, statero) + NIZK.SimSetup(1™) : AOMzK-simro,Onizk.simert (crs) — 1]
= negl(n)
where the oracles are defined as follows.

H. This is a random oracle.

P. This oracle, given a pair (X, W) € R, computes (Qunrec, Qrec, State) «— X.Com
(crs, X,W), B < X.Chal(crs,X), and v + Z.Resp(crs, X, W, 3, state), and re-
turns (Qunrecs Orec, B57Y)- If (X, W) € R, this oracle returns L.

Onizk.simro- This oracle, given a random oracle query q, computes (h, stategp) <
NIZK.SimRO(q, statero), and returns h.

Onizk.simprf- This oracle, given a pair (X, W) € R, computes ((Qunrecs Qrec, 3,
v),statero) < NIZK.SimPrf(X,statero) and returns (unrec, Qrec, 857)- If
(X,W) & R, this oracle returns L.

Proof. We construct a set of simulators as follows.

The simulator NIZK.SimSetup(1™) runs (crs, td) <— X.SimSetup(1™) and store
td and an empty hash list in stategro. Then NIZK.SimSetup outputs (crs,
maths f statero.

The NIZK.SimRO, given a random oracle query ¢, uses the hash list stored in
statego to responds to the query. Namely, if the hash value of ¢ is stored in the
hash list, NIZK.SimRO responds with this hash value. Otherwise, NIZK.SimRO
samples a fresh hash value 3, store (g, 8) in the hash list. Finally NIZK.SimRO
outputs (3, statero) where statero is the updated state information.
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The simulator NIZK.SimPrf, given a statement X and a label Ibl, uses the
trapdoor td stored in statero and simulates a transcript (unrec, Qrecs 857)
Y .Sim(td, X). Then NIZK.SimPrf generates a key pair of the one-time signature
scheme (vkot, Skot) <= SIG.KG(1™). After that, NIZK.SimPrf updates the hash list
stored in statego by programming the random oracle as § = H(crs, X, Ibl, vk,
Qunrec, Qrec) and generates a signature ooy < SIG.Sign(sket,y). If the hash list
already contain an entry for (crs, X, Ibl, vkot, Qunrec, @rec), NIZK.SimPrf outputs
(L, statero). Otherwise, it outputs ((Qunrec, Qrec, 3,7), statero)-

This completes the description of the simulators.

To prove that NIZK is zero-knowledge with these simulators, we define the
following games.

Gamegy. The real game in the definition of the zero-knowledge property.

Game;. In this game, the oracle P samples a transcript (unrecs Qrec, 3,7) hon-
estly and checks if (crs, X, Ibl, vkot, Qunrec, Grec) 18 already queried to the ran-
dom oracle. If it is already queried, the oracle P returns L. Otherwise, P
returns the honestly generated proof.

Gamey. In this game, a common reference string crs is sampled by running
(crs,td) « X.SimSetup(1™). Furthermore, the oracle P samples a transcript
by running (unrec, Qrecs 8,7y) < X.Sim(td, X).

We claim that the adjacent games are indistinguishable. Let T; be the event
that the adversary A outputs 1.

We claim that |Pr[Tp] — Pr[T1]| = negl(n). This is because the X protocol
has high min-entropy commitments and thus .4 is unable to guess the freshly
sampled transcripts (Qunrec, Qrec, 3,7)-

We claim that [Pr[T1] — Pr[T3]| = negl(n). This is due to the honest-verifier
zero-knowledge property of the underlying X' protocol.

To show this, we construct a reduction B attacking the zero-knowledge prop-
erty of the X protocol. Let ¢ be the number of proof queries which A makes
during the experiment. Then, given a common reference string crs, B internally
runs A, simulating Game; or Games, with the exception that transcripts for sim-
ulating the oracle P are queried to B’s own proof oracle. If A outputs b € {0, 1},
then B outputs b.

This completes the definition of B. Clearly, if B is given access to the real
proof oracle, B simulates Game;. Similarly, if B is given access to the simulated
proof oracle, B simulates Gamesy. Then, |Pr[T1]—Pr[T3]] is equal to B’s advantage
in distinguishing real or simulated proofs. Thus this difference is negligible.

Finally, the game Game is identical to the simulation game in the definition
of zero-knowledge with the above simulators. Therefore, the above construction
of simulators provides the zero-knowledge property.

Theorem F.2 (Simulation extractability). If the underlying X protocol * is
specially sound and the underlying signature scheme SIG is strongly unforgeable
against chosen-message attacks, then the NIZK NIZK is simulation extractable
with respect to the simulators (NIZK.SimSetup, NIZK.SimRO, NIZK.SimPrf) de-
fined in Theorem F.1 and with extraction error v = Q/v + negl(n) where Q is
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the number of hash queries made by A and negl(n) is a negligible function de-
termined only by SIG, that is, for any PPT A, there is an PPT extractor that
satisfies the following. Let

(crs,td) < NIZK.SimSetup(1™),
p {0, 1}Po(n)
(X*, Ibl*, 7%) 4= AP0t (crs; p)
s (X*, bl %) € Tpee A NIZK. Verify(crs, Ibl*, X*, %) =1
(crs, td) « NIZK.SimSetup(1™),
p {0, 1P,
frk = Pr (X*7 Ibl*,w*) +— A9r0,Op:t (CFS; P)
W* — Ealers, X*, *, p, TrRo, Tprt)
S (X b, 7))  Tore A NIZK Verify(crs, Ibl", X*, 7%) = 1A (X*,7%) € R

acc = Pr

where the oracles Oro and Opyt and the lists Tro and Toee are defined as follows.

Oro. The oracle Oro, given a query q, returns h where (h,statero) < NIZK.
SimRO(g, statero).

Opri. The oracle Opye, given a query X, returns m where (m,statero) < NIZK.
SimPrf(X, Ibl, statero).

Tro. This is the set of the pairs of the queries to Oro and their responses.

Tort. This is the set of the pairs of the queries to Opy and their responses.

Then there exists a constant d > 0 and a polynomial p satisfying that whenever
acc > v, we have ext > (acc — v)%/p.

Proof. Let A be an PPT adversary that outputs a proof.

Given A, we construct an another PPT algorithm A’ as follows. This algo-
rithm A’ is given as input a common reference string crs, a list of hash values
(B1,...,B8¢q), and a random tape p. Given this input, A’ splits p into two ran-
dom tapes into p4 and p4s, and runs A(crs; p4). When A issues a hash query,
A’ consumes one element from (S, ..., 8g) and returns it to A. When A issues
a proof query, A’ use p4 as randomness to simulate a proof as in NIZK.SimPrf
in Theorem F.1. When A terminates with (X*,Ibl*, (KX, @, 1ec, 857" 05)),
A’ searches for the random oracle query (crs,X*,Ibl* vk}, o, oo, Grec) Where

ot
at,. < X.Verify(crs, X*, & e, 8, 7") in the hash list. If such an entry is found,
A’ lets J be the index such that hy was consumed to respond to this hash query.
If such an index is found, A’ outputs (J, (hy, X*, X% ecs Taec, 85,7")). If no such
an index is found, A’ outputs (0, L).
This completes the construction of A’. Let acc be the probability in the
theorem, F,.. be the event of that probability, and Ejqx be the event that the

index J is found. Then we have the following equality:
acc = Pr[E,oc] = Pr[Face A Fiax| + Pr[Face A " Eidx]-

We claim that Pr[E,.c A ~Fidx] is negligible, assuming that SIG is strongly
unforgeable against chosen-message attack.



78 Ryuya Hayashi, Shuichi Katsumata, and Yusuke Sakai

Lemma F.1. If SIG is strongly unforgeable against chosen-message attacks, we
have that Pr[Eacc A = Eigx] is negligible.

Proof. To this end, we construct a reduction B that attacks the strong unforge-
ability of SIG. The construction of B is as follows. Given vk, B internally runs
A and simulates the oracles as in A does with the following exceptions. Firstly,
B chooses an index k < {1,...,Qp} randomly where Qp¢ is the number of
the proof queries that .4 makes. Secondly, for the k-th proof query, B uses vk,
which is given as input to B and obtains oo, by querying B’s own signing ora-
cle. Finally, when A terminates with output (X*,Ibl*, (VkX;, @, 1ec, 857" 05)),
B outputs (v*,0%,).

This completes the construction of B. We claim that whenever Eac. A —Eiqx
occurs, B succeeds in forging a one-time signature with high probability. We
claim that vk}, = vkot with probability 1/Qpr¢. Since an index J is not found,
the hash value H(crs, X*, bl vk, , @, ., Grec) Was programmed when respond-
ing to an proof query. Since B chooses randomly where it uses vkq; from all the
proof queries, it holds that vk}, = vke; with probability 1/Qp.¢. Then we claim
that the output of B is a legitimate forgery of SIG. Remind that the output of A is
different from any of the statement-label-proof triples which are A’s proof query
and its response. In other words, let (X, Ibl, (Vkot, Qunrecs 3,7, 0ot )) be the query
and its response such that the random oracle H(crs, X*, Ibl*, vk}, , 0% oes Grec) Was
programmed when responding to this query. Then, since the inputs to H in the
proof query and A’s output are the same, we have (X*, Ibl*,vky,, o oo, Q) =
(X, Ibl, vkot,, Otunrecs Grec)- Thus, we have that 8* = H(crs, X*, Ibl*, vkl,, @ ey @) =
H(crs, X, Ibl, vkot, Qtunrecs Grec) = B. Due to the winning condition, we have that
(X*, bl (VRS @ prees 8557 05)) # (K, Ibl, (VKot, Qtunrecs 8,7, 0ot ))- Therefore, we
have that (v*,0%.) # (7, 00t). Since the latter pair is B’s signing query and its
response, BB succeeds in forging a one-time signature.

Now we have A’ that outputs (J,—) with J > 1 with probability acc —
Pr[Eace A~ Eina] = acc— negl(n). Applying the general forking lemma to this A’,
we have a rewinding algorithm F 4/, that outputs (1, —,—) with probability greater
than (acc — negl(n))((acc — negl(n))/Q — 1/h). If F 4 outputs (1, (hy, X*, L ecs
Y B ), (R, X 0 o i, %%, 7)), due to the construction, we have

unrec’ rec’
that X .Verify(crs, X*, o .oc, B%,7%) = L. Verify(crs, X**, o¥ oo, 87, 7™) # L and
that X* = X** and a* = o™*. Therefore, due to the special soundness of ¥, we
can extract a witness by running W < X.Ext(crs, X*, & o, @, 55,7, 8%, 7*)
where a* « X.Verify(crs, X*, a1 vecs 855 77)-

Now if we let h be the size of the domain of the challenges of ¥, we have that

ext > (acc — negl(n)) (acc—@negl(n) _ }11)

1 Q

= ) ((acc — negl(n))? — (acc — negl(n))h> .

Due to the theorem’s assumption, we have that acc — Q/h — negl(n) > 0. This
implies that (acc — negl(n)) - (Q/h) — (Q/h)? > 0. Therefore,
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% ((acc — negl(n))® — (acc — negl(n))g)

>

2
<<acc — negl(n))? ~ 2(ace — negl() 2 + () )

QO+

This concludes the proof.



