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Battle begins to stop quantum computers smashing cyber defences
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An engineer works on a quantum computer in the US. Cybersecurity systems
need to be upgraded to guard against the threat posed by the new generation of
machines

REUTERS

CYBERSECURITY

Battle begins to stop quantum computers
smashing cyber defences

As new cryptography standards are approved in the United
States, businesses can start to step up their systems to resist
attacks from malicious users

Richard Tyler
Tuesday August 20 2024, 12.07am, The Times
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America has fired the starting gun for businesses to plan
cybersecurity systems that can resist attack from malicious
users of quantum computers.

Last week the National Institute of Standards and Technology,
an agency of the US Department of Commerce, approved three
algorithms for new post-quantum cryptography standards, the
result of eight years of work by cryptography experts
worldwide.

In the next phase, cybersecurity suppliers will develop ways to
embed the technology in hardware, software and the
applications that millions of people use every day.

The US government has said it expects companies supplying the
federal government to begin protecting their systems between
2025 and 2030.

Britain’s National Cyber Security Centre said in a guidance post
from its high-threat technologies team that the standards
meant the next step in the “national migration” in cybersecurity
systems could begin. “For some sectors, we expect it to take
more than a decade,” they stated. “However, the scale of the
effort means that work to prepare is a priority now. Larger
organisations (and those that have bespoke IT or operational
technology) should be planning.”
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Ali El Kaafarani, the founder of PQShield, the Oxford-based
quantum security specialist, said: “I don’t have any doubt that
in 2025 you will not see any major bank not having published
publicly their road map to become post-quantum secure in two,
three or four years.”

PQShield’s Ali El Kaafarani is confident that banks will soon have drawn up
roadmaps to becoming “post-quantum secure in two, three or four years”

BT has said it is managing the threat to its communications
infrastructure and that any changes to its systems “are tested
before deployment in live networks”.

Small businesses and consumers will see the software and
devices they use refreshed as part of new product launches and
updates.

The NCSC is encouraging companies to work with experts to
avoid poorly managed and rushed migrations, and to have fully
tested the algorithms before deploying them on live systems.

While a quantum computer capable of breaking existing
security encryption is not yet known to exist, industry experts
say hackers could steal encrypted data today and save it to be
decrypted by a quantum computer in the future.
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The US government has already estimated that it will cost about
$7.1 billion to fund the migration on federal systems between
2025 and 2035.
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Battle begins to stop quantum computers smashing cyber defences
Moody’s, the credit rating agency, has said that the migration is
comparable in scale and complexity to the changes made to
computer systems to cope with the potential chaos in coding
when the year changed from 1999 to 2000, known at the time as
the Y2K bug.

Some of the largest technology firms have already begun
deploying the technology, with Google updating its Chrome
browser and Apple doing the same to its Swift programming
language and operating system.

El Kaafarani said patching software with the new security
algorithms would provide some protection. “It is better than not
having post-quantum cryptography at all. But it will only give
you a certain level of security guarantees if you don’t have it in
the hardware.”
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